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Abstract

Unauthorized data use—whether through credential-database compromise or the incor-
poration of datasets into machine learning (ML) models’ training without data owners’
consent—poses a persistent threat to security, privacy, and data sovereignty. Detecting
such unauthorized data use in computing systems requires mechanisms that remain effec-
tive and reliable even against adaptive adversaries. This dissertation develops anytime-valid
detection frameworks for identifying unauthorized data use in authentication and machine
learning systems, which provide tunable and provably bounded false-detection guarantees
that remain valid under continuous evidence accumulation and adaptive stopping.

The first part of this dissertation studies credential-database breach detection using hon-
eywords (also known as decoy passwords). We begin by analyzing the security of existing
honeyword-based methods under realistic threat models where breach attackers exploit cross-
site password knowledge and false-alarm attackers attempt to trigger breach alarms without
breaching the credential database. Our analysis shows that state-of-the-art schemes fail to
achieve near-ideal false-negative rates and are prone to false alarms, limiting their practical
deployment. Building on these insights, we introduce LeakSentinel, a honeyword framework
for anytime-valid detection of credential-database breaches. LeakSentinel guarantees a tun-
able and provably bounded global false-detection rate, meaning that in the absence of a
breach, the probability of ever raising an alarm over an infinite sequence of login attempts
is tunable and provably bounded. At the same time, it maintains strong detection power
against adaptive breach attack strategies.

The second part addresses unauthorized data use in ML systems. We propose a general
data-use auditing framework that enables a data owner to test whether her dataset has been
used in model training. The framework achieves anytime-valid detection in that the data
owner may continuously accumulate data-use evidence through querying the audited ML
model and adaptively stop at any time while maintaining a tunable, provably bounded false-
detection rate. Finally, we explore the limits of data-use auditing in adversarial scenarios

through AcidWash, a framework for purifying auditable training data to mitigate data-use

iv



auditing in ML models. AcidWash demonstrates how adversaries can mitigate detection
while preserving model utility, providing a useful tool to evaluate the robustness of data-use
auditing methods.

Together, these contributions establish a principled foundation for anytime-valid detec-
tion of unauthorized data use and clarify the capabilities of statistical auditing in security-

critical systems.
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1. Introduction

From cloud services and online platforms to financial systems, healthcare infrastruc-
tures, e-commerce platforms, Internet-of-Things (IoT) ecosystems, and Al-driven applica-
tions, data has become a foundational operational asset. Modern computing systems con-
tinuously collect, store, and process vast amounts of data, including user credentials, per-
sonal information, behavioral logs, transaction records, telemetry streams, and proprietary
datasets. These data assets power service personalization, fraud detection, access control,
decision-making, automation, and artificial intelligence at scale. For example, access-control
mechanisms depend on stored authentication data to enforce security boundaries. Recom-
mendation engines rely on behavioral logs to personalize content. Financial platforms an-
alyze transaction histories to detect fraud. Healthcare systems process medical records to
support diagnosis and treatment. Machine learning systems leverage curated datasets to
train predictive and generative models. Across these diverse domains, the integrity and
authorized use of data are central to system correctness and trustworthiness.

As a result, unauthorized data use has emerged as a critical cross-cutting challenge in
modern computing. Broadly speaking, unauthorized data use refers to any access, replica-
tion, or utilization of data beyond the scope intended or permitted by its owner. Such misuse
may occur due to external attacks (e.g., database breaches), insider threats, supply-chain
compromise, or unauthorized collection for model training. The consequences range from
privacy violations and identity theft to intellectual property disputes, regulatory penalties,
and erosion of user trust. Increasing legal scrutiny and regulatory frameworks further un-
derscore the need for principled mechanisms that can detect whether data has been used
without the data owner’s permission.

In this dissertation, we focus on two fundamental and representative forms of unautho-
rized data use:

® Credential-database breaches in authentication systems, where attackers breach the

credential database to steal stored authentication data and attempt to exploit it;

e Unauthorized use of data in model training of ML systems, where proprietary or



personal datasets are incorporated into training ML models without the data owner’s
consent.

These two problems capture distinct yet structurally related manifestations of unau-
thorized data use. In authentication systems, the challenge is to detect whether a creden-
tial database has been compromised and subsequently exploited through login behavior.
Such detection mechanisms must provide provably bounded false-detection rates, since false
breach alarms are disruptive, costly, and themselves exploitable by adversaries. In ML
systems, the challenge is to determine whether a model has been trained on a particular
dataset or data instance without authorization of data owners. Here, detection mechanisms
must likewise offer rigorous and tunable false-detection guarantees so that their conclusions
remain reliable and defensible in high-stakes settings.

Despite their differences, both problems reduce to a common question: how can a data
owner continuously accumulate evidence of data use and adaptively stop at any time while
maintaining strict control over false detections? Addressing this question requires anytime-
valid detection, where the probability of ever triggering a false detection remains provably
bounded regardless of when the data owner stops accumulating data-use evidence. Designing
detection frameworks with such guarantees under adversarial and adaptive conditions forms

the central theme of this dissertation.

1.1 Detecting Credential-Database Breaches

Credential-database breaches: Credential-database breaches have long been a pervasive se-
curity problem and continue to grow in scale and frequency. Such breaches are the largest
source of exposed passwords on the Internet. In mid-2025, reports from cybersecurity re-
searchers revealed that an unprecedented 16 billion credentials associated with major social
media platforms, including Apple, Google, Meta, and Telegram, had been exposed on-
line [31]. These leaked credentials provide cybercriminals with what has been described
as “a blueprint for mass exploitation” [31]. They enable massive account takeovers, in

which attackers hijack social media, financial, and corporate accounts using stolen cre-



dentials [125], resulting in billions of dollars in aggregate losses [92]. Moreover, exposed
credentials fuel credential-stuffing attacks [144|, where attackers systematically reuse leaked
username-password pairs across multiple services, due to the tendency of users to reuse pass-
words across sites [110, 164|. The impact of credential-database breaches is exacerbated by
delayed detection. According to IBM Cost of a Data Breach Report 2025 [63, p. 12|, the
average time to identify a data breach is 241 days. This prolonged window of vulnerability
gives attackers ample opportunity to crack passwords offline, monetize stolen credentials
through underground markets, or directly exploit compromised accounts before any breach
response is triggered [125, 144]. As a result, even a single undetected credential-database

breach can cause sustained and widespread harm to both users and service providers.

Detecting credential-database breaches using honeywords: A methodology for accelerating
credential-database breach detection was proposed by Juels and Rivest in 2013 [69], which
augments a site’s credential database with decoy passwords, known as honeywords. Each
user password is stored alongside multiple honeywords, thereby hiding the user password
among honeywords. If an attacker breaches the credential database and subsequently at-
tempts to exploit the stolen credentials, he may inadvertently submit honeywords in login
attempts, which might alert the site to its breach. Honeyword-based detection relies on
two central requirements. First, an attacker who has compromised the credential database
should be unable to reliably distinguish each user password from its associated honeywords.
This property is commonly quantified by flatness [69], which measures the degree to which
each account honeyword appears to the attacker to be at least as plausible as the user pass-
word. Second, it requires that it should be difficult for any party that has not breached the
credential database (e.g., false-alarm attackers or legitimate users) to trigger breach alarms.
This requirement is particularly critical in practice because breach responses are costly and
disruptive for triggering investigations and response procedures. According to IBM Cost
of a Data Breach Report 2025 [63, p. 13], the average cost for breach detection and esca-
lation is $1.47 million, covering forensic and investigative activities, assessment and audit

services, crisis management, and communications to executives and boards. In addition,
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unreliable detection that is prone to false alarm can undermine operational trust in the

defense mechanism.

Research gaps in detecting credential-database breaches: The widespread tendency of users
to reuse passwords across sites (e.g., [110, 164]) fundamentally challenges honeyword-based
breach detection. If an attacker obtains a user’s passwords from other compromised services
through database breaches, phishing, or malware, the attacker can leverage this cross-site
knowledge to distinguish the user password from its associated honeywords. Although this
threat model may appear stringent, it is increasingly realistic. A mid-2025 report iden-
tified over 16 billion credentials circulating in cybercriminal marketplaces [31], averaging
more than two credentials per person worldwide. Under such conditions, it remains un-
clear whether existing honeyword schemes can achieve near-ideal detection performance.
This motivates a systematic re-examination of honeyword-based detection under realistic
cross-site threat models.

In addition, achieving both good flatness and a small false-detection rate in a honey-
word method has proven elusive [160]. Existing works [4, 44, 52, 157, 175] primarily focus
on improving flatness by generating honeywords that are difficult to distinguish from user
passwords. However, these approaches typically rely on a simple detection mechanism that
raises a breach alarm whenever a sufficient number of honeywords are observed in login
attempts. As a result, they suffer from a high and unbounded false-detection rate in the
presence of false-alarm attackers, which significantly limits the practical applications of these
honeyword-based methods. Consequently, an important and largely unresolved problem is
to design a honeyword-based breach detection framework that remains effective under re-
alistic breach attacks while providing tunable and provably bounded global false-detection

rates, even in the presence of false-alarm attacks.

1.2 Auditing Data Use in Training ML Models

Concerns on unauthorized data use in ML: The rapid advances of machine learning (ML)

depend on the availability of massive amounts of training data. However, the developers of



these ML models often do not disclose the origins of their training data, raising legal disputes
over unauthorized data use in training ML models. For example, in 2020, multiple lawsuits
were filed against Clearview Al, claiming that Clearview Al scraped millions of photos online
to train its facial recognition models, violating the rights of the users of those images [56].
In 2023, The New York Times filed a lawsuit against OpenAl and Microsoft, claiming that
millions of articles published by The New York Times were used without authorization
by OpenAl and Microsoft to train their ML models [143]. Recently, California passed Al
legislation [1] that underscores the importance of tracing the origins of data used in training
ML models. In addition, established data regulations, such as the General Data Protection
Regulation (GDPR) in Europe [94], the California Consumer Privacy Act (CCPA) in the
United States [2]|, and Canada’s PIPEDA privacy legislation [29], grant individuals the right
to know how their data is being used. The growing trend of legal disputes over unauthorized
data use in ML and the legislation of data protection regulations highlight an urgent need
for reliable data-use auditing to ensure accountability and transparency in ML models,

addressing both legal and ethical concerns.

Data-use auditing of ML models: Data-use auditing is a technique that a data owner can
use to verify whether her published data has been used in the training of an ML model.
This approach can be broadly categorized into two levels: dataset-level [39, 43, 51, 62, 80,
81, 93, 118, 142, 163, 168] and instance-level [15, 71, 83, 107, 121, 126, 128, 171, 178| data-
use auditing. Dataset-level data-use auditing is applied in scenarios where a data owner
possesses a substantial dataset. It produces an auditing result for the entire dataset, by
detecting a significant signal in an ML model that requires learning from multiple data
samples [80, 118] or aggregating information across individual instances [25, 62|. Instance-
level data-use auditing addresses this limitation by offering fine-grained auditing results,
assessing the use of just a few data instances in ML models.

Research gaps in auditing data use of ML models: FExisting data-use auditing methods

exhibit several fundamental limitations. First, current dataset-level auditing approaches are

restricted to scenarios in which the whole training set of the ML model is contributed from
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one data owner and thus the data owner has control over the whole dataset [51, 80, 81, 118,
142], including, e.g., knowledge of the labels [80, 81, 118|. This limits their application in a
real-world setting where the training dataset might be collected from multiple data owners
or data sources. In addition, the existing works focus on a particular type of ML model,
e.g., image classifiers [80, 81, 118, 168|, and do not directly generalize to other domains.
These dataset-level auditing methods are also unsuitable for cases where the data owner has
a small dataset or even a single data instance.

Second, existing instance-level data-use auditing methods are passive, requiring no modi-
fication to the audited data instance before its publication. They apply techniques originally
developed for membership inference attacks [55, 128]. These techniques usually require ac-
cess to auxiliary data sampled from the same distribution as the training data of the audited
ML model and use them to train reference models (i.e., ML models similar to the audited
model) [15, 128, 171, 178]. More critically, passive data-use auditing cannot provide guar-
antees on false-detection rates, rendering its detection results less reliable and convincing.
These make passive data-use auditing less suitable for high-stakes auditing scenarios [181].
Taken together, these limitations reveal the absence of a general and statistically princi-
pled framework that enables reliable data-use auditing across diverse models and ownership
settings, while providing rigorous false-detection guarantees.

While recent work has introduced various data-use auditing methods, their robustness
against adaptive adversaries remains largely unexplored. Understanding whether and how
such auditing mechanisms can be evaded is essential for characterizing their fundamental
limits. This motivates the study of adversarial data purification strategies that deliber-
ately weaken auditing signals, providing insight into the boundary between detectable and

undetectable data use.

1.3 Dissertation Statement

In this dissertation, we argue that unauthorized data use—whether through credential-

database compromise in authentication systems or the incorporation of datasets into ML



model training without the data owners’ consent—can be reliably detected by data own-
ers. Detecting these unauthorized data uses can be achieved by proactively introducing
carefully designed randomness into data and combining anytime-valid statistical tests with
system-aware threat modeling, enabling tunable and provably bounded global false-detection
guarantees. We further show that these detection mechanisms can be mitigated somewhat
using additional data, either from other sites in the case of credential-database compromise

or from other data sources in the case of ML model training.

1.4 Contributions

To support this dissertation statement, the dissertation develops two anytime-valid de-
tection frameworks for identifying unauthorized data use in authentication and machine
learning systems, respectively. In addition, it provides the first systematic analysis of
honeyword-based detection methods under a realistic cross-site threat model and introduces
a data purification framework that mitigates data-use auditing in adversarial settings. To-
gether, these contributions establish a principled foundation for anytime-valid detection of
unauthorized data use and clarify the capabilities of statistical auditing in security-critical

systems.

Analyzing the impact of exposed passwords on honeyword efficacy: In Chapter 3, we conduct
the first critical analysis of honeyword methods in a threat model where the attacker knows
legitimate passwords at other sites for the users represented in a database it is targeting.
This threat model poses significant challenges to honeyword efficacy for user-chosen (versus
algorithmically generated) passwords. Through a systematic analysis of current honeyword-
generation algorithms, we quantify this tension and, by doing so, show that there appears to
be no known algorithm providing a good tradeoff between false positives and false negatives
for user-chosen passwords.

We then turn our attention to accounts with algorithmically generated passwords, as
might be generated by a password manager. The critical finding that we uncover in this case

is that honeyword-generation algorithms that do not take into account the method by which



the legitimate password was generated will yield high false-negative probability. We quantify
the ability of the adversary to distinguish user passwords from honeywords against existing
honeyword-generation algorithms, most of which do not guarantee honeywords of the same
pattern as the legitimate password. We then consider the possibility that the honeyword-
generation algorithm itself leverages a password manager to generate honeywords whenever
the user does. In this case, if the attacker knows potentially more passwords for the same
user’s accounts elsewhere, it can classify the user’s typical configuration better than the
defender can, which implies an increase in false negatives.

Taken together, our results provide a cautionary note for the state of honeyword research

and pose new challenges to the field.

LeakSentinel: a honeyword framework for anytime-valid credential-database breach detec-
tion: Base on the insights from our honeyword analysis that existing honeyword methods
are prone to false alarms, and achieving both good flatness and a small false-detection rate
is elusive, in Chapter 4, we propose LeakSentinel, a honeyword framework for anytime-
valid credential-database breach detection. LeakSentinel is anytime-valid in that it guaran-
tees a provably bounded global false-detection rate per site deployment, without requir-
ing assumptions about attack intensity—that is, assumptions about how aggressively a
false-alarm attacker issues login attempts over time and across accounts (e.g., the num-
ber of login attempts, the number of targeted accounts, and the frequency of such at-
tacks). It consists of a honeyword-generation algorithm and a breach-detection algorithm.
The honeyword-generation algorithm applies any password generative model within either
a weighted-sampling-without-replacement process or a Bernoulli-sampling process, thereby
subsuming most existing honeyword-generation methods. Our breach-detection algorithm
operates online and leverages a sequential hypothesis test to continuously analyze incorrect
login attempts without a predetermined termination time. Our breach-detection algorithm
permits the specification of a parameter & < 1 so that, in the absence of credential-database
breach, the probability that it ever raises an alarm over an infinite sequence of login attempts

is provably bounded by «. LeakSentinel enables effective detection of credential-database
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breaches when a sufficient number of accounts are exploited by a breach attacker, even if the

breach attacker leverages cross-site knowledge and applies adaptive adversarial strategies.

A general framework for data-use auditing of ML models: In Chapter 5, we turn to the
problem of detecting unauthorized data use in training ML models. We propose a general,
proactive method that supports both dataset-level and instance-level data-use auditing of
ML models. Our approach consists of two key components: a data-marking algorithm and
a data-use detection algorithm. The data marking algorithm, which the data owner applies
prior to data publication, generates n (n can be any integer larger than one) distinct marked
versions of a data instance by adding n unique marks (e.g., pixel alterations for images).
Each marked version is carefully designed to preserve the utility of the original data instance
while ensuring that the marked versions are maximally distinct. For the example of images,
we could measure distinction by the distances between their high-level features prepared by
a pretrained feature extractor. This marking process is agnostic to the ML task in which the
marked data might be used (including, e.g., labels). After generating the n marked data,
the data owner publishes only one version, selected uniformly at random, while keeping the
remaining versions secret.

Once an ML model is accessible—even in only a black-box way—any “useful” membership
inference method can be applied to measure the “memorization” score of each marked version,
including the published one and those kept secret. If an ML model has not used the published
marked data instance in training, then the rank of its “memorization” score relative to the
unpublished versions should follow a uniform distribution over {1,2,...,n} since we select
it uniformly at random in the data-marking step. If, instead, the ML model has used the
published marked data item in training, then its rank (based on its score) is more likely to
be high, as the ML model tends to memorize its training data [134]. We develop a novel
sequential method to estimate the summed ranks of the published data. This approach is
anytime-valid, allowing the data owner to adaptively stop querying the audited ML model

at any time while maintaining a controlled false-detection rate.
AcidWash: a framework to purify auditable training data: In Chapter 6, we study adversarial
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data purification strategies that mitigate data-use auditing. We propose AcidWash, a novel
and general framework to purify marked training data. Given a marked training dataset, a
subset of which is detected as a reference dataset by an existing detector, AcidWash adds
carefully crafted perturbations to the inputs in the remaining, untrusted dataset. In doing
so, AcidWash aims to achieve three goals: 1) evasion, which is that AcidWash mitigates
data-use auditing of a model trained on the purified training data; 2) utility, which is that
a model learned on the purified training data is accurate; and 3) generality, which is that
AcidWash is applicable to a wide range of data-use auditing algorithms.

To achieve the evasion goal, our key observation is that a model trained on the ref-
erence dataset is unlikely to have the auditable property since an overwhelming majority
of the reference data are clean (assuming the detector is reasonably accurate). Therefore,
AcidWash perturbs data in the untrusted dataset so that they follow a similar distribution
to the reference dataset. We quantify the distribution similarity between the two datasets
using the well-known Wasserstein distance [50, 149], due to its intuitive interpretation (the
minimum cost of moving a pile of earth in the shape of one distribution to achieve the shape
of the other). To achieve the utility goal, AcidWash aims to bound the perturbations added
to the untrusted inputs. Formally, we formulate finding the perturbations as a minimiza-
tion optimization problem, where the objective function minimizes the Wasserstein distance
between the two dataset distributions (quantifying the evasion goal) under the constraint
that the perturbation magnitudes are bounded (quantifying the utility goal). AcidWash
achieves the generality goal by not depending on any specific data-use auditing algorithm,

when formulating and solving the optimization problem.
1.5 Organization of the Dissertation

The rest of this dissertation is organized as follows. Chapter 2 describes the related
work. Chapter 3 and Chapter 4 focus detecting credential-database breaches using honey-
words. Chapter 3 introduces our honeyword analysis under realistic threat models where

the breach attackers leverage cross-site knowledge and the false-alarm attackers attempt
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to trigger false breach alarms without breaching the credential database. Chapter 4 intro-
duces our honeyword framework, LeakSentinel, for anytime-valid credential-database breach
detection. Chapter 5 and Chapter 6 address detecting unauthorize data use in ML model
training. Chapter 5 introduces our general framework for data-use auditing of ML models.
Chapter 6 proposes our data purification framework, AcidWash, for mitigating data-use au-
diting. Chapter 7 concludes the dissertation, summarizing the contributions, and identifying

open research questions and opportunities for future work.
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2. Related Work

Detecting unauthorized data use in authentication systems and ML systems has attracted
significant attention in both security and machine learning research. In particular, prior work
has studied mechanisms for detecting credential-database breaches in authentication systems
and techniques for auditing whether datasets have been used in training ML models.

In this chapter, we review the literature most relevant to this dissertation. We first
discuss prior work on detecting credential-database breaches using honeywords and their
security analysis. We then review existing methods on auditing data use in ML models and
potential attacks to them. This discussion provides the background necessary to understand
the limitations of existing methods and motivates the works developed in the subsequent

chapters.
2.1 Detecting Credential-Database Breaches

In this section, we review prior work on detecting credential-database breaches using
honeywords. We organize the discussion into four categories: honeyword system architec-
tures, honeyword-generation methods, breach-detection mechanisms, and existing analyses

of honeyword-based detection.

2.1.1 Honeyword System

Existing honeyword-based authentication systems include the honeychecker-based sys-
tem [69], ErsatzPasswords [5], Lethe [37], and Amnesia [162]. The honeychecker-based sys-
tem proposed by Juels and Rivest [69] can distinguish the user password from honeywords
at login time, by storing the index of the user password in an unbreachable component,
known as the honeychecker. ErsatzPasswords [5] is another system design capable of dis-
tinguishing the user password from honeywords at login time. It uses an unbreachable
machine-dependent function to detect the use of honeywords. Lethe [37] uses unbreachable
synchronized random number generators to replay all login events in order to detect the
submission of a honeyword. Amnesia [162] does not rely on any secret datum for honey-

word detection. Instead, it maintains a binary marker for each sweetword, all of which are
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assumed to be exposed to a breach attacker, and detects honeyword use based on marker
values of the submitted sweetwords. Here a sweetword is either the user’s true password or
one of its honeywords. However, Lethe [37] and Amnesia [162| cannot distinguish user pass-
words from honeywords at login time. Consequently, these two systems allow the possibility
that a breach attacker compromise an account using a honeyword instead of the actual user
password.

Our honeyword framework introduced in Chapter 4, LeakSentinel, can be integrated into
any honeyword system design in which the user password can be distinguished from other
passwords, including honeywords, at login time. We adopt the classic honeychecker-based
architecture as our default. We discuss how LeakSentinel can be integrated to ErsatzPass-

words [5], and explain why it cannot be extended to Lethe [37] and Amnesia [162].
2.1.2 Honeyword Generation

Prior work on honeywords has primarily focused on the design of honeyword-generation
techniques [4, 38, 44, 52, 157, 175]. Most of them leverage a password generative model [108,
170], either learned from a password dataset or heuristically constructed, to generate hon-
eywords. For example, in the first honeyword proposal by Juels and Rivest [69], they intro-
duced a chaffing-by-tweaking method that randomly replaces characters in the user password
to generate honeywords. The corresponding password generative model is therefore an input-
dependent, heuristically constructed distribution that assigns equal probability to a set of
passwords obtained by tweaking the input password. Erguler [44] and Guo et al. [52] instead
reused the existing user passwords in the system as honeywords, yielding a generative model
that is simply the empirical distribution over stored passwords. Wang et al. [157| proposed
to leverage a range of password generative models including list models [156], Markov mod-
els [90], and PCFG models [167] with auxiliary information incorporated (e.g., personally
identifiable information (PII)). Bernoulli Honeywords [160] independently selects each pass-
word as honeyword with a constant probability and thus their password generative model

is a random generator that assigns equal probability to all the passwords. More recently,
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several works [175] have explored the use of large language models (LLMs) as password
generative models in honeyword generation.

Our honeyword framework LeakSentinel, introduced in Chapter 4, consists of a honeyword-
generation algorithm that is compatible with any password generative model (e.g., chaffing-
by-tweaking model, Markov model, PCFG, or recurrent neural network (RNN)). Therefore,
it subsumes most existing honeyword-generation techniques. We instantiate representative

models in the implementation of our honeyword-generation algorithm.

2.1.3 Breach Detection

Existing works [44, 61, 69, 156, 157, 160| largely rely on a simple breach-detection
mechanism that trigger an alarm when a honeyword or a sufficient number of honeywords
is submitted in login time. This design choice is reflected in their evaluation metrics, e.g.,
flatness [61, 69, 160] and success-number graph [156, 157]. However, such mechanisms
incur a false-detection rate that grows with the number of login attempts from false-alarm
attackers. As such login attempts accumulate, this leads to a high and unbounded false-
detection rate. In practice, this often causes operators to disregard or disable the detection
mechanism altogether. Although some studies have discussed alarm policies to mitigate the
cost of false alarms [4, 61, 69], it is critical to design a breach-detection algorithm that can
provide a negligible, provably bounded false-detection rate and this problem remains open.

We address this gap with LeakSentinel (that introduced in Chapter 4), which incorpo-
rates a novel breach-detection algorithm based on a anytime-valid statistical test over in-
correct login attempts. Combined with our honeyword-generation algorithm, LeakSentinel
enables effective detection of credential-database breaches while guaranteeing a negligible,

provably bounded global false-detection rate.

2.1.4 Honeyword Analysis

Recent work has investigated the security of honeywords under breach attack scenarios
where the attacker possesses auxiliary information about the users or the password distri-

bution at the targeted site. Such information can be leveraged to distinguish the legitimate
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password from honeywords. Wang et al. [156] performed the first security analysis on hon-
eywords under such attacks, but they focused only on the legacy-UI methods proposed by
Juels and Rivest, empirically showing that these methods fail to achieve low false-negative
rates. More recently, Wang et al. [157] additionally considered registration order (the time
when the user accounts were created) as the auxiliary information available to the breach
attacker for distinction. They proposed leveraging the auxiliary information (e.g., PII or
registration order) in a password model like the list model, probabilistic context-free gram-
mars (PCFG) [167], a Markov model [90], or a combination thereof, to generate honeywords.
Their proposed methods achieved low false-negative rates under the threat model considered
in their work [157].

However, none of the existing studies consider the scenario in which attackers possess
cross-site knowledge, such as passwords leaked from other services used by the same user.
This setting introduces fundamental challenges for honeyword security. In Chapter 3, we
conduct the first systematic analysis of honeyword-based detection under such a cross-site
threat model. Our empirical results show that existing honeyword-generation techniques,
including those proposed by Wang et al., exhibit high false-negative probabilities in this
setting. We are the first to systematically analyze this trade-off, demonstrating that existing
honeyword-generation methods cannot achieve both low false-positive and low false-negative

rates when attackers possess cross-site password knowledge.
2.2 Auditing Data Use of ML Models

In this section, we review prior work on auditing data use in ML model training. We
organize the discussion into four categories: proactive data-use auditing methods, passive
data-use auditing methods (i.e., membership inference), data watermarking techniques, and

existing countermeasures to data-use auditing.

2.2.1 Proactive Data-Use Auditing in ML

Proactive data-use auditing involves modifying the to-be-audited data before they are

published [40, 51, 80, 81, 118, 142, 163, 166, 168, 176, 187| and typically consists of a data-
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marking algorithm and a data-use detection algorithm. When its data-marking algorithm
leverages randomness to modify data to establish a distribution for a test statistic under
the null hypothesis that the data has not been used, its data-use detection algorithm can
provide a statistical guarantee on the false-detection rate [118]. Existing methods address
only dataset-level data-use auditing. The dataset-level proactive data-use auditing meth-
ods are applicable only in scenarios where a data owner has a substantial dataset with a
large number of data instances. They produce auditing results by aggregating information
across individual instances [25] or detecting prominent signals in an ML model that requires
learning from multiple data samples [80, 118|.

For example, a line of works on dataset-level proactive data-use auditing of image clas-
sifiers [80, 81, 142] is based on backdoor attacks [49, 120], to enable a data owner to modify
a substantial portion of her dataset and then detect its use by eliciting predictable classi-
fication results from the model. But these methods do not provide any guarantee on the
false-detection rate. Radioactive data [118] audits the use of a dataset in image classifiers
with a statistical guarantee on false-detection rate. It works by embedding class-specific
marks into a subset of the dataset and analyzing correlations between parameters of the
final layer of the audited image classifier and the embedded marks. More recently, Chen
and Pattabiraman [25] proposed a method that can be applied to audit the use of a small
number of data samples in training image classifiers, but their method does not bound the
false-detection rate.

In addition, the existing methods are domain-specific. They are tailored to particular
ML tasks, e.g., image classifiers |25, 80, 118], language models [16, 166|, or text-to-image
generative models [78, 163|. Consequently, their data-marking algorithms require prior
knowledge of the ML task for which the data might be used. In Chapter 5, we address this
gap by proposing a general method that supports both dataset-level and instance-level data-
use auditing across various domains. The data-marking algorithm of our approach does not
require prior knowledge of the ML task for which the data might be used and our method

provides a tunable, provably bounded false-detection rate.
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2.2.2 Membership Inference in ML

Membership inference (MI) is a type of confidentiality attack in machine learning, which
aims to infer if a particular data sample |15, 27, 59, 128, 171] or any data associated with a
specific user [22, 97, 135] has been used to train a target ML model. The existing MI methods
can be classified into shadow model-based attacks [85, 128] and metric-based attacks [119,
121, 137, 172|. Shadow model-based attacks leverage shadow models (i.e., models trained
on datasets that are similar to the training dataset of the target model) to imitate the
target model and so incur high costs to train them. In contrast, metric-based attacks
leverage metrics that are simple to compute (e.g., entropy of the confidence vector output
by the target classifier [121, 137]) while achieving comparable inference performance [119,
121, 172]. MI has been explored for various model types, e.g., image classifiers [119, 121,
137, 172], visual encoders trained by self-supervised learning [83|, language models [107],
reinforcement learning [39], and facial recognition models [22].

MI can be used as a passive instance-level data-use auditing method that a data owner
can use to infer if her data is used in an ML model. However, such a passive method does
not provide any quantitative guarantee for its inference results. Our framework introduced
in Chapter 5 uses metric-based MI to measure “memorization” scores of marked data in the

detection algorithm that provides a quantifiable, tunable guarantee on false detection.

2.2.3 Data Watermarking

Data watermarking is a technique used to track digital data by embedding a watermark
that contains identifying information of the data owner. A classical example of image water-
marking is zero-bit watermarking [19] that embeds information into the Fourier transform
of the image. However, this type of traditional watermarking is not robust to data transfor-
mation. Recently, there have been research efforts on training deep neural networks (DNNs)
to embed and recover watermarks that are robust to data transformation [8, 89, 141, 185].
DNN-based data watermarking is widely applied to attribute Al-generated content [45, 176].

Data watermarking can be used to audit data use to train a generative model [176], since
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the watermark embedded in the training images could be transferred to the images generated
from the model. However, this technique cannot be directly applied to other types of ML
models, e.g., an image classifier. In contrast, instead of recovering the embedded marks from
the ML model, our proposed auditing method in Chapter 5 detects the use of published data

by analyzing the outputs of the ML model on the published data and the unpublished data.

2.2.4 Countermeasures to Data-Use Auditing

While recent research has focused on designing new data-use auditing algorithms, an
open question is their robustness in adversarial settings, where countermeasures may be
applied to evade the detection by a data-use auditing method. In this section, we review
existing methods that have been considered by previous works as countermeasures to data-
use auditing, as well as those that could potentially be adapted for this purpose. These

methods can be broadly categorized into robust learning, detection, and purification.

Robust learning: This type of countermeasure to data-use auditing aims to redesign the
ML training algorithm so that the learned model is guaranteed to be free of the hidden,
auditable properties even if some training examples are marked. Examples of robust learning
methods include randomized smoothing [76, 117, 183] and differential privacy [42, 58, 91].
Randomized smoothing adds random noise to the training inputs when learning a model,
while differential privacy adds random noise to the gradients used to update the model
during training. However, these robust learning methods require modifying the ML training

algorithm and often sacrifice model accuracy [62].

Detection: A detection mechanism [111, 180] aims to detect the clean/unmarked training
data in the marked dataset and only use those data for model training. While the existing
detection methods were proposed as defenses against data poisoning attacks [48, 124], we
adapt them to evade data-use auditing. For instance, Peri et al. [111] proposed a k-nearest-
neighbors (k-NN) based method, which detects a training example as clean if its label is
the same as the majority of its k nearest neighbors. Zeng et al. [180] proposed Meta-Sift,

which formulates and solves a bilevel optimization problem to split the training dataset into

18



a clean set and a contaminated set such that a model trained on the clean set has the highest
prediction loss when tested on the contaminated set.

In Chapter 6, we introduce a purification method, AcidWash, that complements existing
detection methods. Rather than discarding the remaining training data that are not identi-
fied as clean by a detection method, our approach purifies them such that an ML model can
be trained jointly on the detected data and the purified data. In Chapter 6.3, we leverage
the k-NN detector to identify clean data that serves as the reference data in our purification
method. This setup empirically demonstrates the effectiveness of our approach in real-world

settings.

Purification: Purification aims to purify the training data detected as marked, so the train-
ing data detected as clean by a detector and the purified version of those detected as marked
can be used together for model training. Unfortunately, purifying training data is largely
unexplored. To the best of our knowledge, Friendly Noise [84] is the only training-data pu-
rification method, originally designed to defend against data poisoning attacks [48|. Specif-
ically, Friendly Noise aims to add as large perturbations to the training inputs as possible
without changing their predictions made by a model pre-trained on the original marked
training data. However, the model learned on the original marked training data is different
from the one learned on the purified training data. As a result, Friendly Noise achieves a
suboptimal trade-off between model accuracy and effectiveness at eliminating the hidden
properties from the learned model, as shown in our experimental results in Chapter 6.
Some methods [103, 173| purify testing inputs, e.g., adversarial examples. These methods
require a large amount of clean training data to learn generative models (e.g., diffusion
models [132]), which are subsequently used to purify testing inputs. They are not applicable

in the problem of mitigating data-use auditing where the training data are marked.
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3. The Impact of Exposed Passwords on Honeyword
Efficacy

In this chapter, we conduct the first critical analysis of honeyword-generation algorithms
in the setting where the breach attacker knows legitimate passwords at other sites for the
users represented in a database he is targeting. There is reason to suspect that this threat
model would pose significant challenges to honeyword efficacy for user-chosen (versus algo-
rithmically generated) passwords. On the one hand, if the honeyword-generation algorithm
used to populate the targeted database generates honeywords that are all dissimilar from
the user-chosen password, then the known password(s) for the same user might enable the
attacker to distinguish the user-chosen password from its honeywords with high probability.
If so, the false-negative probability (the probability that the site fails to detect the breach)
would be high. On the other hand, if the honeyword-generation algorithm generates some
honeywords that are similar to the user-chosen password, then this might make it easier
for an attacker who has not breached the database to guess and enter honeywords in login
attempts, thereby inducing a false breach alarm (false positive).

Through a systematic analysis of current honeyword-generation algorithms, we quantify
this tension and, by doing so, show that there appears to be no known algorithm providing
a good tradeoff for accounts with user-chosen passwords. We additionally applied two pass-
word tweaking techniques from password guessing to improve honeyword generation. While
these two algorithms relieve this tension by providing slightly lower false-negative probabil-
ity, they still induce a high false-positive probability. Therefore, it remains far from clear
that there is any honeyword-generation algorithm that ensures low false-negative probabil-
ity and provides adequate resistance to false breach alarms (i.e., a false-positive rate near
0).

We then turn our attention to accounts with algorithmically generated passwords, as
might be generated by a password manager. The critical finding that we uncover in this
case is that honeyword-generation algorithms that do not take into account the method

by which the legitimate password was generated will yield high false-negative probability.
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For example, if the user employs a password manager that generates passwords to fit a
user-configured specification, and if the passwords exposed for that user permit the attacker
to infer this specification, then the attacker can discard any honeywords not fitting that
pattern. We will quantify the ability of the adversary to do so against existing honeyword-
generation algorithms, most of which do not guarantee honeywords of the same pattern as
the legitimate password. We then consider the possibility that the honeyword-generation
algorithm itself leverages a password manager to generate honeywords whenever the user
does. However, due to the numerous generator configurations that users might adopt, doing
so is not foolproof. In particular, if the attacker knows potentially more passwords for the
same user’s accounts elsewhere, it can classify the user’s typical configuration better than
the defender can. This advantage thus implies an increase in false negatives, which we will
demonstrate in certain cases.

To summarize, our contributions in this chapter are as follows:

e We formalize the false-positive and false-negative rates of honeywords in a model in
which the attacker possesses passwords for the same user at other sites (obtained by,
e.g., breaching those sites or phishing the user).

e Using these definitions and empirical datasets of compromised passwords, we show that
existing honeyword-generation algorithms (and two honeyword-generation methods
adapted from password-guessing attacks) exhibit poor tradeoffs between false negatives
and false positives in this threat model. All the analyzed methods have a false-negative
rate much higher than random guessing (i.e., it is often easy for false-negative attackers
to distinguish the account password from honeywords) or a false-positive rate much
higher than zero (i.e., it is often easy for false-positive attackers to induce false breach
alarms).

e We conduct the first study of using honeywords to protect algorithmically generated
passwords. Though relevant only for sites that reversibly encrypt their password
databases (since password hashing, which is best practice, should render algorith-

mically generated passwords irrecoverable to an attacker who breaches the database),
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our study provides interesting findings in this setting. Using passwords gathered from
popular password managers, we show that introducing honeywords without attention
to the account’s password being algorithmically generated offers little protection for
existing honeyword-generation algorithms. We further explore the use of automatic
password generators to generate honeywords when the account password is identified
as being algorithmically generated itself, but find that the myriad configurations of
these generators can be a pitfall for honeyword generation.

This chapter has been published on the 2024 USENIX Security Symposium [61].

3.1 Background
3.1.1 Definitions

Honeywords are decoy passwords added to each account entry in a credential database.
The principle behind honeywords is that since the legitimate user does not know the hon-
eywords generated for her account, the only party who is able to enter those honeywords
is an attacker who discovered them by breaching the credential database. As such, login
attempts using honeywords should be taken as compelling evidence of a database breach.

To make this principle precise, we define the false-positive and false-negative probabilities
of a honeyword scheme in a way that abstracts away the details of the system leveraging
them. We do so using the experiments shown in Fig. 3.1 and described in text below. In
these experiments, a random user is modeled by a randomized algorithm gen, by which the
user selects her password x € X for a site. The invocation gen() outputs not only the
password x, but also auxiliary information U C X that is correlated with x and that the
attacker might learn. In this work, U will be passwords set by the same user at other sites,
though other works have considered other types of auxiliary information (e.g., [156]). Given
X, the site selects honeywords for this account using the randomized algorithm 7}, which
outputs a set H where |H| =k and x ¢ H.

A false-positive attacker F attempts to trigger a breach alarm at this site even though it

has not breached the site, by leveraging its knowledge of x and Hj; to guess honeywords in
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Experiment Exptggﬁﬂ_[ oo (F) Experiment Exptgﬁﬁ’,yk,f(l? )
(x,U) < gen() (x,U) < gen()
H « Hy(x) H < Hy(x)
F + F(x) B+ B(HU{x},U)
if |[F| <7« if BNH|<T
AN|FNH|>T ANx€B

then return 1
else return 0

then return 1
else return 0

def def
FPPgen 4, v (F) = FNPgen 2, «(B)=
P (Exptigh sy, 0 (F) = 1) P(Exptial s, (B) = 1)
def def
FPPgen/Hk/Tr’y - FNPgen,’Hk,T :e
max FPPgen 7,7, (F) max FNPgen 34,7 (B)

(a) False-positive probability

(b) False-negative probability

FIGURE 3.1: Measures for breach detection by honeywords. A false-positive attacker F
tries to trick an unbreached site into detecting that it has been breached (Fig. 3.1a). A false-
negative attacker B attempts to access an account after breaching the site, without alerting
the site to its breach (Fig. 3.1b).

H. In this work, we consider the worst case where F is permitted to know x since F might
represent a legitimate user of this site or because it might represent an outsider who, say,
phished x. F might know U but U does not help in guessing H if x is already known. F
is provided knowledge of the honeyword-generation algorithm Hj to provide a conservative
analysis.! F’s probability of triggering an alarm is defined in Fig. 3.1a, where T > 1 is the
number of honeywords whose entry will trigger a breach alarm and where v > 1 denotes
the number of login attempts F is permitted to attempt for this account. In words, given x
(along with gen, Hy, 7, and -y, which are public parameters of the experiment), F wins by
outputting a set F that it can enter in its budget of login attempts (|F| < v) and that will

trigger an alarm (|[F N H| > 7). Traditionally the threshold for raising a breach alarm has

1 Allowing F knowledge of H conforms with general security design principles; e.g., “Do not rely on secret
designs, attacker ignorance, or security by obscurity.” [148, p. 21]. In our context specifically, if the attacker
knows only that Hj is one of several alternatives, it can try each alternative via a different account. In this
sense, our measure is analogous to the min auto approach to measuring password strength [101, 147], in which
the strength of a password is measured by the number of tries to guess it, under the guessing strategy (from
among several) that minimizes that number.

23



typically been set to T = 1, though this definition permits other values; A larger T implies a
more stringent condition for raising an alarm. F’s false-positive probability FPPgen 1, 7 (F)
is the probability that F wins, and the overall false-positive probability FPPgen 1, 7 is
FPPgen 2,7,y (F) for the attacker algorithm F that maximizes that probability. When the
parameters gen, Hy, T, and 7y are clear from context, we will abbreviate FPPgen 74, 7,1 (F )
and FPPgen 74, 7., as FPP(F) and FPP, respectively, to simplify notation.

In contrast, a false-negative attacker B is an attacker who attempts to access this user’s
account after breaching the site but without alerting the site that it has been breached.
This adversary’s advantage in doing so is defined in Fig. 3.1b. In words, B obtains the set
H U {x}, sometimes called the sweetwords for this account, as well as auxiliary information
U. The set HU {x} is sweetwords are recovered by the attacker from the salted hash file. B
then wins if it outputs a set B that will not trigger an alarm (|BN H| < 7) and that permits
it to access the account (x € B). Here we presume that B C H U {x}, since passwords other
than the sweetwords outside H U {x} offer no help for B to achieve his goals. Consequently,
we drop 7 as a parameter of the experiment; since v > T > |B|, it does not constrain
B’s choice of B. Again, traditionally the threshold for raising a breach alarm has been
set to T = 1, in which case the probability with which B guesses x from the sweetwords
H U {x} on the first try (i.e., |B] = 1) is called the flatness of the honeyword scheme. B’s
false-negative probability FNPgen 71, - (B) is the probability that B wins, and the overall false-
negative probability FNPgen 2/, r is FNPgen 7, «(B) for the attacker B that maximizes that
probability. When the parameters gen, Hy, and T are clear from context, we will abbreviate
FNPgen 2, r(B) and FNPge, 7/, - as FNP(B) and FNP, respectively, to simplify notation.

A honeyword-generation algorithm 7 can at best achieve FPP ~ 0 and FNP = k+L1 Our
research evaluates the extent to which known honeyword-generation algorithms, described in
Sec. 3.1.2, approach this ideal. When considering false-negative attackers, we will evaluate
an attacker who prioritizes accounts by its perceived likelihood of success in guessing the
account password x, by refining gen to represent “easy” users for whom (HU {x})NU # @,

likely due to exact password reuse across accounts; “medium” users who are not “easy” but
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for whom there are elements of HU {x} and U that are close to one another (in a sense
we will define later), likely because the user set passwords at her other accounts that are

similar to x (partial password reuse); or “hard” users for whom neither condition holds.
3.1.2 Honeyword-Generation Algorithms

In this section, we introduce honeyword-generation algorithms, some of which have been
introduced in previous works [38, 69, 157]. These honeyword-generation algorithms use a
generative password model to generate honeywords [38, 157| by sampling candidates from
the generative model as honeywords. A generative password model is a probabilistic model
that assigns a probability to each password candidate from a password space X that in-
cludes all the possible passwords allowed by a site, e.g., passwords of length between 4
and 30. Such a probability distribution could be learned from a password dataset |90, 157,
167, 169| or heuristically constructed [69]. The distribution may be either independent of
input or conditioned on information (e.g., user password or PII). Accordingly, honeyword-
generation algorithms can be classified into two groups: input-independent algorithms and

input-dependent algorithms.

3.1.2.1 Input-independent Honeyword Generation

Input-independent honeyword-generation algorithms generate honeywords independently
of the user passwords. In other words, their used password generative models are indepen-
dent of the user passwords. We consider four widely used password generative models: list
model [156], probabilistic context-free grammar model (PCFG) [167], Markov model [90],
and recurrent neural network (RNN) [96], and their combination [157]. We denote these
generation methods as list, pcfg, mkv, rnn, and cbm, respectively.

List model (list): The list model estimates the probability of password x’ by Py (x') =

num(x’)
num(X*)

, where num(x’) denotes the occurrences of x’ in the training set and num(X*) denotes
the total number of training samples.

Probabilistic context-free grammar model (pcfg): This generative model treats a password as

a sequence of segments, each a digit segment, letter segment, or symbol segment. Denoting
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the alphabet X = letters U digits U symbols where

letters = {a,...,z,A,...,Z} letters = X\ letters
digits = {0,...,9} digits = =\ digits
symbols = {!,@,#,...} symbols = X\ symbols

PCFG models the probability Py (“bike123”) of a password “bike123”, for example, as the
product P(L4D3)IP (bike | L4)IP(123 | D3) where

num(letters*digits®)

P(LsDs) = num (X*)
P (bik ’ Ly) num(bike U bikeletters¥* U X*lettersbikelettersX* U Y*lettersbike)
ike =
! num(letters* U letterslettersy* U Y *letterslettersilettersy.* U L*lettersletters?)
P(123 | D3) = num(123 U 123digitsZ* U X*digits123digits2* U X*digits123)

num(digits®> U digits’digits2* U T*digitsdigits’digitsL* U T*digitsdigits®)

The pcfg model is trained by assigning the conditional probability of each production rule

such that the likelihood of passwords in the training dataset is maximized.

Markov model (mkv): This model is a Markov chain of a high-order Markov process (we set
the order as 4) such that the prediction of character at the current position only depends on
the characters at the previous 4 positions. That is, for a password x = ¢7...c¢4, Pk (¥') =
| P(c: | szmin{zfl,él}...cz,]) where

nUm(Z*CZ_min{Z_lA} e Cz_lczz*)

P(c: | Cz-min{z—14} o Czm1) = num(Z*c, _min{z—14} - - - Cz—15%)

The mkv model is trained to maximize the likelihood of passwords in a training password

dataset.

Recurrent neural network (mn): An RNN is a type of deep neural network, where nodes
are connected to form cycles. This property enables a recurrent neural network to process
ordered information, which makes it one of commonly used deep neural networks used in
text generation [140|. Previous works (e.g., [96]) have demonstrated state-of-the-art per-

formance by RNNs on password cracking and password strength measurement, essentially
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by estimating the probability of a password much like a Markov model does, but without
the constraint of the Markov assumption. Specifically, the RNN rnn models such a pass-
word distribution: for a shifted password x’ = cocy ... ¢y with the start-of-sequence cg = sos
added at the start and the end-of-sequence c; = eos added at the end, the RNN defines the
probability of a password as:

d d
Pron (x') = [[Pran(cz | co--.czz1) =] ] [mn(co- ..cz,l)]cz

z=1 z=1

where [rnn(co .. .CZ_l)]CZ denotes the c,-th component of vector mn(cq...c;—1).

We referred to previous work [96] to design a RNN model, which consists of one embed-
ding layer, one Long Short-Term Memory (LSTM) network [57], and a fully-connected layer.
The embedding layer works like a lookup table converting each character in X U {sos, eos}
into a fixed length vector of 128 dimensions. The LSTM network is a stack of three LSTM
layers, each of which is a set of recurrently connected memory blocks used to process infor-
mation; it accepts 128 input features and has 128 hidden features. The fully connected layer
is a linear layer with 128-dimension inputs and 96-dimension outputs. The RNN model is
trained by minimizing the cross-entropy loss in the training dataset. In our experiments, we
trained the RNN model using the Adam algorithm [70] with a learning rate of 1073. We set

the batch size to be 8192 and the number of training epochs to be 30.

A combined model (cbm): This generative model is a combination of several password gen-
erative models, namely list, pcfg, and mkv. For a password x’, it estimate the probability
by $Pjist (x') + 3P peg (x') + 2Py ().

3.1.2.2 Input-dependent Honeyword Generation

Input-dependent algorithms generate honeywords that are dependent on the user pass-
words, i.e., they leverage a input-dependent password-generative model. Some input-dependent
algorithms generate honeywords whose strength is equal or similar to the input password
x. These methods still leverage password generative models such as list, pcfg, mkv, rnn, or

their combination but select a sampled candidate as a honeyword if and only if its strength
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is equal to that of the input password. However, if the input password is weak, it might
be difficult to generate k honeywords with equal password strength, under the hypothesis
that user-chosen passwords follow a Zipf distribution (e.g., [155]). So, in this work, we re-
lax this requirement so that a sampled candidate will be used as a honeyword if its length
equals the length of the input password. We denote this algorithm for generating hon-

* and

eywords from list, pcfg, mkv, rnn, or a combined method by list*, pcfg*, mkv*, rnn
cbm®. Other input-dependent methods generate honeywords by using an input-dependent
generative model to tweak the input password. Here we consider four types of generative

models: random-replacement model, targeted password model, credential-tweaking model,

and Large Language Model (LLM).

Random-replacement model: These techniques generate honeywords by randomly chang-
ing some characters of the input password or similar passwords. We consider chaffing-
by-tweaking or cbt-v [69], which generates honeywords by randomly replacing the last v
characters of the input password with characters of the same type; cbt™ [38], which gener-
ates honeywords by similarly replacing all the characters; and chaffing-by-a-hybrid-model
(chm [38]).

cbt-v tweaks the input password by randomly changing the last v characters into other
characters of the same types (i.e., symbols, letters, or digits). For example, “bike123z” can
be tweaked by cbt-3 method into “bike164T”. cbt* is an improved method by Dionysiou et
al. [38], which randomly replaces all the symbols of the input password based on the following
strategy: lower-case each upper-case letter with probability 0.3, capitalize each lower-case
letter with probability 0.03, and change each digit to a different, uniformly chosen digit with
probability 0.05.

Chaffing-with-a-hybrid-model (chm) [38] leverages a FastText model [10] to search for
9 nearest neighbors of the input password. Then, for each output from FastText model
(including the input password), it applies cbt* to tweak the password to generate (k+1)/10
passwords. As such, totally k passwords are returned as honeywords. We followed the

implementations used in previous works (e.g., [38]) in the training of FastText. We used the

28



train_unsupervised function of the FastText library to perform unsupervised training of
the FastText “skipgram” model, with the minimal number of word occurrences set to be 1,

the minimal length of character-grams to be 2, and the number of epochs to be 500.2

Targeted password generative model: These password generative models learn a distribution
of password templates [157]. Here a password template is a pattern describing passwords
set by the same user at different sites, wherein common substrings are indicated in the tem-
plate using a special tag SpecialTag. For example, the template “SpecialTag z” might be
generated from “bikel23z” and “bikel23” if these passwords were set by the same user at
two different sites. Password generative models like PCFG are pretrained on a multiset of
password templates, as targeted password generative models. Then, honeywords are gen-
erated by sampling templates from the targeted password generative models and replacing
SpecialTag in the templates with the input password. We denote these generation methods
from list, pcfg, mkv, rnn, or a combined method by listTar, pcfgTar, mkvTar, rnnTar, and

cbmTar.

Credential-tweaking model: Credential-tweaking models leverage DNNs to learn a password
distribution conditioned on an input password. We consider a password-to-password model
(ptp) [106] and a password-to-editing-path model (ptep) [106], which are adapted from sim-
ilar constructions originally developed to crack passwords [106].

The password-to-password model (ptp) is a deep neural network that models a con-
ditional distribution. That is, given a password input x, for a shifted tweaked password
x' = cgcq ... ¢y with the start-of-sequence cg added at the beginning and the end-of-sequence

¢; added at the end, the deep neural network models:

d d
P(x" | x) =][P(c: | co...c21,%) = [ptp(co...cz_l,x)]cz,
z=1 z=1
where [ptp(co ... cz,l,x)]cz denotes the c,-th component of vector ptp(cy...c,—1,x).

The password-to-editing-path model (ptep) is a DNN that models the probability of an

edit path trans,_,,» C transforms® conditioned on an input password. Here the edit path

2 https:/ /fasttext.cc/docs /en/ python-module.html
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trans,_,, is a sequence of transformations from the password x to x’. Here transforms is a
global set of transformation units, each of which takes the form of w = (op, char,z). op is an
edit operation selected among insertion ins, substitute sub, and deletion del. char € XU {1}
is a character from 2 to insert or to substitute, or a empty symbol L used in deletion. z is
the position index of the input password to be edited. For example, (sub, “a”, 1) denotes the
transformation that substitutes the first character c; of the password with “a”. Specifically,
given a password input x, for a shifted edit path trans,_, = wowq ...wy with the start-
of-sequence wy = sos added at the beginning, the ptep models the conditional distribution

as:
d/
wo...wr_1,x) = || [ptep(wo ... wz_1,x)] ,

z/=1 7

IP(transy_,

d/
¥) =[] P(w.
z'=1

where [ptep(wo e Wy, x)] w, denotes the w,-th component of vector ptep(wy ... w,_1,x).

After training, the ptep method generates honeywords as follows: at the z’-th step, given
a password input x, the start-of-sequence wy, and a sequence of previously generated trans-
formation units wq ...wy_1, ptep generates the next transformation unit w, by randomly
sampling a candidate from transforms U {eos} based on the conditional distribution defined
by ptep(wp ... w, _1,x). The edit path generation process stops when it completes d’ trans-
formation units or it samples the end-of-sequence. Then the method produces a honeyword

by applying the generated edit path on the password x.

LLM: These techniques generate honeywords by querying a large language model like GPT-
3 [12] with prompts based on the input password. We consider a recently proposed method,
chunk-level GPT-3 (cgpt) [175]. This technique includes two steps. First, taking the account
password as input, a password-specific segmentation technique called PwdSegment [169] is
used to return the chunks contained in the account password. For example, given an input
password “bike2000”, PwdSegment returns two chunks: “bike” and “2000”. Second, a prompt
containing information of the account password and its chunks is provided to the GPT-3

model [12], e.g.,
Derive k passwords that are similar to ‘‘bike2000’’ and contain ‘‘bike’’
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and ‘2000°’. The length of the passwords should be at most 8. Do not

add digits at the end of the passwords.

Then, the GPT-3 model returns a list of passwords, used as honeywords. The temperature
of GPT-3 is set to one in order to guarantee diversity of the honeywords generated, as
suggested by Yu and Martin [175]. However, the number of honeywords output by GPT-3
is usually unequal to k, especially when k is large (e.g., k = 99). If the number of returned
passwords is more than k, we use the top k as honeywords. If the number is less than k,
we use cbt® to tweak the returned passwords one-by-one until the number of honeywords

reaches k.

3.2 User-Chosen Passwords

The first case we consider is when gen is an algorithm implemented by an average human
user, and U is a multiset of passwords chosen by the same user at other sites. In this case,
we show that the field has yet to identify any honeyword-generation algorithm that achieves
small FNP and FPP simultaneously. Intuitively, this is true because when a user selects
passwords without automated help (i.e., gen is an average user), then an attacker who
guesses passwords F that are similar to passwords in U will be highly effective in either
inducing false detections (a high FPP(F)) or avoiding true detection (a high FNP(B)). On
the one hand, if Hy(x) outputs honeywords dissimilar to x, then since users often choose x
similar to elements of U, it will be relatively easy for an attacker B to select x from HU {x}
as the one most similar to passwords in U. So, for FNP(B) to be small, H;(x) must output
at least some honeywords that are similar to x. On the other hand, the more it does so, the
easier it is for an attacker F to induce false detections by guessing passwords F similar to

passwords in U.

3.2.1 Attack Strategies
In this section, we introduce the false-positive attacker F and the false-negative attacker
B that we use in the evaluation of FPP(F) and FNP(B), respectively.

False-positive attacker F: In the evaluation of FPP(F), recall that F is given access to x.
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The attacker F leverages the honeyword-generation algorithm # on input x to generate
a set of honeyword candidates. Then, if applicable, it sorts the candidates by the proba-
bilities assigned by the honeyword-generation algorithm and uses the top y candidates as
the guessed honeywords F; otherwise, it picks 7 candidates uniformly at random without

replacement as F.

False-negative attacker B: We evaluate FNP (B) for user-chosen passwords as follows. Given
passwords U, B leverages a metric function to measure the similarity between the elements
of U and the sweetwords H U {x}, and ranks each sweetword based on its similarity to the

most similar element of U. The top T ranked sweetwords are used to guess x.

3.2.2 Model to Measure Password Similarity

In the evaluation of FNP(B), we need to define a metric function that inputs a pair of
passwords and returns a score reflecting the similarity between the inputs. To formulate
such a metric function, we designed a similarity model embed(-) by a deep neural network,
which takes as input a password x and outputs its latent representation such that the cosine
similarity between any two latent representations embed(x) and embed(x’) grows with the
probability that gen() would have output both, i.e., with P(x" € U | (x,U) < gen()).

The similarity model is used to learn the embedding of passwords. Learning such an
embedding of passwords into a latent space is essentially a metric learning problem [136,
159]. Therefore, we applied contrastive learning, which is one of the most widely used
frameworks to train a model to perform this embedding so as to maximizing cosine simi-
larity between positive (similar) pairs while minimizing cosine similarity of negative (dis-
similar) pairs [23]. Training a contrastive model is performed in batches, each a multiset
batch C X x X. Each (x,x") € batch consists of similar passwords (intuitively, for which
IP(x" € U | (x,U) < gen()) is high), whereas for any (x”,x"’) € batch\ {(x,x)}, x and x”
are presumed to be dissimilar, as are x’ and x””’. Training for a contrastive learning model of

password similarity, therefore, updates embed to minimize a loss function, which typically
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would take the form

exp(sim(embed(x), embed(x’)))
exp(sim(embed(x),embed(x"))) +>
exp(sim(embed(x’), embed(x"")))

avg —log
(x,x")ebatch

(x”,x”’)ebatch:<
(" x") A (x,x")

where sim denotes cosine similarity (see Chen et al. [23]). Such updates with all the data

samples from the training dataset passed through the trained model constitute one epoch.

We designed the similarity model by a transformer. The transformer-based similarity
model embed consists of an embedding layer, a transformer encoder, and a fully connected
layer. The embedding layer works like a lookup table converting each character into a 64-
dimension vector. The transformer encoder network is a stack of three transformer encoder
layers, each of which is composed by a four-head self-attention mechanism calculating the
weighted average of 64-dimension representations and a fully-connected feed-forward net-
work outputting 256-dimension outputs. The fully connected layer is a linear layer with
1920-dimension inputs and 256-dimension outputs.

We trained the similarity model to minimize Eq. (3.1) using the Adam algorithm with
learning rate 1073. When training the model, each batch was created as a consecutive
window of samples from the training sets. We found that with a batch size of |batch| = 256,
the loss Eq. (3.1) converged and the performance of the model became stable after only a
few training epochs. Therefore, in all the results we report below, we trained the model for

only 10 epochs.

3.2.3 Evaluation

In this subsection, we detail our evaluation of the user-chosen password case, which
includes the used dataset, and the experimental results for FPP(F) and FNP(B).
3.2.3.1 The Dataset

The dataset we used in the case of user-chosen passwords is the 4i() dataset [18], con-

sisting of 1.4 billion (email, password) pairs, of which 1.1 billion emails and 463 million

passwords are unique. Others attribute the 4iQ) dataset to various leaks from LinkedIn,
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Myspace, Badoo, Yahoo, Twitter, Zoosk, and Neopet, and have used it to analyze users’

choices of passwords across sites [106]| (despite the possibility of some being automatically

generated). Our use of leaked passwords was approved by our IRB, which specified pro-

tections in our handling of this data (who could access the data, what results could be

reported, etc.). In order to use 4i(), we preprocessed the dataset by referring to previous

works (e.g., [106]).

1)

Cleaning: We removed any (email, password) pairs that satisfied any of the following
conditions: the password contained non-ASCII characters, the space character, or a
substring of 20 (or more) hex characters; the password had a length of less than 4 or
more than 30; or the email contained non-ASCII characters or the space character.

Joining by email and username: For each email address appearing in the dataset,
we collected the passwords appearing with that email address into a multiset. Then
we merged some password multisets as follows: two multisets were merged if they
contained at least one password in common and if the username parts of their email
addresses were the same. We then eliminated each multiset containing only one pass-
word or > 1,000 passwords. In the resulting dataset, around 48% of users reused
passwords, which is within the range between 43% and 51% estimated by previous
work (e.g. [32]). More statistics about the resulting dataset are shown in Table 3.1.

Splitting into training and testing sets: Of the 195,894,983 password multisets that
remained, 80% (156,722,455 multisets with 451,020,019 passwords) were set aside
as training sets used to train models. The other 20% (39,172,528 multisets with
112,723,111 passwords) of the password multisets were set aside as testing sets. When
evaluating FNP(B) and FPP(F), the algorithm gen was implemented by choosing x
and the members of U without replacement from a single multiset chosen uniformly at
random from the testing sets. Specifically, we randomly selected one password as the
user password x and treated the remaining passwords as U. |U| represents the amount
of attacker’s knowledge about this user’s passwords at other sites. Its distribution in

the test sets is shown in Fig. 3.2.
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Table 3.1: Statistics of the preprocessed password dataset

Statistic Value
Total number of users 195,894,983
Total number of passwords 563,743,130
Average passwords per user 2.877
Average distinct passwords per user 1.961
Percentage of users reusing passwords 48.507%

3.2.3.2 Experimental Results

We now report FPP(F) and FNP(B) for the attackers F and B described in Sec. 3.2.1.
To depict the tradeoffs between these measurements, we plot them against one another
as T is varied. When evaluating FNP(B), we isolate three subcases, to permit modeling
of an attacker who prioritizes accounts based on similarities between H U {x} and U per
account. We measured such similarity based on definitions like those for password reuse
introduced in previous work (e.g., [110]). Specifically, “easy” accounts are those for which
(HU{x})NU # ©@; “medium” accounts are those for which (HU {x}) N U = @ but there
is a sweetword in H U {x} that shares a substring of length at least four characters with

)

some password in U; and “hard” accounts are those that are neither “easy” nor “medium”.

The percentages of accounts of different hardness are shown in Table 3.2.
Fig. 3.3 shows the tradeoffs between FPP(F) and FNP(B) for k = 19 honeywords and

v = 1000, for the various honeyword-generation algorithms described in Sec. 3.1. rnn and
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FIGURE 3.3: FPP(F) vs. FNP(B) as 7 is varied, for the case of user-chosen passwords

(k =19, v = 1000). The best FNP (B) are 0.54 (ptep, Fig. 3.3r), 0.56 (ptp, Fig. 3.3q), 0.57 (chm,

Fig. 3.3p), and 0.58 (cgpt, Fig. 3.3m); all others have FNP(5) > 0.59. All suffer FPP(F) >

0.27 at T = 1. Those that reach FPP(F) ~ 0 do so with FNP(B) > 0.81.

its variants achieved similar performance to list, pcfg, mkv, cbm, and their variants, and
thus we only show the results from list, pcfg, mkv, cbm, and their variants in Fig. 3.3. In
each plot, there are four curves presenting the overall tradeoff (“all”) and those of three
subcases: “easy”, “medium”, and “hard”. In each curve, markers highlight the FPP(F) vs.
FNP(B) tradeoff at a specific values of T ranging from T = 1 to k. Intuitively, a smaller
T yields lower FNP(B) but higher FPP(F) and so a marker closer to the top left corner.
Increasing T to k yields a higher FNP () but lower FPP(F) and so a marker closer to the
bottom right corner. We stress that ¢ = 1000 yields an optimistic evaluation of FPP (F).

For example, Floréncio, et al. [46] recommend that an account should withstand targeted

online password-guessing attacks of 10° attempts in practice. As such, arguably 7 = 1000
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FIGURE 3.4: FPP(F) vs. FNP(B) as T is varied, for the case of user-chosen passwords
(k =99, v = 1000). The best FNP () are 0.47 (ptep, Fig. 3.4r), 0.49 (chm, Fig. 3.4p), and 0.50
(ptp, Fig. 3.4q); all others have FNP(B) > 0.50. All suffer FPP(F) > 0.34 at T = 1. Those
that reach FPP (F) = 0 do so with FNP(B) > 0.72.

is 1000 X too small.

An ideal honeyword-generation algorithm would achieve FPP(F) ~ 0 and FNP(B) =
k—+1 (which is 0.05 when k = 19) at T = 1. Unfortunately, no known honeyword algorithm
comes close. As seen in Fig. 3.3, the best FNP(B) that the honeyword-generation techniques
accomplish overall is 0.54 (ptep, Fig. 3.3r), 0.56 (ptp, Fig. 3.3q), 0.57 (chm, Fig. 3.3p), and
0.58 (cgpt, Fig. 3.3m); all others have FNP(B) > 0.59. When we consider the attacker
prioritizing “easy” accounts, FNP(B) of ptep, cgpt, and ptp are at least 0.93, 0.95, and 0.96,
respectively, while others have FNP(B) ~ 1. This indicates that the false-negative attacker
can break at least 43% accounts by targeting the “easy” ones, with only ptep, cgpt, and

ptp presenting any significant chance of catching the attacker. That said, when such an
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Table 3.2: Percentages of accounts of different hardness for a false-negative attacker B,
discussed in Sec. 3.2.3.2

k=19 k=99
Hiy easy med hard easy med hard
list 43.37 16.00 40.63 43.56 19.62 36.82

mkv 43.36 1596 40.68 4357 19.78 36.65
pcfg 4336 1559 41.05 4347 1840 38.13
rnn 43.36 16.01 40.63 4359 19.57 36.84
cbm 43.33 1598 40.69 4355 19.27 37.18
list* 43.37 16.07 4056 4341 19.39 37.20
mkv* 4333 16.05 40.62 4338 19.57 37.05
pcfg” 4335 15.66 4099 4338 18.68 37.94
rnn* 4334 1592 4074 4340 1946 37.14
cbm* 4337 1594 40.69 4338 19.70 36.92
listTar 4411 1925 36.64 4355 1580 40.65
mkvTar 44.00 1891 37.09 4347 1592 40.61
pcfgTar 43.47 1580 40.73 44.00 19.13 36.87
rnnTar 43.54 15.64 40.82 4398 19.11 3691
cbmTar 4349 1574 40.77 44.09 18.65 37.26
cgpt 4454 1416 4128 4498 1428 40.72
cbt-3 4335 14.87 41.78 4334 1528 41.38
cbt-4 4333 1497 4173 4333 1531 41.36
cbt* 4353 1492 4155 43.84 1556 40.60
chm 4346 1533 4121 4391 15.83 40.26
ptp 44.80 1422 4098 4589 14.67 39.44
ptep 46.06 1236 4159 4739 1218 4043

attacker wants to guess more account passwords, i.e., targeting the “medium” accounts after
the “easy” ones, the probability of inducing an alarm will increase with number of attacked
accounts since FNP(B) < 0.88 for the “medium” subcase when T = 1. The four most
successful algorithms (ptep, ptp, chm, and cgpt) are password-context-dependent techniques
that generate honeywords similar to the account password, and thus it is more challenging
for B to distinguish the account password from honeywords produced by these algorithms
than from those of the other methods. We conclude that honeywords more similar to the
account password yield a lower FNP (), though one that is still far from klﬁ due to password

reuse.
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However, ptep has FPP(F) &~ 0.89 at T = 1, where most others have lower FPP(F).
The only exception is chm, which includes a deterministic step that searches for nearest
neighbors of the account password and thus yields a high false-positive rate, FPP(F) ~ 1.
While ptep is the best technique for generating honeywords similar to the account password,
it is almost the easiest for the false-positive attacker to guess the generated honeywords with
x known. Still, no generation method achieves FPP(F) < 0.27 at T = 1. Growing T of
course reduces FPP (F) but increases FNP (B): all methods capable of reaching FPP (F) ~ 0
do so with FNP(B) > 0.81 overall, FNP(B) ~ 1 for the “easy” subcase, and FNP(5) > 0.91
for the “medium” subcase.

A natural method to decrease FNP (B) would be to increase the number k of honeywords,
but the more pronounced effect of doing so is increasing FPP (F), instead. Indeed, Fig. 3.4
shows the impact of increasing k to k = 99. As seen there, an order-of-magnitude increase in
k resulted in a slight improvement to FNP(B3) in each case, but a more substantial increase
to FPP(F).

To summarize, honeyword-generation techniques like cbmTar that have been demon-
strated to have good flatness in previous works (e.g., [157]) fail to achieve a low false-negative
rate in our threat model, particularly not at settings of T to ensure a small false-positive
rate. Among the honeyword-generation techniques we consider, ptep achieves the best FNP
but has a high FPP. Most other methods have lower FPP but a higher FNP. Regardless,
in the case of user-chosen passwords, no existing algorithm achieves low rates of both false
positives and false negatives. In addition, when the attacker targets the “easy” accounts
that are approximately 43% of users, all the honeyword-generation methods are ineffective

in detecting a breach at settings of T achieving FPP(F) = 0.
3.3 Algorithmically Generated Passwords

The second case we consider is when gen is implemented using a password-generating
algorithm. To our knowledge, this case has not been considered in prior honeyword research,

and with good reason: Under the best practice of storing only preimage-resistant hashes of
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passwords, it should be exceptionally difficult for an attacker who breaches a site’s database
to recover algorithmically generated passwords, due to their comparatively high strength.
For this reason, algorithmically generated passwords in a breached credential database are
primarily at risk if the hash function is less preimage-resistant than initially thought or when
the site’s database was reversibly encrypted—which, while not best practice, is necessary
in some use cases (e.g., [98])—and the false-negative attacker recovered the decryption key
along with the database.

We assume there is a large but limited number 71 of password generators denoted as
{gen;}l’?zl, each of which is defined by an algorithm and values of user-configurable pa-
rameters. We assume that each user determines gen by choosing a generator uniformly at
random from {gen;}?zl, and that each user stays with its choice. To justify this assumption,
in Sec. 3.4.4 we report a brief study we did using the password policies of 20 commonly
visited websites and Tranco Top 1M websites [113|, where we found that setting passwords
at these websites in a random order would permit the user to retain her chosen password-
generation configuration for > 6.3 sites in expectation, before encountering a site for which
the user’s configuration was inconsistent. This finding is consistent with Alroomi et al. [6],
who reported that only 15% sites have character constraints on password creation.

We assume the length of the generated passwords is one parameter that users can con-
figure. Some password managers permit user configuration of allowable symbols, as well.
Similarly, password managers that enable generation of easy-to-read passwords might avoid
use of certain characters that are ambiguous in some fonts (e.g., “1” vs. “1” in sans-serif
fonts). Password managers that generate easy-to-say passwords might restrict the symbols
used in different positions of a password. We will see examples below. The user’s choice
of these parameters will generally be unknown to the defender, except as revealed by the
account password x.

In this section, we analyze the contribution of honeywords for detecting credential
database breaches for accounts with algorithmically generated passwords. We first show

that honeyword-generation methods used in the user-chosen password case fail to achieve
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both low false-negative rate and low false-positive rate for algorithmically generated pass-
words. Although utilizing password-generation algorithms to generate honeywords can do
better, we show that the choice of selected generator is critical to achieving a low false-

negative rate.

3.3.1 Attack Strategies

In this section, we introduce the false-positive attacker F and the false-negative attacker
B used in the evaluation of FPP (F) and FNP(B), respectively, when account passwords are

generated algorithmically.

False-positive attacker F: JF uses the same strategy used in the case of user-chosen passwords
in Sec. 3.2.1. Specifically, the attacker F leverages the honeyword-generation algorithm H
to generate a set of candidates and sorts the candidates by their assigned probabilities, if

applicable. Finally, it picks the top 7 candidates as the guessed honeywords F.

False-negative attacker B: B was implemented as follows. Given U, B leverages a classifier
classify(+) that outputs a confidence score per possible class. B classifies each element of U
using classify, using the highest-scored generator for each x” € U as a “vote” for the password
generator that the user employs; the password generator obtaining the most such votes is
denoted gen; . Then B assigns scores to the sweetwords from H U {x} as follows: if the
length of the sweetword is the same as those in U, B utilizes the classifier classify(-) to
value the sweetword by the confidence score of being from class ig; otherwise, B will value
it by 0. The attacker ranks the sweetwords based on the assigned scores and uses the top T
sweetwords as B.

We design the classifier used by B to consist of one embedding layer, a LSTM network,
and two fully connected layers. The embedding layer converted each character into a vector
of 128 dimensions. The LSTM network was a stack of three LSTM layers, accepting 128
input features and 128 hidden features. The first fully connected layer was a linear layer
with 128-dimension inputs and 64-dimension outputs. The second had 64-dimension inputs

and 96-dimension outputs. We trained the model by minimizing the cross-entropy loss using
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the Adam algorithm [70] with a learning rate of 107%. We set the batch size to 1024 and the
training epochs to 300. To constitute each training batch, we select a consecutive window
of 1024 passwords from the algorithmically generated password training dataset (introduced
in Sec. 3.3.3.1). We used classification accuracy as the evaluation metric. After each epoch,
we evaluated the trained classifier on the algorithmically generated password evaluation
dataset (introduced in Sec. 3.3.3.1) and saved the model that had the best performance on
evaluation. The best model achieved evaluation accuracy of 90.91%. Increasing the amount

of training data did not materially improve the accuracy.

3.3.2 Generating Honeywords Using Algorithmic Password Generators

The honeyword-generation methods introduced in Sec. 3.1.2 do not fare well (in terms
of false-negative probability) when the account password is generated algorithmically. In-
tuitively, the input-independent honeyword generators fail to achieve a low FNP(B) since
the honeywords they generate are user-chosen passwords, which makes it easy for B to
distinguish the algorithmically generated account password from the honeywords. Many
input-dependent generators do little better, because even though the account password is
algorithmically generated, these models are trained on artifacts of human behavior, which
renders the honeywords recognizable to B. The primary exceptions are cbt-3 and cbt-4,
which are not trained at all. These can achieve a low FNP(B), though still with a too-high
FPP(F). We have empirically demonstrated these findings in Sec. 3.3.3.2.

Therefore, here we consider the use of algorithmic password generators to generate hon-
eywords for algorithmically generated passwords submitted by the user. Given an account
password x, the honeyword system selects a generator from {gen;}?zl and then leverages
the selected generator to generate k honeywords. We categorize the methods based on the
selection strategy, as follows:

* fxd: Given a fixed gen; € {gen;}lf‘:l, Hy samples k distinct honeywords using gen; to

build H.

* rgm: H; samples a gen: uniformly from {gen;}?: , and builds H by sampling k distinct
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honeywords using gen;.

e cls: Hj classifies the account password into one of 71 classes, indicating the genera-
tor gen; most likely to have generated it. Hj then builds H by sampling k distinct
honeywords using gen;.

3.3.3 Evaluation
3.3.3.1 Dataset

The datasets we used to evaluate honeyword-generation strategies in the case of al-
gorithmically generated passwords were synthetically produced by querying online pass-
word generators.? Specifically, after browser-integrated password managers (Google Pass-
word Manager and iCloud Keychain), LastPass and 1Password are two of the most widely
used password managers/generators [151]. LastPass permits the user to select one of three
password-generation algorithms, namely “Easy-to-say”, “Easy-to-read”, or “All-characters”.
For each type, users can further specify the generator by checking or unchecking “Upper-
case”, “Lowercase”, “Numbers”, or “Symbols”, though the “Easy-to-say” generator does not
permit inclusion of Symbols or Numbers. 1Password allows users to select a type of pass-
word from among “Random Password”, “Memorable Password”, and “Pin”. The Random
Password generator includes Lowercase and Uppercase letters always, but users can check
or uncheck Numbers and Symbols. The Memorable Password algorithm generates memo-
rable passwords, each of which is a sequence of word fragments connected by separators.
In this option, users can select separators among “Hyphens”, “Spaces”, “Periods”, “Commas”,
“Underscores”, “Numbers”, and “Numbers and Symbols”. In addition, users could check or
uncheck “Full Words” and “Capitalize” to specify the “Memorable Password” generator. In
this work, we used all the configurations from LastPass and 1Password’s Random Password,
and selected configurations for 1Password’s Memorable Password. We consider passwords
generated from each specification as one class, yielding 38 classes in total. These classes

are shown in Table 3.3. We set the fixed gen; to be the “All characters” generator from

3 We used PyAutoGui (https://pyautogui.readthedocs.io/en/latest/) to automate interactions with
the password managers like 1Password and LastPass. That is, we automated generating random passwords,
copying them into the clipboard, and storing them in a local file interactively.
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(a) Honeyword generator H (b) Attacker B

12345678 910111213141516171819202122232425262728293031323334353637 38 12345678 9101112131415161718192021 222324252627 282930313233 343536 37 38

FIGURE 3.5: Confusion matrices: Probability with which a password of one class (row) is
classified as another class (column) by Hy (Fig. 3.5a) or B with |U| > 1 (Fig. 3.5b). Box
shading is scaled linearly between 0.0 (white) and 1.0 (black).

LastPass with “U”, “L”, “S”, and “N” checked (i, = 32).

Using these online generators, we generated three datasets, namely a training dataset, an
evaluation dataset, and a test dataset, all consisting of passwords of length 14 only. We used
the training dataset to train a classifier to classify random passwords and evaluated it on the
evaluation dataset. To assemble the training dataset and evaluation dataset, we generated
8,000 and 2,000 passwords from each class, yielding 304,000 and 76,000 passwords in total,
respectively. We applied test dataset in the evaluation of FPP and FNP. In the test dataset,
there were 38 classes of passwords, each containing 10,000 sets (corresponding to 10,000
users) with 100 passwords of that class. When evaluating FPP and FNP, we implemented
gen by sampling x and U without replacement from a set (user) chosen uniformly at random

from the test dataset.

3.3.3.2 Experimental Results

Using exiting honeyword-generation methods to generate honeywords: We first show experi-
mental results for existing honeyword-generation methods described in Sec. 3.1 in the case

when passwords are algorithmically-generated. We report FPP(F) and FNP(B) on those

44



Table 3.3: Classes of algorithmically generated passwords used in our experiments

i(ril;:)s( Manager Type U AIEhabSe t N
1 LastPass Easy to say v
2 LastPass Easy to say v
3 LastPass Easy to say vV Vv
4 LastPass Easy to read v
5 LastPass Easy to read v
6 LastPass Easy to read vV Vv
7 LastPass Easy to read v
8 LastPass Easy to read vV v
9 LastPass Easy to read v v
10 LastPass Easy to read vV v Vv
11 LastPass Easy to read v
12 LastPass Easy to read v v
13 LastPass Easy to read v v
14 LastPass Easy to read v vV v
15 LastPass Easy to read vV Vv
16 LastPass Easy to read vV v Vv
17 LastPass Easy to read v Vv v
18 LastPass Easy to read Vv v v Vv
19 LastPass All characters v
20 LastPass All characters vV Vv
21 LastPass All characters v
22 LastPass All characters vV Vv
23 LastPass All characters v v
24 LastPass All characters Vv v V
25 LastPass All characters v
26 LastPass All characters 4 v
27 LastPass All characters v v
28 LastPass All characters 4 Vv Vv
29 LastPass All characters vV Vv
30 LastPass All characters vV v VvV
31 LastPass All characters vV Vv v
32 LastPass All characters v v v VvV
33 1Password  Random Password ¢ v ¢
34 1Password  Random Password vV Vv
35 1Password  Random Password ¢ v v
36 1Password  Random Password vV Vv v
37 1Password Memorable Password 4 4
38 1Password Memorable Password v v Vv
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honeyword-generation methods for the attackers F and B described in Sec. 3.3.1. To de-
pict the tradeoffs between FPP(F) and FNP(B), we plot them against one another as T is
varied. Fig. 3.6 shows these tradeoffs when k = 19 honeywords and v = 1000, where circles
() mark the FPP(F) vs. FNP(B) tradeoff at specific values of T ranging from 7 =1 to k in
each plot. Again, we stress that y = 1000 yields an optimistic evaluation of FPP(F) since
v = 1000 is 1000x too small compared with the number 10® recommended by Floréncio et
al. [46].

As seen in Fig. 3.6, the best FNP(B) that the honeyword-generation techniques accom-
plish is 0.27 (cbt-3, Fig. 3.6e), 0.37 (cbt-4, Fig. 3.6j), 0.55 (cbt*, Fig. 3.6k), and 0.59 (ptep,
Fig. 3.60). All others suffer from FNP(B) > 0.79, and input-independent methods includ-
ing list, mkv, pcfg, rnn, and cbm have FNP(B) ~ 1. Intuitively, those methods, except cbt,
generate honeywords based on a pretrained password generative models. Most of their gen-
erated honeywords do not fit the pattern of algorithmically generated passwords, and thus
it is easy for B to distinguish the account password from the honeywords. In contrast, cbt
generates honeywords by random replacement. Although random replacement still breaks
the pattern from an algorithmic password generator with some probability, it produces hon-
eywords looking more like algorithmically generated passwords, making it challenging for
B to distinguish them. In the evaluation of FPP(F), none of the honeyword-generation
methods achieved FPP(F) ~ 0 at T = 1. cbt-3, which accomplished the best FNP(B5), has
a high FPP(F) = 0.37. The best method in FPP(F) is cbt-4, which achieves 0.09, still
much larger than 0. Growing T reduces FPP(F) but increases FNP(B). Those methods
that achieve FPP(F) = 0 do so with FNP () > 0.80.

A natural method to attempt to decrease FNP(B) would be to increase the number k
of honeywords, but the more pronounced effect of doing so is increasing FPP(F), instead.
Indeed, Fig. 3.7 shows the impact of increasing k to k = 99. As seen there, an order-of-
magnitude increase in k resulted in a slight improvement to FNP(B) in each case, but a
more substantial increase to FPP(F). All honeyword-generation techniques described in

Sec. 3.1 failed to achieve low FPP(F) and FNP(B) simultaneously when the user employs
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an algorithmic password generator.
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FIGURE 3.6: FPP(F) vs. FNP(B) as 7 is varied, for algorithmically generated passwords

(k = 19, v = 1000). The best FNP(B) are 0.27 (cbt-3, Fig. 3.6e), 0.37 (cbt-4, Fig. 3.6j),

0.55 (cbt*, Fig. 3.6k), and 0.59 (ptep, Fig. 3.60); all others have FNP(B) > 0.69. All suffer

FPP(F) > 0.09 at T = 1. Those that reach FPP(F) ~ 0 do so with FNP () > 0.80.

Using algorithmic password generators to generate honeywords: We evaluated the honeyword-
generation methods described in Sec. 3.3.2, though we plot only FNP (B) since FPP (F) was
essentially perfect. We plot FNP(3) against T in Fig. 3.8. As seen there, both the fxd and
rgm methods had a high FNP(B). Even when T = 1, they had FNP(B) > 0.94 for k = 19
and FNP(B) > 0.93 for k = 99.

In contrast, the cls method achieves nearly perfect FNP(B). This method selects the
most plausible algorithmic password generator based on the account password to generate

honeywords. The confusion matrix experienced by Hy (i.e., using x) are shown in Fig. 3.5a.
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FIGURE 3.7: FPP(F) vs. FNP(B) as T is varied, for algorithmically generated passwords

(k = 99, v = 1000). The best FNP(B) are 0.07 (cbt-3, Fig. 3.7e), 0.14 (cbt-4, Fig. 3.7j), and

0.25 (ptep, Fig. 3.70); all others have FNP(53) > 0.40. All suffer FPP(F) > 0.17 at T = 1.

Those that reach FPP (F) ~ 0 do so with FNP(5) > 0.70.

When |U| = 1, the confusion experienced by B is virtually identical, of course, but the
confusion experienced by B when |U| > 1 is notably less, as shown in Fig. 3.5b. As this
figure shows, when |U| > 1, B has greater ability to classify the user’s password generator
based on U than Hj; does based on x, at least for certain classes. Since our dataset is
dominated by accounts for which the number of passwords known by B numbers |U| = 1
(Fig. 3.2), the confusion shown in Fig. 3.5a (where |U| > 1) cannot effectively be exploited
by B.

However, if the fraction of accounts for which B holds |U| > 1 passwords were larger, the

better classification accuracy this would enable (Fig. 3.5b) would permit an average increase
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FIGURE 3.9: FNP(B) for H; of cls (k = 19), for |U| distributed as in Fig. 3.2 (-) and for
[u| =99 ()

in FNP(B). To illustrate this, in Fig. 3.9 and Fig. 3.10 we show the effect on FNP(B) of
increasing |U| from its original distribution to |[U| = 99 always, for k = 19 or k = 99,
respectively. Each subfigure shows FNP (B) for certain classes of the actual password x; e.g.,
Fig. 3.9a shows this effect when x < geny; (). As can be seen in these figures, increasing |U|
to |U| = 99 enables B to improve FNP (), for these classes noticeably.

In conclusion, in the case of algorithmically generated passwords, it is critical for Hj

to identify the algorithmic password generator used by each user in order to achieve low

FNP(B). Even then, as the number of passwords |U| grows, this measure will decay.

49



(a) Class 22 (b) Class 26 (c) Class 29 (d) Class 30 (e) Class 34 (f) Class 36

0.8
0.6
0.4
0.2

20 40 60 80 100 20 40 60 80 100 20 40 60 80 100 20 40 60 80 100 20 40 60 80 100 20 40 60 80 100
T T T T

FIGURE 3.10: FNP(B) for Hy of cls (k = 99), for |U| distributed as in Fig. 3.2 () and for
[u| =99 ()

3.4 Discussion
3.4.1 False-Negative Attacks with Less Auxiliary Information

In Sec. 3.2, we assumed that the false-negative attacker has knowledge of the passwords
used by the same user at other sites. We additionally explored a setting where the false-
negative attacker had minimal auxiliary information about the users, specifically only one
password used by the same user at another site (|U| = 1). To do so, we implemented
the algorithm gen by choosing two passwords without replacement from a single multiset
chosen uniformly at random from 4iQ) test sets, returning one as x and the other as the only
element of U. The experimental results in this setting are shown in Fig. 3.11. When the
false-negative attacker B had little information about users, his success rate of guessing the
user passwords from sweetwords slightly dropped, yielding a smaller FNP (). However, all
the honeyword-generation methods remained insufficiently resilient to these attacks. The
best FNP(B) that the honeyword-generation techniques accomplished for all accounts was
0.48 (ptep, Fig. 3.11r). No existing algorithm achieved low rates of both false positives and

false negatives.
3.4.2 Countermeasures to False-Positive Attacks

False-positive attacks can be very costly to sites, if they induce an investigation into the
possibility of a breach and/or a password reset for every site account. Moreover, repeated

false positives might eventually result in the defense being ignored or disabled outright.

Despite the consequences of false positives, only a few previous works on honeywords have
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briefly discussed how to prevent them [69, 157]. Wang et al. [157] suggested that applying
a blocklist of popular passwords to honeyword selection can reduce false positives, since the
honeyword-generation methods considered in their work generate honeywords by sampling
from a public password distribution (e.g., leveraging a password model like list). As such,
a blocklist would avoid using popular passwords as honeywords, which can mitigate the
guessability of honeywords by their proposed methods. However, a blocklist of popular
passwords is much less effective when considering input-dependent honeyword-generation
algorithms (e.g., cbt, chm, ptp, and ptep), since these methods assign more likelihood to
those candidates similar to the user password. A way to mitigate false positives of these
methods is to avoid using passwords similar to the user password as honeywords, which

makes them suffer a high false-negative rate.
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Another countermeasure to reduce false positives, as mentioned by Juels and Rivest [69],
is to select k honeywords uniformly at random from a large pool of candidate honeywords
that are similar to the user password. In order to achieve a small false-positive rate, the
size of the pool should be much larger than k. However, it is challenging to generate such a
large pool of candidates that are sufficiently similar to the user password to ensure a small
false-negative rate via this process. As such, an interesting direction is to explore how to
generate such a large candidate pool to achieve a target false-negative rate.

Ultimately, a site might find it most palatable to address the risk of false positives
by adopting a lenient policy toward honeyword-induced breach alarms. Previous works
(e.g., [69, Sec. 2.4]) outlined a range of possible reactions to honeyword-induced alarms,
ranging from severe (e.g., shutting down the system and forcing all users to reset their
passwords) to lenient (e.g., allow the login to proceed as usual). Whatever the policy,
however, it will apply to both false and true positives alike, and so a policy can be relaxed

only so far as is acceptable when a breach actually occurs.

3.4.3 Balancing Attention to False Positives and False Negatives

Since honeywords’ proposal, a challenge has been to design good honeyword-generation
methods that achieve both low false-positives and low false-negatives, i.e., FPP ~ 0 and
FNP = k+i1 However, our experimental results in Sec. 3.2.3.2 show that no existing method
achieves this goal in a threat model in which passwords from the same user at other sites are
exposed to the attacker. While this leaves us skeptical that a perfect honeyword-generation
method exists for this threat model (at least not when passwords are user-chosen, versus
algorithmically generated), we do not mean to suggest that research in this direction should
end. However, we do advocate that new honeyword-generation methods should be inves-
tigated with balanced attention to false positives and false negatives in this threat model,
rather than more narrowly focusing on false negatives, as has been typical in most prior

research.

In the absence of improved honeyword-generation algorithms that more effectively bal-
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ance false positives and false negatives, we believe that a change in perspective on the use
of honeywords might be warranted. One such perspective, reflected in recent work [160], is
to tightly constrain false positives to enable a honeyword-induced alarm to confidently be
taken seriously and dealt with severely, and then to rely on a false-negative attacker’s inter-
ests in harvesting many accounts to likely trigger a breach alarm even if the true-positive
probability per account is modest. Such an approach will likely permit breaching attackers
to harvest selected accounts without triggering a breach alarm, but greedy breaching at-
tackers will still trigger a breach alarm with high probability. Based on these insights, we
will propose LeakSentinel in the next chapter, which allows a site to detect a credential-
database breach when the breaching attacker exploits a sufficient number of accounts, while

maintaining a small, provably bounded global false-positive rate.
3.4.4 Assumptions on Algorithmic Password Generator Configuration

A limitation of our analysis in Sec. 3.3 is that it was conducted assuming that the user
uniformly randomly selects a configuration for her algorithmic password generator and, once

adopting a configuration, does not change it.

Changes of password manager configuration: To justify the assumption that users rarely
change password manager configurations, we performed a study of the password-creation
policies of twenty commonly accessed websites and those from Tranco Top 1M websites [113]
to show that users are rarely required to change configurations. Specifically, we sought to
determine the frequency with which a user who sets passwords at these sites in a random
order will be required to change his password-creation algorithm configuration to comply
with the next site in the sequence.

To perform this evaluation, we retrieved the password requirements from twenty com-
monly visited websites [129], shown in Table 3.4, or simulated password composition poli-
cies based on the statistics from a recent large-scale study [6], shown in Table 3.5. For
a sequence of password policies that is a permutation of password requirements from the

twenty commonly visited websites or a sequence of 101 simulated password-composition
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Table 3.4: Most visited websites [129] and their password composition policies retrieved in

May 2023.
Site Password composition policy
google.com > 8 characters including a letter, a symbol, and a number

youtube.com
facebook.com

> 8 characters including a letter, a symbol, and a number
> 6 characters including a letter, a symbol, and a number

twitter.com > 8 characters including a letter, a symbol, and a number

instagram.com > 6 characters including a letter, a symbol, and a number

baidu.com > 8 and < 14 characters of at least two types from uppercase
letter, lowercase letter, symbol, and number

wikipedia.org > 8 characters

yandex.ru > 6 characters including an uppercase letter, a lowercase letter,
and a number

yahoo.com > 9 characters

xvideos.com No requirement

pornhub.com > 6 characters

amazon.com > 6 characters

tiktok.com > 8 and < 20 characters including a letter, a symbol, and a
number

live.com > 8 characters of at least two types from uppercase letter, low-

openai.com
reddit.com
linkedin.com
netflix.com

ercase letter, symbol, and number
> 8 characters
> 8 characters
> 6 characters
> 6 characters

office.com > 8 characters of at least two types from uppercase letter, low-
ercase letter, symbol, and number
twitch.tv > 8 characters

Table 3.5: Percentages of sites from Tranco Top 10K, 100K, and 1M that do not require some
types of characters (U: uppercase letter, L: lowercase letter, S: special symbol, N: number).
These statistics were obtained on Dec. 2021 [6].

Tranco Top U L S N
10K 81.7% 78.4% 80.3% 71.2%
100K 794% 792% 76.3% 82.5%
M 83.7% 84.1% 86.3% 82.0%

54



Table 3.6: Evaluation results on random walking at websites.

Probability of conflict ~Average number of non-conflicting

Sites Number of conflicts with the next site sites before a conflict
20 commonly visited websites 2.143 0.1127 8.864
101 simulated sites from Tranco Top 10K 15.829 0.1529 6.317
101 simulated sites from Tranco Top 100K 14.450 0.1445 6.920
101 simulated sites from Tranco Top 1M 11.825 0.1182 8.456

policies randomly constructed from the statistics, we evaluated the number of times that
the current password-generator configuration conflicted with the password-creation policy of
the next website in the sequence, starting from a configuration initialized by the minimum
password requirement of the first site. To ensure a conservative evaluation, when a conflict
occurred, the current configuration was replaced with the minimum password requirements
of the conflicting site. For each type of password policy sequence, we performed this analysis
for 10° times. The evaluation results are shown in Table 3.6. We found that the numbers of
conflicts ranged from an average of 2.143 in sequences of 20 websites to 15.829 in sequences
of 101 simulated sites drawn from Tranco Top 10,000 sites, averaged over the 10° sequences.
These implied a probability of conflict with the next site in the sequence between 0.1127
and 0.1529. In expectation, then, the probability of exactly x consecutive resets with no
conflicts, followed by a site that conflicts, is < (1 —0.1529)*(0.1529), and the average num-
ber of non-conflicting sites before a conflict was > 6.3. Given the conservative nature of our
evaluation, we believe this result justifies our assumption that a user would rarely change
its password-generator configuration.

However, an interesting direction for future work would be to confirm or refute this
assumption more broadly, since as shown in Sec. 3.3.3.2, the assumption somewhat dimin-
ishes the effectiveness of honeywords generated for accounts with algorithmically generated
passwords. Alternatively, an algorithmic password generator could be designed to encour-
age changing these configuration settings regularly, in which case an interesting research

direction would be to explore the acceptability of this practice for users.

Tendency to use default password configuration: In reality, we expect people to generally
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defer to the default password-manager configuration until forced to change it by a site’s
password policy. However, imposing a non-uniform distribution on {gen;}?: , to reflect this
tendency should not qualitatively change the results of our study: First, analogous to our
results in Sec. 3.3.3.2, the existing honeyword-generation methods would still fail to provide
a low false-negative probability since the false-negative attacker would even more easily
distinguish the algorithmically generated password from the honeywords if he knows how
the selection of configuration is biased. Second, as shown in Sec. 3.3.3.2, when the honeyword
system can correctly predict the configuration used by the user—which should only become
easier when the distribution is biased toward the default—and use that configuration to

generate the honeyword, the generated honeywords can provide sufficient security.

3.4.5 A Mixed Case Study

In this chapter, we studied two representative cases where users create user-chosen pass-
words (Sec. 3.2) or where users generate their passwords algorithmically using a password
manager (Sec. 3.3). To assess the efficacy of honeywords when users employ mixed strate-
gies (i.e., chose some passwords themselves and algorithmically generate others), we fur-
ther constructed two test datasets by mixing 4iQ) dataset and the algorithmically generated
dataset. Then we generated honeywords based on the type of the user password, i.e., ap-
plying honeyword-generation methods described in Sec. 3.1.2 to generate honeywords for
user-chosen passwords and password managers to generate honeywords for algorithmically
generated passwords. Our study showed that increased use of password managers in pass-
word creation can ease the tensions brought on by password reuse and thus make better

trade-offs between false-positive and false-negative rates of honeywords.

Mixed datasets construction: We constructed two test datasets by mixing up 4iQ) dataset and
the algorithmically generated dataset as follows: for a multiset from the processed 4iQ test
dataset (described in Sec. 3.2.3.1), we uniformly at random sampled a password generator
from {gen 1}1”: , and randomly replace each password in the multiset by a password generated

from sampled password generator independently with a probability of 1. We chose 7t to be
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FIGURE 3.12: FPP(F) vs. FNP(B) as 7 is varied, for the case of mixed passwords (7 =

0.33) (k = 19, 7 = 1000).
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0.33 and 0.67. As such, we constructed two mixed datasets. To evaluate false-positive and
false-negative of the honeyword methods, we implemented the algorithm gen by choosing
x and the members of U without replacement from a single multiset, chosen uniformly at

random from the mixed test datasets.

Honeyword generation: Given an user password x from the mixed test datasets, we generated
honeywords based on the following rule: if x is an algorithmically generated password,
we generated honeywords by cls (described in Sec. 3.3.1); if x is a user-chosen one, we
generated honeywords by a method described in Sec. 3.1.2. Here we assumed that user-

chosen passwords and algorithmically generated passwords can be distinguished easily.

Attack strategies: We implemented the false-positive attacker following the one described in
Sec. 3.2.1. We implemented the false-negative attacker as follows: given the sweetwords H U
{x}, if most of sweetwords are algorithmically generated, the false-negative attacker followed
the strategy described in Sec. 3.3.1 to guess the account password; if most of sweetwords

are user-chosen, he followed the strategies described in Sec. 3.2.1.

FEzxperimental results: We report FPP(F) and FNP(B) on those honeyword-generation algo-
rithms for the attackers F and B described above. To depict the tradeoffs between FPP (F)
and FNP(B), we plot them against one another as T is varied. Fig. 3.12 (Fig. 3.13) shows
these tradeoffs when k = 19 honeywords, v = 1000, and 7t = 0.33 (71 = 0.67) where circles
(o) mark the FPP(F) vs. FNP(B) tradeoff at specific values of T ranging from 7 =1 to k.
Again, we stress that v = 1000 yields an optimistic evaluation of FPP(F) since ¢ = 1000 is
1000 too small compared with the number 10° recommended by Floréncio et al. [46]. Com-
pared with those results from user-chosen case (depicted in Fig. 3.3), honeyword-generation
methods achieved better trade-offs between FPP (F) and FNP () in the two mixed datasets.
When we set 7t to be higher, we have better trade-offs because a higher 7t makes less pass-
word reuse across sites. From these results, we conclude that honeyword efficacy benefits

from the tendency of using password manager in password creation.
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3.4.6 Password Reuse

Our findings that password reuse across sites is so detrimental to honeyword false-
negative rates (Sec. 3.2.3.2) provides yet more evidence that moving more users toward
password managers would be good policy (notwithstanding the risk of password-manager
breaches, e.g., [145]). That said, a recent university survey [95] found that though a large
majority (77%) of respondents reported using a password manager, another large majority
(again, 77%) also reported still reusing passwords across accounts. So, while a step in the
right direction, password managers are evidently not a panacea. A potentially more effective
approach might be explicitly hindering attempts to reuse passwords, either through adoption
of intentionally conflicting password requirements at websites (which is not commonplace,
see Sec. 3.4.4) or through explicit interventions during the password (re)setting process to

interfere with reusing the same or similar passwords (e.g., [161]).
3.5 Chapter Summary

In this chapter, we have conducted the first critical analysis of honeyword-generation
techniques for users who have suffered exposed passwords for their accounts at other sites.
We formalized the false-positive rate and false-negative rate of honeywords in a model where
the attacker has access to passwords for the same users at other sites or, in the case of false-
positive attackers, even passwords for users at the defending site (as the real users would).
Using these formalized definitions and a large dataset of leaked passwords, we experimentally
demonstrated that existing honeyword-generation algorithms exhibit poor tradeoffs between
false positives and false negatives when the account password is chosen by an average human
user. Then we studied the case where the account password is algorithmically generated
and used passwords from popular password managers to show that the existing honeyword-
generation methods offer modest protection against false-negative attackers. We further
explored the use of algorithmic password generators in honeyword generation and determined
that seemingly the only effective strategy is to generate honeywords using the same password

generator that the user does, if it can determine what that password generator is. In total,
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we believe our results paint a cautionary picture for the state of honeyword-generation

algorithms to date, though they also set forth new research challenges for the field.
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4. LeakSentinel: A Honeyword Framework for
Anytime-Valid Credential-Database Breach Detection

In this chapter, we propose a new honeyword framework for detecting credential-database
breaches. Honeyword-based detection relies on two central requirements: good flatness and
small false-detection rates. However, achieving both good flatness and a small false-detection
rate has proven elusive. Existing works [4, 44, 52, 157, 175] primarily focus on improving
flatness by generating honeywords that are difficult to distinguish from user passwords.
However, these approaches typically rely on a simple detection mechanism that raises a
breach alarm whenever a sufficient number of honeywords are observed in login attempts.
As a result, they suffer from a high and unbounded false-detection rate in the presence
of false-alarm attackers. For example, when using a hybrid method proposed by Wang et
al. [157] that combines a list-based model, a Markov model, and a probabilistic context-free
grammar (PCFG) model to generate 19 honeywords per account, a false-alarm attacker can
trigger a false alarm with probability up to 20% by only 103 login attempts, even after
the site used a blocklist with 10° passwords to mitigate it [157, Fig. 4]. In Chapter 3, we
evaluated 22 honeyword-generation methods and showed that, when 19 honeywords were
generated per account, these methods exhibited a false-detection rate of at least 27% under
103 login attempts by a false-alarm attacker.

To our knowledge, Bernoulli Honeywords [160] is the first method to provide an analytic
false-detection rate per online-guessing campaign. For example, considering a breadth-first
false-alarm attacker who launches 10* login attempts per account against 10% accounts,
or a depth-first false-alarm attacker who tries 10° login attempts per account against 10
accounts, their bounds ensure that such a false-alarm attack campaign triggers a breach
alarm with probability less than 10%. Assuming only one false-alarm attack campaign
happens in every 4 months, this corresponds to less than one false detection every 3 years
in expectation [160, p. 5|. Still, however, this method lacks a bound on the false-detection
rate independent of any assumptions on the attack intensity—that is, assumptions about

how aggressively a false-alarm attacker issues login attempts over time and across accounts
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(e.g., the number of login attempts, the number of targeted accounts, and the frequency
of such attacks). Consequently, it remains an important yet largely unexplored problem to
design a honeyword-based detection method that can effectively detect credential-database
breaches while providing a tunable and provably bounded false-detection rate, independent
of any such assumptions.

In this chapter, we propose LeakSentinel, a honeyword framework that allows a site
to detect credential-database breaches. LeakSentinel is anytime-valid in that it guaran-
tees a provably bounded global false-detection rate per site deployment, without requir-
ing assumptions about attack intensity. It consists of a honeyword-generation algorithm
and a breach-detection algorithm. The honeyword-generation algorithm applies any pass-
word generative model within either a weighted-sampling-without-replacement process or a
Bernoulli-sampling process, thereby subsuming most existing honeyword-generation meth-
ods. Our breach-detection algorithm operates online and leverages a sequential hypothesis
test to continuously analyze incorrect login attempts without a predetermined termination
time. Our breach-detection algorithm permits the specification of a parameter & < 1 so that,
in the absence of credential-database breach, the probability that it ever raises an alarm over
an infinite sequence of login attempts is provably bounded by a«. LeakSentinel enables ef-
fective detection of credential-database breaches when a sufficient number of accounts are
exploited by a breach attacker. We empirically validate the false-detection guarantee and the
breach-detection effectiveness through extensive experiments. Specifically, when configured
with & = 107 for a site with 10”7 users, LeakSentinel was robust to false-alarm attacks and,
across the password generative models we evaluated, successfully detected all considered
breach attacks once the attacker exploited a sufficient fraction of accounts, ranging from
a single account to 43% of accounts. Moreover, its detection performance scaled favorably
with the number of users, and it remained effective even at relatively small deployment
scales.

To summarize, our contributions are as follows:

e We propose LeakSentinel, the first honeyword framework that enables effective de-
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tection of credential-database breaches and provides a provably bounded global false-
detection rate per site deployment. It comprises a randomized honeyword-generation
algorithm that supports arbitrary password generative models and a novel breach-
detection algorithm that operates online by leveraging a sequential test over incorrect
login attempts.

® We empirically validate the false-detection guarantee and the breach-detection effec-
tiveness through extensive experiments, spanning a wide range of attacker knowledge,

capabilities, and strategies.

4.1 Preliminary
4.1.1 Honeyword-Based Authentication System

Consider a site with 7 registered users whose passwords are x1,X», ..., X, respectively.
We refer to these passwords x1,Xp,..., X, as user passwords, to distinguish them from hon-
eywords introduced later. The user passwords are stored as salted hashes in a credential
database. In a honeyword-based authentication system, the site augments the credential
database with honeywords to detect the credential-database breaches. If an attacker com-
promises the credential database and uses the honeywords in login attempts, this would

raise the site’s attention that a breach has happened.

Setup: The site leverages a honeyword-generation algorithm to generate a set of honeywords
H; = {hj1,hi, ..., hiy} for each account i € {1,2,...,n}. Then it constructs a sweetword
set S; = {xj, hi1, ..., hi,} per account, randomly shuffles the order of sweetwords in S;, and
stores their salted hashes in the credential database. In this chapter, we adopt the classical
honeyword system design that leverages a separate component called honeychecker [69]. The
honeychecker stores the index secret; of the user password x; in S;, together with the user
ID i. Subsequently, the site initializes a breach-detection algorithm that monitors the login

attempts to detect whether a credential-database breach has happened.

Authentication: When there is a login attempt consisting of a user ID i and a password

x’, the system checks whether x' € S; by comparing the salted hash of x” with those of
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sweetwords in S;. If x’ € S;, the system rejects the login attempt. If x’ € S;, the system
sends the index j* of x’ in S; together with the user ID i to the honeychecker, which checks
whether j* = secret;. If j* = secret;, the honeychecker returns a “success” to the system
and then the system permits the login attempt; otherwise, the honeychecker returns a “fail”
and then the system rejects the attempt. When x’ ¢ S; or honeychecker returns a “fail”,
the system sends this login attempt to the breach-detection algorithm, which analyzes and

decides whether a credential-database breach has happened.

Honeyword deletion: In a honeyword-based system that incorporates LeakSentinel, we in-
troduce an additional mechanism that removes honeywords upon use. Specifically, when a
login attempt for account i uses a password x” € §;, the system sends the index j* of x” in
S; to the honeychecker along with 7. If the honeychecker determines that j* # secret;, it
returns a “fail” and updates secret; <— secret; — 1 whenever j* < secret; to maintain consis-
tency of indices. Upon receiving the “fail” response, the system rejects the login attempt
and removes x’ from S;, while preserving the relative order of the remaining sweetwords.
Note that this mechanism won’t delete the user password from the sweetword set. When the
number of remaining passwords in S; falls below a threshold (set to 1 by default), the system
requires the user to reset the account, after which a new honeyword set is generated. This
honeyword-deletion mechanism is essential for achieving our false-detection guarantees, as

formalized in Sec. 4.3.2 and Sec. 4.3.3.

4.1.2 Password Generative Model

The honeyword-generation algorithm by a site uses a generative password model to
generate honeywords [38, 61, 157|. A generative password model is a probabilistic model
that assigns a probability to each password candidate from a password space X that includes
all the possible passwords allowed by a site, e.g., passwords of length between 4 and 30.
Such a probability distribution could be learned from a password dataset [90, 157, 167, 169|
or heuristically constructed [69]. The distribution may be either independent of input or

conditioned on information (e.g., user password or PII). Accordingly, generative password
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models can be categorized as input-independent or input-dependent. We have introduced
examples of password generative models in Sec. 3.1.

In this chapter, we consider input-independent models and those input-dependent models
conditioned on user password. Some prior work (e.g., [157]) leveraged input-dependent
password generative models that incorporated users’ PII in honeyword generation. However,
leveraging such information introduces the risk of leaking users’ private information. For
this reason, although our honeyword-generation algorithm (introduced in Sec. 4.3.1) can in
principle be extended to incorporate auxiliary information, we intentionally refrain from
doing so in our design. Without loss of generality, we define a generative password model G
as one that, given user password x, assigns a probability G,(x’) to each password candidate
x" € X, such that Y cy Gx(x') = 1. For an input-independent model, we have Gy, (x') =
Gy, (x') for any x;, xy, and x".

4.2 Threat Model and Design Goals
4.2.1 Threat Model

We consider two types of attackers against a honeyword-based authentication system:
false-alarm attacker and breach attacker. We distinguish these two attackers based on their

knowledge and goals.

False-alarm attacker: A false-alarm attacker does not compromise the credential database
and therefore does not know which passwords are (not) selected as honeywords. We assume
that the attacker knows a subset of {x1,x2,...,x,} (e.g., by registering some accounts at the
site), which is different from the false-positive attacker (introduced in Chapter 3) who knows
only one account’s user password. Consistent with prior work (e.g., [20]) and Chapter 3,
we further assume that he knows the honeyword-generation algorithm and breach-detection
algorithm used by the site. His goal is to trigger the site’s breach alarm by guessing honey-

words associated with user accounts and submitting them in login attempts.

Breach attacker: A breach attacker has compromised the credential database and therefore

has access to the set of sweetwords for each account (i.e., he knows which passwords are not
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selected as honeywords, distinguished from the false-alarm attacker). Consistent with prior
work (e.g., [61, 156, 157]), we assume that the breach attacker can recover the plaintexts of
the sweetwords from the salted hashes. Given the plaintext sweetwords, however, the breach
attacker cannot reliably distinguish the user passwords from honeywords. He could utilize
auxiliary knowledge (e.g., population-level password distribution [156, 157] or the passwords
from the same users at other sites as considered in Chapter 3) to improve this distinction. In
addition, we assume the breach attacker has the full knowledge of the honeyword-generation
algorithm and the breach-detection algorithm. Different from the false-negative attacker
(introduced in Chapter 3) who aims to exploit one account, the goal of the breach attacker
is to exploit as many accounts as possible by identifying and submitting the user passwords

from the sweetword sets in login attempts before alarming the system.

4.2.2 Design Goals

We aim to design a honeyword framework that a site can use to detect credential-database

breaches. We have the following design goals for the framework:

e Tunable, provably bounded false-detection rate: This goal requires that when there is
no credential-database breach, the probability that the framework ever raises an alarm
over an infinite sequence of login attempts is provably bounded by a tunable constant.
The provably bounded false-detection rate should hold under any false-alarm attack.

e Effectiveness of breach detection: This goal means that our framework enables a site
with a sufficiently large user base (e.g., n > 10%) to effectively detect credential-
database breaches. Specifically, once a breach occurs and a breach attacker begins
exploiting accounts using credentials from the breached database, the probability that
our framework raises an alarm increases with the fraction of compromised accounts
and approaches 100% as most accounts become compromised. This goal should hold
even if the breach attacker knows how our approach works and accordingly applies an

adaptive strategy to mitigate our detection.
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4.3 Our Honeyword Framework: LeakSentinel

In this section, we introduce LeakSentinel, which enables a site to effectively detect
credential-database breaches while providing a tunable and provably bounded global false-
detection rate. LeakSentinel consists of a honeyword-generation algorithm and a breach-
detection algorithm. The honeyword-generation algorithm is used to generate honeywords
for accounts when they are newly registered or reset, while the breach-detection algorithm
operates online to analyze the login attempts at login time. We introduce them in Sec. 4.3.1

and Sec. 4.3.2 respectively.

4.3.1 Honeyword Generation

We model the honeyword generation by a randomized algorithm . that takes as inputs
the user password x; of a user i and outputs a set of honeywords:

H; + H(x,‘). (41)

We consider two classes of honeyword-generation algorithms; both apply a password gener-

ative model G. They are categorized into weighted sampling without replacement (WSWoR)

and Bernoulli sampling.

4.3.1.1 WSWoR

This type of honeyword-generation algorithm generates a fixed, preselected number of
honeywords per account (i.e., k; is a constant across all users). It does so by selecting
k; password candidates using weighted sampling without replacement, where the selection
weight of each password candidate is defined by a password generative model G. Formally,
for a user i with her user password x;, given a password generative model G that assigns a
probability Gy, (x’) to each password candidate x’ € X, it generates the honeywords H; by
successive sampling: at each iteration, a candidate ¥’ € X\ {x;} is selected as honeyword
with probability proportional to Gy, (x’), conditioned on the password candidates not yet

selected. As such, for each x’ € X'\ {x;}, we have:
P(x" € H; | x;) = ) R(X, X\ {xi}, ki), (4.2)

XX \{x;}
s.t. XIGX,‘X|:k,‘
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where R(X,V,m) denotes the probability that, when the password candidates not yet se-
lected are V. .C X'\ {x;}, drawing m more items ends up drawing exactly the items in X NV

We have the recursion:

R(X,V,m)= )" 9 ()

— " 7 R(X,V\{x"},m—1).
x"eV Zx”’eV gxi(x’”) ( \ { } )

In addition, we have:

1 it XNV =0,

R(X,V,0) =
( ) {OﬁXﬂV#Q

and R(X,V,m) = 01if | XN V| > m. When k; = 1 across all users, Eq. (4.2) can be simplified

as:

IP(x' € H; ‘ X)) = G (¥)

=1 (x) G (%) (4.3)

When G assigns an equal, non-zero probability to every candidate in a subset X; C X'\ {x;}
(|Xi| > ki) and probability 0 to all the others (e.g., the chaffing-by-tweaking method [69]),

Eq. (4.2) simplifies to:

ki e
i fx' e X;
P(x € H; | x) =4 KT : (4.4)
0 ifx ¢ X,

Some existing honeyword-generation algorithms (e.g., [69, 157]) are WSWoR.

4.3.1.2 Bernoulli Sampling

This class of honeyword-generation algorithms independently selects each password can-
didate as a honeyword with a specified probability. Consequently, the number of honeywords
generated per account can be any non-negative integer (i.e., k; € Z>g) and may differ from
account to account. Formally, for a user i with her user password x;, given a password
generative model G that assigns a probability Gy, (x’) to a password candidate x’ € X, it

independently selects each password candidate x” € X'\ {x;} as honeyword with a probabil-

ity of 55’5:‘(;)7 where B > 0 is a parameter controlling the expected number of generated
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Algorithm 1 Honeyword-generation algorithm

Input: Password generative model G and user password x;.
1: if WSWoOR then
2: H; + @;
3 for=1,2,...,k; do
4: Sample an x’ € X\ ({x;} U H;) according to the weights {gxi(x’ )}

and add it into H;;

' eX\({x;}UH;)

5. end for

6: else if Bernoulli sampling then

7: H +©

8 forx' € X\ {x;} do

9: Add x’ into H; with probability ﬁ% ;
10:  end for l
11: end if
Output: H;

honeywords per account. In other words, for each x’ € X'\ {x;}, we have:

G, (x')
P(x' € H; | x;) = B—5—+—. 4.5
( 1 ‘ Z) ‘B]. _ gxz(xl) ( )
When we set 5535"& as the same constant for all X' € X\ {x;} (ie., we use a G

that assigns equal probability to all candidates), the resulting procedure is exactly the
honeyword-generation algorithm used in Bernoulli Honeywords [160]. Thus, our Bernoulli-
sampling-based honeyword-generation algorithm can be viewed as a generalization of the
Bernoulli-Honeywords approach.

We present the pseudocode of our honeyword-generation algorithm in Alg. 1. Since our
honeyword-generation algorithm is compatible with arbitrary password generative models in
a WSWOoR or a Bernoulli sampling process, our honeyword-generation algorithm subsumes

most existing honeyword-generation methods.

4.3.2 Credential-Database Breach Detection

Formulating credential-database breach detection as an online changepoint-detection problem:
Our breach-detection algorithm is an online algorithm that detects a breach by sequentially

analyzing a stream of login-attempt data, each consisting of a user ID and a password.
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We set the time t = 0 when the system initializes the breach-detection algorithm. After
that, suppose we have a stream of random variables Y7,Y5,... that can be observed from
the online login attempts. We will introduce the definitions of these random variables
later. We assume that under the “normal condition” (i.e., when no credential-database
breach happens), these variables Y1,Y3,... follow a distribution P that we call as “pre-
change” distribution. Here the “normal condition” encompasses all system behaviors when
no credential-database breach happens, including the presence of false-alarm attacks. The
distribution of the stream of random variables might change at the time v that we call
changepoint. In our problem, v is the time when the breach attacker starts to try the
credentials from the breached database (i.e., sweetwords) to exploit the accounts after the
credential-database breach has happened. After changepoint, the stream of random variables
Y11, Yiio,... follow a different distribution Q that we call as “post-change” distribution.
v = 0 means that the credential-database breach has happened and the breach attacker has
started to try the sweetwords for login attempts when the system initializes the detection
mechanism while v = oo means that no credential-database breach ever happens. Our goal
is to continuously detect whether a changepoint has occurred given the login-attempt data

observed so far.

Random variables measured for detection: We want to measure whether an incorrect login
attempt uses a honeyword. An incorrect login attempt is defined as the one in which the
submitted password does not match the user password for the corresponding account (e.g.,
by comparing the salted hash of the submitted password with that of the corresponding
user password). Accordingly, each random variable Y indicates whether an incorrect login
attempt uses a honeyword and takes values in {0,1}. Specifically, given an incorrect login

attempt with user ID i and password x’, we define:

Y:{1 if x' € HY,

46
0 ifx' ¢ H, 46

where H C H; represents the current set of honeywords for account i stored in the cre-

dential database. As described in Sec. 4.1.1, if a honeyword in H; has been used in a prior
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login attempt, it is removed from the stored set (i.e., excluded from H}) and thus cannot

contribute to Y = 1 in subsequent attempts until a new honeyword set is generated.

“Pre-change” and “post-change” distributions: Given a stream of random variables Y7, Y5, ...,

under “pre-change” distribution P (i.e., t < v), we define:

Pp(Y;=1|Y,Y...,Yi1) = ps, (4.7)
while, under “post-change” distribution Q (i.e., t > v), we define:

Po(Y; =1 ‘ Y1, Yo, ..., Yio1) = qi, (4.8)

where py, g € [0,1].

In Eq. (4.7), p depends on the login attempt, the associated login history C;, and the
honeyword-generation algorithm. Here login history C; is the set of distinct incorrect pass-
words that have been attempted for account 7 since the last (re-)generation of its honeywords.
While p; precisely captures the “pre-change” behavior, computing p; (Eq. (4.9)) requires
maintaining the login history C;, which is often impractical and may introduce leakage risks.
To address this, we will later replace p; with a computable upper bound (introduced in
Eq. (4.12) and Eq. (4.13)) that eliminates the need for login history.

Formally, when the t-th incorrect login attempt tries user ID i and password x’, we have
the probability p; in Eq. (4.7) as:

pr=P(x' € Hf | x;,C), (4.9)

where lP(x’ € Hf ‘ Xi, Ci) is the probability of x’ being selected as a honeyword for the
account i conditioned on the information from C;. If the honeyword-generation algorithm is

WSWoR, we have:
) R(X, X\ ({x;}UGC), k) ifx' ¢C,

P(¥ € H; | x,C) = ¢ X0 (4.10)
0 if x' € G,

where R(+, -, ) has been defined in Sec. 4.3.1.1 and k} < k; denotes the number of honeywords
remained in H} (i.e., kf = |H/|). Eq. (4.10) captures the probability that x" is selected in
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one of the remaining kf draws without replacement from the candidate space X"\ ({x;} UGC;).
If x € C;, the probability is 0 because it has been excluded from H;.
If the honeyword-generation algorithm is Bernoulli-sampling-based, we have:

IP(x/ € Hi ‘ xi) if x’ é Ci,

4.11
0 if x' € C;, ( )

P(x' € H | x,Ci) = {
where ]P(x’ € H; ‘ xi) has been defined in Eq. (4.5) in Sec. 4.3.1.2. This equality holds
because, under Bernoulli sampling, the inclusion of each candidate password is indepen-
dent. Therefore, conditioning on C; does not affect the probability that x” is selected as a
honeyword, unless x" € C;, in which case it is excluded from H;.

Under Q (i.e., when a breach attacker tries to use the credentials in the breached database
in login attempts to exploit the accounts), we have g; = 1 if considering a “naive” breach
attacker who just tries the sweetwords in the breached credential database. However, a
strategic breach attacker might apply a strategy to mitigate the detection, e.g., by trying
to use the passwords that fall outside the sweetword sets for login attempts. Under such
an adaptive breach attack strategy, we would have g; < 1. Consequently, g; varies with
the breach attacker’s knowledge and strategy, and is therefore unknown to the site or the
breach-detection algorithm. To address this, we will later replace g; with a computable

approximation introduced in Eq. (4.14).

Online credential-database breach detection algorithm: Overall, our breach-detection algo-
rithm is formulated as the design of a detection time n* € {1,2,...,00}. The detection
time n* means that we declare a credential-database breach has happened after observing
Y1,Ys, ..., Y. We define n* = oo if we never detect the breach during the entire execu-
tion of the breach-detection algorithm including cases where the algorithm is terminated by
the system for external reasons without raising an alarm. When our “pre-change” distribu-
tion P and “post-change” distribution Q are known (i.e., p; in Eq. (4.7) and g; in Eq. (4.8)
are known), we can design our breach-detection algorithm by the classical CUSUM proce-
dure [9, 105, 127], which achieves the optimal detection delay in the sense of minimizing

max{n* —v,0}, while providing false-detection guarantees.
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In our problem, p; is well-defined (Eq. (4.9)) but computing the exact p; by Eq. (4.9)
requires knowledge of the corresponding user password and the passwords in the associated
login history, which is inapplicable in an authentication system where only salted hashes
of passwords are stored and maintaining the login history may increase leakage risks. In
addition, g varies with the breach attacker’s knowledge and strategy, and thus g; is unknown.
Therefore, the classical CUSUM procedure is inapplicable to our problem.

To address this, we upper-bound p; by a quantity p; such that p; > p; for any t. The
bound pj is computed using the password generative model G employed by the honeyword-
generation algorithm, the password x’ submitted in the incorrect login attempt, the number
k; of honeywords remaining in H, and the number r; of incorrect login attempts for account
i since the last (re-)generation of its honeywords prior to the t-th incorrect attempt. The
computation of p; does not require the knowledge of the user password and passwords in C;,
or maintaining a login history. We denote this computation by p; = min{u(x',k?,;),1}.

For honeyword-generation algorithms that use an input-independent model, we compute

ud(x', ks, ;) as:!

K90 i WSWoR
W, k) o § oot T VSR W)
,B@ if Bernoulli,

where 6g = max, ¢y G(x"), i.e., the maximum probability assigned by G to any candidate
password in X. For honeyword-generation algorithms that use an input-dependent model,

we compute u9 (x', k%, ;) as:

ki 6
ud (', kf, ry) < § oot (et if WSWoR, (4.13)
Br=5- if Bernoulli,
g
where g = max,» yney Gy (x"), ie., the maximum probability assigned by G over all

conditioning passwords and candidate passwords in X'. For the WSWoR case, positivity of
u9(x',kz,r;) requires 1 — (k! +r;)0g > 0. This can be enforced by capping the maximum

probability assigned by G at a sufficiently small value (see Sec. 4.4.2.2) and requiring the

I Because G is input-independent in this case, we omit its conditioning argument when writing G(x) to
avoid confusion that the computation of ud(x/, k;,r;) depends on x;.
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user to reset her account when r; grows too large. We prove in Sec. 4.3.3 that computing p;

using Eq. (4.12) or Eq. (4.13) enforces p; > ps.

In addition, we estimate g; based on the previous measurements of Y1, Y, ..., Y;_1, before

we observe Y;. Let g; denote the estimation of ;. We apply a simple estimator and restrict

the estimation to the most recent W login-attempt data (i.e., Yiaxf—wy, Ye-w+1, - -+, Yi-1)-

This is because those earlier login-attempt data might follow the “pre-change” distribution,

whereas more recent login attempts, if under the “post-change” distribution, would provide

more information on the breach attacker’s evolving strategy. As such, we estimate q; (for

t > 1) with Laplace smoothing as

t—1
% t'=max{t—W,1} Yy +1

T Tmin{t LWy 12 (4-19)

Based on these constructions, we design our breach-detection algorithm as:

)

Initialization: We set Mg < 0, n* < oo, and q] < % Foralli =1,...,n, we set

k;k — kl' and r; < 0.
Update: When the f-th incorrect login attempt (with user ID i and password x’)
arrives, we measure Y; by Eq. (4.6). We compute p} < min{u¥(x/,k},7;),1} and

M; + max{Mt_l, wt} . It(Yt) where

1—mix{q2‘,p?} ifY, =0
7P* 4
pi b=
and wy < (H‘Z)(llrI:W Finally, we increment r; < r; + 1, and if Y; = 1, we decrement
ki < ki —1.

Termination: If M; > %, we stop the detection algorithm and declare that the
credential-database breach has happened, i.e., we set n* as the time step t when we
stop. Otherwise, we continue, set q;,; by Eq. (4.14), and wait for the next incorrect

login attempt.

We present the pseudocode of our credential-database-breach detection algorithm in Alg. 2.

Although our detection algorithm does not achieve the optimality of detection delay due to
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Algorithm 2 Breach-detection algorithm

Input: Password generative model G, window size W, and the false-detection bound «.
1: n* < oo;

2: My« 0;

3: 1+ 0;

4 0] < 3

5 fori=1,2,...,ndo

6: kl* — k;;

7. 10

8: end for

9: while n* = oo do

10:  if an incorrect login attempt (with user ID i and password x’) arrives then
11: t—t+1;

12: pi < min{u¥(x', k;,1;),1};

13: ri<—ri+1;

14: if x' € H then

15: Y+ 1;

16: ki ki —1;

17: else

18: Y; < 0;

19: end if

20: M; « max{M;_1,w:} - I;(Y:), where I;(Y;) is defined by Eq. (4.15) and w; <

(t+2)(112(2t+2))2;

21: if M; > % then

22: n* <t
23: else

24: Estimate q;,; on Yoaxt—w11),-- - Yo
25: end if
26:  end if

27: end while
Output: n*

its need to use an upper bound on p; and to estimate gy, it still achieves a provably bounded
global false-detection rate. We will prove false-detection guarantee in the next section (i.e.,

Sec. 4.3.3).
4.3.3 Guarantee on False Detection

We first prove that computing p; = min{u9 (x', k¥, 7;), 1} where u9 (x', k%, ;) is computed
using Eq. (4.12) or Eq. (4.13) enforces p; > p:. After establishing this bound, we present

several necessary propositions that form the foundation for our main proof regarding the
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false-detection rate.

Proposition 1 (Upper-Bounding p;). Setting p; = min{u¥(x',k?,r;), 1} where u9(x', kt, ;)
is computed by Eq. (4.12) when G is input-independent or Eq. (4.13) when G is input-dependent,
for all t, we enforce that:

pt < pi- (4.16)

Proof. Consider the t-th incorrect login attempt, which uses user ID i and password x’.
In this proof, it suffices to consider the case where x’ ¢ C;, because when x’ € C;, we
have p; = 0, and thus any p; (including p; = min{u9(x',k?,r;),1}) trivially upper-bounds
pt. When the honeyword-generation algorithm is the Bernoulli-sampling one, by Eq. (4.5),

Eq. (4.9), Eq. (4.11), and 6 = max,» ynex Gy (x"), we have:

_ g 9u(x) G (x) 0
PP G ) SP T SPTo ey

(4.17)

Because p; is a probability, we also have p; < 1. Therefore, when we set p; = min{u9(x’,k?,r;),1}
and u9(x', k¥, r;) is computed by Eq. (4.12) when G is input-independent or Eq. (4.13) when

g is input-dependent, we enforce that p; < p;.

When the honeyword-generation algorithm is the WSWOoR one that generates H; through

k; successive draws without replacement, according to Eq. (4.9) and Eq. (4.10), p; is the
probability that x’ is selected in one of the remaining k; draws without replacement con-
ditioned that the user password is x; and the candidate selection space is X'\ ({x;} UC;).

We use (),_; to denote the set of passwords that are selected at the first 2 — 1 remaining

draws. We have:

ki

pr=Y P(x' & Q1 |x;,C) (4.18)
a=1

x IP(x' is selected at a-th draw | x’ & Q,_1, x;, C;) (4.19)
5

< Y IP(x'is selected at a-th draw | x" ¢ Q,_1,x;,C;) (4.20)
a=1
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Here we have:
IP(x' is selected at a-th draw | x" & Q,_1,x;, C;) (4.21)

gxi(x/>

= . 4.22
1- gxi(xi) - Zx”eﬂaq gxi(x/l) - Zx”eCi gxi(x//) ( :

Because Gy, (x;) < 0g, Yreq, , 9 (x") < (a—1)8g, Yyec, Gx(x") < 1ifg, and we can

enforce 1 — (a +r;)0g > 0 as described in Sec. 4.3.2, we have:

IP(x" is selected at a-th draw | x" ¢ Q,_1, x;, C;) (4.23)
G (x')

= ! 4.24

1= Gu (%) — Lwren, , 9 (%) — Lrec, G () (424
!/

< Guld) (4.25)

1—(a+r)bg
As such, we have:
&
pr <) P(xis selected at a-th draw | x’ ¢ Q,_1,x;, ;) (4.26)

a=1
k* k*
: Gy, (x') : bg

< L < . 4.27

_’1:211—(H+7i)9g_[;1—(a+i’i)9g (4:27)

Because p; is a probability, we also have p; < 1. Therefore, when we set p; = min{ug (x,kF,ri),1}
and uY (x’,k, ;) is computed by Eq. (4.12) when G is input-independent or Eq. (4.13) when

g is input-dependent, we enforce that p; < p; in this case. O

Proposition 2. Let I;(Y;) computed by Eq. (4.15). For any t, by enforcing p; < pj;, we have:

Ep [L(Y;) | Yi,...,Y,4] <1 (4.28)
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Proof. According to Eq. (4.15) and Eq. (4.7), we have:

Ep [L(Y:) | Y, ..., Y] (4.29)
=L(Y;=1)- IPP(Yt =1 ‘ Yl,Yz,...,Yt,l) (4.30)
+I(Y;=0)- le(Yt =0 ‘ Yl,Yz,...,Yt_l) (4.31)
_ max{q*t, Pt}pt + 1- max{q*t,pt } (1-pr) (4.32)
Pt 1—p;
max{qg;, v} 1 — max{g}, v} 1 —max{qg}, p;
= {‘7*1} pi} . . _{‘7: pt})PH’ . _{q*t pi} (4.33)
P: Pt Pt
_ max{%rpi} *_ P: 4 1- max{q:,pt }, (4.34)
(1—pi)p: 1—pi

which is linear in p;. By enforcing p; < p;, we have % > 0, and thus it is
t/ Pt

maximized at 1 that occurs when p; = p;. In other words, we have:

max{qi, pi} —pi, 1= max{ai,pi} _ g (4.35)
(1-p))pi 1=py

which makes our proof. O

Proposition 3. Let G be a discrete random variable and let Y1,Y5, ..., Y;—1 be random variables

taking values in {0, 1}. We have:

Ep[G] = Ep[Ep[G | Yi,...,Yi1]]. (4.36)

78



Proof.

Ep[Ep[G| Yy, ..., Y]] (4.37)
=Y Y EpG|Yi=y1,..., Y1 = Y]
n Yi-1
xPp (Y1 = 1, .-, Yie1 = yi_1) (4.38)
=Y Y Y ePp(G=g|Yi=vy1,.... Vi1 = yi1)
Vi oy 8
xPp(Yr=vy1,..., Y41 =Yt_1) (4.39)
= ;gﬂ’z’ (G=¢g) (4.40)
— E»[G]. (4.41)

O]

Proposition 4. Let G be a discrete random variable and let Y1,Y>, ..., Y;—1 be random variables
taking values in {0,1}. For any t' < t, we have:

Ep[G|Yi,...,Yv 1] =Ep[Ep[G | Ya,...,Yia] | Ya,..., Yu_q]. (4.42)

Proof. Given thatY; =11,...,Yy_1 = ypy_1, we have:

IEp [IEp [G | Y1, .o -/thl] ’ Yl =Yi,... ,Yy,l = ]/t’fl] (443)
=Y Y Ep[G|Yi=y1..., Vi1 = Y]
Yy Yr-1
Yy =vyp,..., | Y1=V1,...,
x P 4.44
P(Yt—1 =Yi1 | Yy1= ]/tu1> (4.44)

:Z ZZg]PP(G:g ’ Yl :yll...,Yt,1 :ytfl)

Yy Y1 &
Yt’:yt’l"~/ Y1:y1/-~~/
x P 4.45
p<Yt—1 =Y | Yy 1= yt'71> (4.45)
=Y gPp(G=g|Yi=y1,..., Yy_1 =Yr 1) (4.46)
8
= IEp [G | Y1 =Yi,.-- ,Yt/,1 = ]/tuﬂ . (447)
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Proposition 5. Let G be a discrete random variable, let Y1, Y5, . .., Y;_1 be random variables taking
values in {0,1}, and let f(Y1,...,Y;—1) be a function of Y1, ..., Y;—1. We have:
Ep[G-f(Ye,....Y—1) | Y1,... . Yea] = f(V1,..., Vi) Ep [G | Y1,..., Yi4] (4.48)

Proof. GiventhatY; =y1,...,Y;—1 = y;—1, we have:

Ep(G-f(yi,--- ye—1) | Yi =1, Y1 = Yi—1] (4.49)
=Y &f -y )Pp(G=g | Yi=y1,.... Y1 =y 1) (4.50)
I3
=fy, - y-1) ) 8Pp(G=g | Yi=y1,.... Yic1 = Y1) (4.51)
8
= f(yl, .. .,yt,1)1Ep [G ‘ Yl = yl, .. .,Yt,1 = ytfl] . (452)
]

We use false-detection rate to quantify false alarms of our breach-detection algorithm.
False-detection rate is the probability that the detection time of the breach-detection algo-
rithm is finite (i.e., it declares a credential-database breach) under the “pre-change” distribu-
tion. Equivalently, it is the probability that the algorithm ever raises a breach detection over
the infinite login attempts during its entire execution, when no credential-database breach

happens. We have the following theorem on the false-detection rate of our method:

Theorem 6 (False-detection rate). By enforcing qi > pj for all t, the false-detection rate of our
breach-detection algorithm is upper bounded by «. In other words, when no credential-database

breach happens (i.e., under the “pre-change” distribution P), we have:
Pp (n* < 00) < a. (4.53)

Proof. First, since M; = max{M;_1,w;} - I;(Y;) and My = 0, we have:

M, = max w I/Y/ 4.54
e} ttl,—[tt ) (459)

Moreover, we have:

3

max }thIt/ Yy) < Z H v (Yy), (4.55)

te{1,...n* i =
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which implies:

n* n* n* n*
IEP I:Mi’l*:l S ]E:p Z (,Ut H It/ (Yt/> = Z (Ut]:EP H It/ (Yt/> (456)
t=1 =t t=1 t=t
By Prop. 3 where the discrete random variable G is H;’,*:t Iy (Yy), we have:
n* n*
Ep Ir(Yy)| =Ep |Ep |[TIr(Ye) | Yaua ||, (4.57)
V=t =t

where Yi.; 1 represents Y7, ..., Y;_1. Using Prop. 4 where the discrete random variable G
is Hf/*:t I (Yy ), we have:
n*—1

H It’(Yt’) ’ In*(Yn*) ‘ Y11

t'=t

n*
[T1:(Ye) | Yo

t'=t

Ep =Ep |Ep | Y11 (4.58)

By Prop. 5 with the discrete random variable G being I« (Y;~) and H'f,:tl Iy (Yy) is a func-

tion of Y7.,+_1, we have:

n*
Ep [[TIr(Yr) | Y1 (4.59)
b=t
i n*—1
=Ep |Ep | [ Ir(Ye) - I (Yue) | Yisweoa | | Yaia (4.60)
p=t
[n*—1
=Ep | [] Ir(Ye) - Ep [Li- (YVr) | Yine—1] | Y11 (4.61)
=t
By Prop. 2,
Ep [Li (Ye) | Yo 1] < 1. (4.62)
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Therefore,

Ep

n*
[T1(Ye) | Yaie—a

t'=t

‘ Yl:tfl

=Ep |Ep

n*—1

H It’(Yt’) : In* (Yn*) ’ Yl:n*fl

t'=t

U (Y ) | Yipe—1] | Yaie—1

Iterating this argument backward down to t and by Prop. 2, we obtain

Therefore,

Since Wt = (a2

< Ep[L(Ys) | Yi4-1] < 1.

n*
1L (Ye) | Yo

t=t

Ep

n [ n*
< wilEp H It’(Yt’)
| t'=t

ﬁ In(Yy) | Yl:tl”

=) wiEp |Ep
bt

In2 >, we have:
- In2

ErIMr] < Y )t +2))2

~

nt2 In2
& t(Int)?

</oo 2,
2 t(lnt)2

(4.63)

(4.64)

(4.65)

(4.66)

(4.67)

(4.68)

(4.69)

(4.70)

(4.71)

(4.72)

(4.73)

(4.74)



Finally, because M; is non-negative for all ¢, we prove:

Pp (n* < o) = Pp (Mn* > i) (4.75)
< wa-Ep [M;] (4.76)
<, (4.77)

where the equality comes from the definition of n* that n* = inf{t € {1,2,...} : M; > %}

and the first inequality comes from Markov’s inequality [99, p. 44]. O

We emphasize that the false-detection rate we consider is a global false-detection rate.
In addition, as we have mentioned in Sec. 4.3.2, the “pre-change” distribution P captures
all system behaviors when no credential-database breach occurs, including potential false-
alarm attacks. Therefore, this bound ensures that, regardless of the number or assumptions
of false-alarm attacks, the probability that the breach-detection algorithm ever raises a false

detection remains provably bounded.
4.4 Experiments

In this section, we empirically evaluate the robustness of our method against false-alarm
attacks and its performance on detecting credential-database breaches under a wide range

of attacks.

4.4.1 Attack Strategies
4.4.1.1 False-Alarm Attack

As mentioned in Sec. 4.2.1, we assume that the false-alarm attacker knows 1) a subset
of user passwords {x;}ica (e.g., by registering accounts at the site) and 2) the honeyword-
generation algorithm (i.e., the password generative model G) and the breach-detection al-
gorithm used by the site. To falsely launch the site’s alarm, the attacker tries an ordered
sequence of login attempts denoted as F = (Fl,Fz, . ), where each attempt Fj, is a pair of
user ID F,.ID € {1,2,...,n} and password F,.PW € X. The attack is subject to the follow-
ing constraint: the maximum number of false-alarm attacker’s login attempts per account
is bounded by 7, i.e.,, [{F, |b=1,2,---AF.D =i}| < 9,V¥i = 1,2,...,n. Considering a
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breadth-first attacker [46, Table 5 |, we set 7 = 10* and |A| = 1,000. We heuristically
design the false-alarm attack by following the previous works (e.g., [61]): For each i € A,
the attacker selects a set O; C {(i,x") | x’ € X \ {x;}} by solving
O; <—argmax Y Gy (x').
O;:|0i|=v  (ix")e0;
Then he takes the union by O < [J;ca O;, sorts all attempts in O in a decreasing order

of the password probability assigned by G as an ordered sequence F, and tries the login

attempts in F sequentially.

4.4.1.2 Breach Attack

As introduced in Sec. 4.2.1, we assume that the breach attacker knows 1) the distribution
of user passwords at the site or the passwords from the same users at other sites, and 2)
both the honeyword-generation algorithm and the breach-detection algorithm used by the
site. We denote the knowledge of the distribution of user passwords at the site as By and the
knowledge of the passwords from the same users at other sites as B,. Under By, we further
denote the set of passwords from the user i at other sites as U;. B7 is commonly assumed in
prior research on honeywords (e.g., [156, 157]) while 3, represents a substantially stronger
adversarial capability and poses the greatest threat to the honeyword security as indicated
in Chapter 3. Some previous works (e.g., [157]) also considered breach attackers who know
the users’ PII and uses this information to distinguish user passwords from honeywords.
This type of adversarial knowledge could be subsumed by B, because the passwords from
the same user at other sites might embed the user’s PII.

We denote the breach attacker’s login-attempt sequence as B = (B, By, ... ), where each
login attempt is a pair of user ID and password. B is subject to the following constraint:
for each i = 1,2,...,n, at most ¢ login attempts in B are on account i. We set v = 10%.
We consider two types of breach attackers: 1) a naive attacker who restricts login attempts
to sweetwords only, i.e., B,.PW € Sp,p for all b, and 2) an adaptive attacker who tries

both sweetwords and passwords outside the corresponding sweetword sets with the goal of
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evading or mitigating the site’s breach detection.

Naive breach attacker: We design two heuristic attack strategies for a naive breach attacker:
1) likelihood-based greedy strategy and 2) reward-cost-ratio-based greedy strategy. The
likelihood-based greedy strategy prioritizes the sweetwords with higher estimated likelihoods
of being user passwords. It was originally proposed by Wang et al. [156] under B; and we
adapt it here to operate under B,. It proceeds as follows:
1) Initialization: The breach attacker initializes the sequence B <— () and assigns a
likelihood [;j to each s;; € Uy Sy. Here I;; refers to s; ;’s likelihood of being the user

password. He estimates

Pp, (s,-,]-) [T P (Sl-/]-NGHj | sj/]')
li L Z]-/ ]PBl (S,-,]'v/) Hj//#// P (Si,]-//EHi | S,-,j/)
/] max{sim(s; j,x )}x’eui if B
- 1
L., o, max{sim(s, )} vy, >

if By,

where IPg, (si,]-) is the probability that s;; is the user password under the knowledge of
By, l[’(si,]-// € H; ‘ si,j) is the probability that s; ; is a honeyword conditioned that s;;
is the user password, and sim is a password similarity metric (which we will introduce
in Sec. 4.4.2.3).

2) Greedy selection and update: At each step b, he selects an (i, sl-,j) by solving arg max; i li
and tries (i,s;;) as By for login attempt. He updates B < B || (By) and [;; < 0. If
(i,8i) succeeds (i.e., s;; = x;), he updates [;y <= 0 for all s;» € S;\ (S; N {By.PW |
b'=1,...,b ABy.ID = i}) since no further guesses for this account are needed; Oth-

. . .. 1. . L
erwise, he renormalizes the remaining likelihoods for user i as li,j/ 1
L]

The reward-cost-ratio-based greedy strategy accounts for both the expected benefit and
the expected detection risk of a login attempt, and prioritizes sweetwords with higher reward-
cost ratios. Here the reward of a sweetword refers to its likelihood of yielding access permis-
sion (i.e., the probability that it is the user password), while the cost of a sweetword refers
to the expected increment to the detection statistic M; induced by a login attempt using

that sweetword. Specifically, a login attempt using sweetword s; ; either succeeds (if it is the
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user password) and causes no change to M, or fails (if it is a honeyword) and increments M;

by I;(Y:) with Y; = 1. When s; ; is a honeyword, the induced increment I;(Y;) with Y; = 1is

proportional to g(; 5 if G is input-independent or % if G is input-dependent, according to
L)

Eq. (4.15) and p; = min{ug(si,]-, k7, ri),1} where ug(si,]-, k7, r;) is computed using Eq. (4.12)
or Eq. (4.13). Taking expectation over the attacker’s belief about which sweetword is the
user password, we define the cost of s;; as —(1 —1;;)log G(s;;) if G is input-independent or
—(1— lij)log0g if G is input-dependent where [;; is estimated probability that s;; is the
user password. As such, this greedy strategy proceeds as follows:

1) Initialization: The breach attacker initializes B - () and assigns a likelihood [;; and

a cost ¢;; to each s;; € |; S;. Here

P (s17) Ly P (5,0 H | 517)
i Z]-/ ]PBl (Si,]'-/> Hj”#/" ]P(SI-J-//H,- | S,-,]-/)
/] maxqsim(s; j,X') ey, if B
e 1
I, max{sms, v >

if By,
l

o —(1—1;;)logG(s;j) if input-indep. G,
K —(1—1;j)logfg if input-dep. G.

L

2) Greedy selection and update: At each step b, he selects an (i, si,]-) by arg max; éll—fj
and tries (7,8;;) as By for login attempt. He updates B <— B || (By) and [;; <- 0. If
(i,5i) succeeds (i.e., s;; = x;), he updates [;y < 0 for all 5;y € S;\ (S; N {By.PW |

Ly

b'=1,...,b A By.ID = i}); Otherwise, he renormalizes [; j < 1%11] Then he updates

the corresponding cost ¢; .
Adaptive breach attacker: The adaptive breach attacker additionally issues login attempts us-
ing the passwords that fall outside the sweetword sets to mitigate the breach detection. Such
login attempts may decrease the detection statistic M;, and can also reduce the estimated
parameter gq;, thereby lowering the increment induced by subsequent honeyword-based lo-
gin attempts. We design two heuristic adaptive breach-attack strategies by modifying the
likelihood-based greedy method and the reward-cost-ratio-based greedy method described

above. Specifically, before attempting a sweetword s; ;, the adaptive breach attacker inserts
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N*kg 71J login attempts using passwords drawn from X \ S;. Note that these auxiliary

attempts are intended solely to suppress the detection statistic but do not aim to obtain

account access.

4.4.2 Experimental Setup
4.4.2.1 The Dataset

The dataset used in our experiments is the i) password dataset [18], which has been
introduced in Sec. 3.2.3.1. The 4iQ) dataset has been widely used in prior research on
password [61, 106, 170], particularly on how password reuse behaviors across sites impact
security [61, 106, 170].

We preprocessed the 4iQQ dataset, as introduced in Sec. 3.2.3.1. After the preprocessing,
the resulted dataset had 195,894,983 password multisets. We split the dataset into three
disjoint subsets comprising 40% 40%, 20% of the data, denoted as Dq, D,, and Ds, re-
spectively. D; was used to train password generative models that the site can leverage to
generate honeywords. D, was used by the breach attacker to train machine-learning models
that can be exploited to distinguish user passwords from honeywords in a breached creden-
tial database. D3 was used to evaluate the performance of our approach. For each multiset
in D3, we randomly selected one password as the user password at the site and treated the
remaining passwords as those used by the same user at other sites. Consequently, in each
experiment, we constructed a set of user passwords at the site of size n, and a corresponding
set of password multisets from the same users at other sites that may be known to the breach
attacker. This setup simulated a scenario in which approximately 43% of users reused their

passwords across sites. We set n = 107 by default.
4.4.2.2 Honeyword Generation

We considered a variety of password generative models as G for honeyword generation.
As discussed in Sec. 4.1.2, these models can be broadly categorized into input-independent

and input-dependent models. Each category can be further divided into machine-learning-

based models and heuristically constructed models. We trained these machine-learning
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models on Dq. In our experiments, we evaluated the following password generative models.
Our criteria for selecting these password generative models were threefold: (i) the models
are representative and widely used in prior research on honeyword generation [61, 69, 157],
(ii) they are compatible with WSWoR or Bernoulli sampling, and (iii) their code is publicly
available.
¢ Input-independent, machine-learning models: These models learn a password distri-
bution from a (publicly available) password dataset, e.g., list model [157], PCFG [167],
Markov model [41, 90], RNN [96], and their combinations [157]|. Since these models
have been shown to achieve comparable performance in honeyword generation [61,
157], in our experiments we focused on three representative choices: the PCFG model,
the Markov model, and the RNN model. We denote these three models as pcfg, mkv,
and rnn respectively.
¢ Input-independent, heuristically constructed models: We considered a random gen-
erator, denoted rgm, that assigns an equal probability to every password in the set
Xp, C X. Here Xp, represents the set of distinct passwords appearing in Dj. The
random generator has been used in prior work on honeyword generation, e.g., Bernoulli
Honeywords [160]. However, unlike our setting, Bernoulli Honeywords samples from
the entire password space X', rather than restricting to the subset Xp,.
¢ Input-dependent, machine-learning models: These models learn patterns of partial
password reuse across different sites from a (publicly available) password dataset.
They leverage deep neural networks to transform a password into a similar one. In
our experiments, we considered the password-to-password model [106] denoted as ptp.
Although there are recent works proposing improved models for password reuse mod-
eling (e.g., [158]), we did not apply them in honeyword generation in our experiments,
due to the unavailability of their implementation code.
e Input-dependent, heuristically constructed models: We considered the chaffing-by-
tweaking method (denoted as cbt), introduced in the original honeywords paper [69].

This method generates honeywords by randomly replacing the last several characters
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of the input password. In other words, it assigns equal probability to all passwords

that can be obtained by tweaking the input password.
We have introduce these password generative models in details and how we trained them
in Sec. 3.1. After training PCFG, Markov, and RNN, we capped the maximum probability
assigned by these models at 3 x 107 (i.e., 6 = 3 x 107%). After the training of the
password-to-password model, we capped the maximum probability assigned by the password-
to-password model at 1078 (i.e., 0 = 1078). In our experiments of implementing chaffing-
by-tweaking model, we adapted the original method to randomly modify characters so that
the number of possible candidates generated from any given password is at least 94* — 1
(i.e., 78,074,895). This ensures that the maximum probability assigned by the chaffing-by-
tweaking model is less than 1.3 x 1078 (i.e., 6 = 1.3 x 1078). All these steps ensure that
p; remains sufficiently small, so that observing Y; =1 (i.e., a honeyword attempt) yields a
sufficiently large increment I;(Y}) to effectively increase the test statistic M;.

In our experiments, we implemented our honeyword-generation algorithm using the
password generative models described above. As our default, we implemented a WSWoR
method with k; = 9 for all users, using password generative models from the following
categories: input-independent, machine-learning; input-dependent, machine-learning; and
input-dependent, heuristically constructed. We also explored how the choice of k; in WS-
WOoR impacts the performance of our approach, in Sec. 4.4.3. For the Bernoulli-sampling-
based method, we used the input-independent, heuristically constructed model (i.e., the
random generator), since independently sampling passwords with heterogeneous probabili-
ties is costly. We set the probability of independently selecting each password as honeyword

to 1077 in this Bernoulli-sampling-based method.

4.4.2.3 False-Alarm Attack and Breach Attack

We implemented the false-alarm attack and breach attack by using the strategies de-
scribed in Sec. 4.4.1. For false-alarm attack, we randomly sampled 1,000 indices from

{1,2,...,n} without replacement as A. For breach attack, we estimated Pg, (x’) using
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Table 4.1: Summary of password generative models used in our experiments.

. Sampling
Notation Model WSWoR  Bernoulli
pcfg Probabilistic context-free grammar 4 X
mkv Markov model v X
rnn Recurrent neural network v X
ptp Password-to-password model v X
cbt Chaffing-by-tweaking model v X
rgm Random generator X v

the dataset D/2 that was obtained by taking the multiset union of all multisets in D;,. Specif-

ically, following prior work (e.g., [157]), we estimated Pp, (1) as:

wm(x) e ¢ D!
’ 27
Py (¥) 8 2
e if x % DZ’
D

where num(x’) is the number of occurrences of x’ in D,. In addition, under B,, we define
the password similarity metric sim as the cosine similarity between the embeddings of two
input passwords, i.e., sim(x’, x”) = cos(embed(x’), embed(x”)) where embed is a deep neural
network that learns the embeddings of passwords and cos denotes cosine similarity. We
followed the previous works (e.g., [23, 61]) to train embed on Dy, which has been introduced

in Sec. 3.2.2.

4.4.2.4 Breach Detection

We implemented the breach detection algorithm by setting the inputs as W = 2 x 10*
and & = 107 (such that the expected annual cost due to false alarms for a site is bounded by
tens of dollars, given that the average cost of breach detection and escalation in 2025 is $1.47
million [63, p. 12]|) by default. We also explored different options of W in our experiments

to study its impact on the performance of our approach, in Sec. 4.4.3.

4.4.2.5 Evaluation Metrics

We used number of compromised accounts (NCA) and true-detection rate (TDR) to the

evaluate the performance of our approach. NCA is the number of the accounts that a breach
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attacker can access (i.e., by successfully distinguish the user passwords from honeywords)
before our breach-detection algorithm detects the breach. TDR is the percentage of exper-
iments where our breach-detection algorithm detects the breach under the breach attack.
A smaller number of compromised accounts and a higher detection success rate indicate a
better performance of our approach.

4.4.3 Experimental Results
4.4.3.1 Robustness Against False-Alarm Attacks

In our experiments of evaluating the performance of LeakSentinel under the false-alarm
attacks (defined in Sec. 4.4.1.1), no false detection was triggered over 20 trials in each setting
under the false-alarm attacks, which empirically confirms the bounded false-detection rate
of LeakSentinel (i.e., a = 10_5). We emphasize that although, in our experiments, we
configured the false-alarm attackers with the capability to compromise |A| = 103 users and
perform up to v = 10* login attempts per account, the provably bounded false-detection
rate of LeakSentinel holds without any assumptions on the number of false-alarm attackers

or their capabilities, as formally proved in Sec. 4.3.3.

Table 4.2: Empirical false-detection rates (number of detections / 20 trials) of LeakSentinel
under false-alarm attacks for different tr. tr is the time state t of the breach-detection
algorithm when the false-alarm attacker started his login attempts.

tr 0 108 10° 100 10"

pcfg  0/20 0/20 0/20 0/20 0/20
mkv  0/20 0/20 0/20 0/20 0/20
mn  0/20 0/20 0/20 0/20 0/20
ptp 0/20 0/20 0/20 0/20 0/20
cbt  0/20 0/20 0/20 0/20 0/20
rgm  0/20 0/20 0/20 0/20 0/20

4.4.3.2 Detecting Breach Attacks

Under naive breach attack strategies: We present the detection results of LeakSentinel under
the naive breach attack strategies (defined in Sec. 4.4.1.2) in Fig. 4.1. As shown in Fig. 4.1,

the changepoint v at which the breach attackers started his login attempts had minimal im-
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pact on the detection performance of LeakSentinel: a larger v slightly delayed the detection.
Under knowledge B4, using ptp or cbt as G in LeakSentinel yielded the weakest detection per-
formance when the attacker used the likelihood greedy strategy or reward-cost-ratio greedy
strategy. In these cases, a minimum of NCA =~ 1.1 x 10° (i.e., 11% of users) was required to
reach a 20/20 DSR. This is because these two models generate honeywords by tweaking user
passwords. Consequently, for those accounts using passwords that are popular (i.e., those
having high probabilities under By), the generated honeywords were less likely than the user
passwords, making them easier for the breach attacker to distinguish. In contrast, under
B, rmn achieved the best detection performance among all password generative models con-
sidered in experiments, requiring only NCA = 1 to reach a 20/20 DSR when the breach
attacker applied the likelihood greedy strategy or reward-cost-ratio greedy strategy. Leak-
Sentinel using pcfg or mkv also achieved strong detection performance under these settings:
it required NCA < 152 to reach a 20/20 DSR.

The knowledge B, posed a stronger threat to LeakSentinel when it used pcfg, mkv,
or rnn. Specifically, when LeakSentinel employed pcfg, it exhibited the weakest detection
performance under the reward-cost-ratio-based greedy strategy, requiring a minimum of
NCA =~ 2.4 x 10° (i.e., 24% of users) to achieve a 20/20 DSR. Nevertheless, this outcome
remained reasonable given that approximately 43% of users in our experiments reused their
passwords across sites. Using the same attack strategy, LeakSentinel with rnn needed at least
NCA = 3.5 x 10* for a 20/20 DSR, which is 3.5 x 10* times larger than that required under
Bi. In contrast, LeakSentinel with ptp, cbt, or rgm achieved better detection performance
under B; than under 1. This is because ptp and cbt that randomly tweak the user password
generate honeywords similar to the user passwords, while integrating rgm into Bernoulli
sampling could produce honeywords similar to the passwords from the same users at other
sites. As such, the breach attacker knowing I3, might mistake honeywords as user passwords
and use them for login attempts, causing LeakSentinel to detect the breach after a few

number (about 50 for ptp, and < 10* for cbt and rgm) of compromised accounts.
Under adaptive breach attack strategies: We present the detection results of LeakSentinel
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under the adaptive breach attack strategies (also defined in Sec. 4.4.1.2) in Fig. 4.2. In
Fig. 4.2, we also observe that the changepoint v when the breach attackers started his login
attempts had minimal impact on the detection performance of LeakSentinel. Compared
with naive breach attack, the adaptive attack is more effective at mitigating the detection
of LeakSentinel, resulting a larger minimum of NCA needed for a 20/20 DSR. However, this
improved evasiveness comes at the cost of a substantially higher number of login attempts
that use the passwords outside the corresponding sweetword sets.

Under B, LeakSentinel with ptp or cbt had the weakest detection performance under the
likelihood-based strategy or the reward-cost-ratio-based strategy. Specifically, LeakSentinel
using ptp yielded a minimum of NCA ~ 2.4 x 10° (i.e., 24% of users) for a 20/20 DSR,
while LeakSentinel using cbt required NCA = 2.7 x 10° (i.e., 27% of users). In contrast,
LeakSentinel with rnn achieved the best detection performance against adaptive attacks
when the attacker was equipped with B;. Specifically, under both the likelihood-based greedy
adaptive strategy and the reward-cost-ratio-based greedy adaptive strategy, LeakSentinel
with rnn detected the breach with a 20/20 DSR after only a single compromised accounts.

Similar to the naive breach attack scenarios, By posed a strong threat to LeakSentinel
using pcfg, mkv, or rnn. Specifically, when LeakSentinel used pcfg, mkv, or rnn with WSWoR,
it yielded a minimum of NCA ranging from 1.9 x 10° (i.e., 19% of users) to 4.3 x 10° (i.e., 43%
of users) required to reach a 20/20 DSR. Nevertheless, these outcomes remained reasonable
given that approximately 43% of users in our experiments reused their passwords across
sites. In contrast, LeakSentinel using ptp with WSWoR, achieved the best performance in

this setting: it achieved a 20/20 DSR after 65 accounts were compromised.

Takeaways: LeakSentinel instantiated with different password generative models achieved a
100% DSR once the breach attacker exploited a sufficient number of accounts, which ranged
from a single account to 43% of accounts depending on the attack and model. Our eval-
uations showed no password generative model when employed in LeakSentinel consistently
outperformed others across all breach attack strategies. Under breach attacks equipped with

By, LeakSentinel using an input-independent, machine-learning model (e.g., pcfg, mkv, or
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rnn) generally achieved stronger detection performance than alternatives. In contrast, under
breach attacks equipped with By, LeakSentinel using an input-dependent model (e.g., ptp or
cbt) required a smaller minimum number of NCA to reach reliable detection. These results
suggest a trade-off between model types under different attacker knowledge assumptions.
Designing and selecting password generative models to be used in LeakSentinel that remain

optimal across diverse threat models is an important direction for future work.
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FIGURE 4.1: TDR of LeakSentinel under naive breach attack.

4.4.3.3 How Detection Performance Scales with n

In our experiments, we set the number n of users as 10”7 in the default setting. In
this section, we study how the detection performance of LeakSentinel scales with n. We
considered n € {10%,10%,10%10°}. We report the results in Fig. 4.3 and Fig. 4.4. As

shown in Fig. 4.3 and Fig. 4.4, LeakSentinel consistently achieved a 20/20 TDR under all
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FIGURE 4.2: TDR of LeakSentinel under adaptive breach attack.

breach attack strategies once the breach attacker attempted to exploit a sufficiently large
fraction of users, even when n was small (e.g., n = 10%). For example, at a site with

= 103, LeakSentinel in all cases achieved a 20/20 TDR after more than 596 accounts
(i.e., = 60%) were compromised, when the breach attacker applied the adaptive attack
strategies. Our study considering a small 7 also simulated scenarios in which the breach
attacker compromised the credential database of a large site but recovered the plaintexts of

sweetwords for only a small fraction of accounts.

4.4.3.4 The Impact of k; in WSWoR

We study how k; in a WSWoR honeyword-generation algorithm impacts the detection
performance of LeakSentinel. In this study, we considered k; € {9,19,49,99}. We set
n=10* W = 2 x 10* and a« = 107°. We report the results in Fig. 4.5 and Fig. 4.6. As

shown in Fig. 4.5 and Fig. 4.6, increasing k; often reduced the minimum number of NCA
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required to achieve a 20/20 DSR. However, this trend was not consistent across all settings.
For example, under an adaptive breach attack using likelihood-based strategy equipped with
knowledge B, LeakSentinel using pcfg needed fewer compromised accounts for a 20/20 DSR
when k; was larger. In contrast, under the same attack, LeakSentinel using mkv required
a larger minimum of NCA if we increased k;. This is because setting a larger k; makes it
harder for the breach attacker to distinguish the user passwords from honeywords but it
also reduces the induced increment (i.e., I;(Y;) with Y; = 1). Moreover, a larger k; increases
the storage cost. Therefore, although site could choose a large k; to potentially reduce the
number of NCA required for successful detection, we recommend setting k; = 9 as a practical

choice that balances detection effectiveness and storage cost.

4.4.3.5 The Impact of W

We study the impact of W on the performance of LeakSentinel of detecting breaches.
In this study, we considered n = 107, and set k; = 9 across users when using a WSWoR
honeyword-generation algorithm and a = 107°. Note that the choice of W does not affect
the false-detection guarantee of LeakSentinel. We considered W € {2 x 10%,2 x 103,2 x
10%,2 x 105} where W = 2 x 10* is our default. We report the results in Fig. 4.7 and
Fig. 4.8. As shown in Fig. 4.7 and Fig. 4.8, selecting a smaller W slightly improved the
detection performance under the naive breach attack but degraded the performance under
the adaptive breach attack. Conversely, setting a larger W slightly improved the detection
performance under the adaptive breach attack but degraded the performance under the

naive breach attack.

4.4.3.6 Summary

LeakSentinel equipped with different honeyword-generation algorithms achieved a 20/20
TDR under all breach attacks considered in our experiments, when the breach attacker
attempted to exploit a sufficient fraction of accounts. At the same time, LeakSentinel
guarantees a small, provably bounded global false-detection rate (e.g., 107°) under any

false-alarm attacks. Moreover, the detection performance of LeakSentinel scaled well with
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the number of users n. In particular, LeakSentinel remained effective at detecting breach

attacks even when deployed at sites with a relatively small user base (e.g., n = 103).

4.5 Discussion
4.5.1 Integrating LeakSentinel into Alternative System Designs

LeakSentinel can be integrated into any other system design that can distinguish user
passwords from honeywords at login time, such as ErsatzPasswords [5|. To integrate Leak-
Sentinel into ErsatzPasswords, we apply the WSWoR-based honeyword-generation algo-
rithm to generate a single honeyword for each account. In this system design, the generated
honeyword per account is referred to as ersatzpassword. The site then applies a machine-
dependent function to hash the user password such that its hash value matches that of its
honeyword under the traditional hashing scheme. Subsequently, the site stores the hash
values of user passwords in the credential database and runs the breach-detection algorithm
to monitor the login attempts, following the approach introduced in Sec. 4.3.2. To achieve
our false-detection guarantees, a mechanism that removes honeywords upon use is required.
Since ErsatzPasswords generates only one honeyword per account, the system should require
the user to reset her account whenever her honeyword is submitted in a login attempt, since
no honeyword remains after deletion.

However, LeakSentinel cannot be extended to Lethe [37] or Amnesia [162], as these sys-
tems cannot distinguish user passwords from honeywords at login time. Our breach-detection
algorithm relies on measuring whether an incorrect login attempt uses a honeyword, which
requires knowing whether the submitted credential is the user password or not. To adapt
LeakSentinel to system designs that lack this capability, the breach-detection algorithm
could instead measure whether a login attempt uses a sweetword. Specifically, we would
define: Y =1 if the login attempt uses a sweetword, and Y = 0 if it uses a password outside
the corresponding sweetword set. However, this adapted version has a critical limitation:
pt cannot be bounded, as it could equal 1 when the submitted password is the actual user

password.
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Designing a new honeyword system that is compatible with LeakSentinel while address-
ing the limitations of the existing systems, including honeychecker-based systems, Ersatz-
Passwords, Lethe, and Amnesia, is beyond the scope of this work and remains an important

direction for future research.

4.5.2 Password Generative Model

The honeyword-generation algorithm of LeakSentinel is compatible with any password
generative model that can be applied in either a WSWoR process or a Bernoulli-sampling
process, although its implementation might present some practical challenges. Therefore,
any advanced password generative model proposed in the future could contribute to the im-
provement of LeakSentinel. A promising example of such advanced models is LLM [12, 104,
150]. To integrate an LLM in our honeyword-generation algorithm, its sampling method
must be configured for weighted sampling rather than commonly-used LLM sampling tech-
niques such as greedy search or top-k sampling. However, the computational cost of using
an LLM to generate outputs for millions or billions of accounts at a site presents a significant

practical consideration.

4.5.3 Breach Attacks Targeting Few Accounts

From our experimental results shown in Sec. 4.4.3, considering a site with n = 107 users,
LeakSentinel required a minimum of NCA ranging from 1 to 4.3 x 10° for a 100% TDR of
detecting the breach. In these settings, if a breach attacker stops his attack after com-
promising only a small number of accounts, LeakSentinel may fail to detect the breach.
However, leaked credentials are often traded or shared through underground markets, fo-
rums, and automated services [116, 144]. As additional attackers obtain and exploit these
leaked credentials to compromise accounts at the site, LeakSentinel will eventually detect

the breach.
4.6 Chapter Summary

In this chapter, we proposed the first anytime-valid honeyword framework, LeakSentinel,

that allows a site to detect credential-database breaches while guaranteeing a tunable, prov-
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ably bounded global false-detection rate. It consists of a honeyword-generation algorithm
that is compatible with an arbitrary password generative model and a breach-detection
algorithm that operates online and leverages a sequential statistical test to analyze the se-
quence of incorrect login attempts. Through evaluations of our proposed honeyword frame-
work, we empirically validated its false-detection guarantee and its effectiveness of detecting
credential-database breaches. We thus believe that LeakSentinel provides a useful and reli-

able tool for a site to detect credential-database breaches.
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FIGURE 4.3: TDR of LeakSentinel applied by a site with different n under naive breach
attack strategy.
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FIGURE 4.4: TDR of LeakSentinel applied at a site with different n under adaptive breach
attack strategy.
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different k; (k; = 9 is our default) under naive breach attack strategy.
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FIGURE 4.6: TDR of LeakSentinel using WSWoR honeyword-generation algorithms with
different k; (k; = 9 is our default) under adaptive breach attack strategy.
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FIGURE 4.7: TDR of LeakSentinel with different W (W = 2 x 10* is our default) under
naive breach attack strategy.
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FIGURE 4.8: TDR of LeakSentinel with different W (W = 2 x 10* is our default) under
adaptive breach attack strategy.

105



5. A General Framework for Data-Use Auditing of ML
Models

In this chapter, we target unauthorized data use in training ML models. To address,
we propose a general, proactive method that supports both dataset-level and instance-level
data-use auditing of ML models. Our approach consists of two key components: a data
marking algorithm and a data-use detection algorithm. The data marking algorithm, which
the data owner applies prior to data publication, generates n > 1 distinct marked versions
of a data instance by adding n unique marks (e.g., pixel alterations for images). Each
marked version is carefully designed to preserve the utility of the original data instance
while ensuring that the marked versions are maximally distinct. For the example of images,
we could measure distinction by the distances between their high-level features prepared by
a pretrained feature extractor. This marking process is agnostic to the ML task in which the
marked data might be used (including, e.g., labels). After generating the n marked data,
the data owner publishes only one version, selected uniformly at random, while keeping the
remaining versions secret.

Once an ML model is accessible—even in only a black-box way—any “useful” membership
inference method can be applied to measure the “memorization” score of each marked version,
including the published one and those kept secret. If an ML model has not used the published
marked data instance in training, then the rank of its “memorization” score relative to the
unpublished versions should follow a uniform distribution over {1,2,...,n} since we select
it uniformly at random in the data-marking step. If, instead, the ML model has used the
published marked data item in training, then its rank (based on its score) is more likely to
be high, as the ML model tends to memorize its training data [134]. We develop a novel
sequential method to estimate the summed ranks of the published data. This approach is
anytime-valid, allowing the data owner to adaptively stop querying the audited ML model
at any time while maintaining a controlled false-detection rate.

We study the performance of our data-use auditing method to audit a model for having

been trained on many of a data-owner’s items (“dataset level”) or only a few (“instance level”).
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For dataset-level data-use auditing, we evaluate our method on image classifiers [34, 54, 130]
and foundation models [13, 36, 114, 146]. In the first case, our results on multiple visual
benchmark datasets demonstrate that our proposed framework effectively audits the use of
the data-owner’s data in image classifiers across various settings. Moreover, our proposed
method outperforms the existing state-of-the-art dataset-level data-use auditing methods,
notably Radioactive Data [118] and Untargeted Backdoor Watermark-Clean (UBW-C) [80].
We also investigate adaptive attacks that the ML practitioner might use to defeat our au-
diting method. While our results show that certain adaptive attacks like early stopping
and differentially private stochastic gradient descent (DPSGD) can degrade the detection
performance of our method, they do so at the cost of significantly diminishing the utility of
the model. For the case of foundation models, we extend our evaluation to three types of
foundation models: a visual encoder trained by self-supervised learning [24], Llama 2 [146],
and CLIP [114]. Our results show that the proposed data auditing framework achieves
highly effective performance across all of these foundation models. Overall, our proposed
framework demonstrates high effectiveness and strong generalizability across different types
of ML models and settings, for dataset-level data-use auditing.

For instance-level data-use auditing, which is a more challenging auditing scenario, we
evaluate our method on three types of ML models, namely image classifiers [34, 54, 130],
visual encoders [23|, and vision-language models (Contrastive Language-Image Pretraining
(CLIP) [114] and Bootstrapping Language-Image Pre-training (BLIP) [79] models). In the
case of auditing image classifiers, we conducted experiments to evaluate our method on visual
benchmark datasets under various settings. We empirically demonstrate the applicability
of our method in scenarios where a data owner has only a few data instances (or even
only one) to audit. Additionally, while the state-of-the-art passive instance-level data-use
auditing methods (i.e., membership inference methods) lack formal guarantees on false-
detection rates, we still performed an empirical comparison with these approaches. Our
method showed comparable true-detection rates when our formal false-detection rate was set

to be at the same level as the empirical rates of passive auditing methods. Our advantage
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is particularly evident in practical scenarios where the data owner does not have access
to reference models similar to the audited model. We also examine the effectiveness of
our method against several countermeasures (e.g, preprocessing training data before their
use in model training). Our findings are consistent with those observed in dataset-level
auditing scenarios: while these countermeasures can degrade the detection performance of
our method, they do so at the cost of substantially diminishing the utility of the audited
model. Finally, we extend our evaluation to auditing visual encoders and vision-language
models, further highlighting its uses across diverse ML models.
To summarize, our contributions are as follows:
® We propose a general, anytime-valid framework for auditing data use in machine learn-
ing (ML) models at both the dataset and instance levels. Our method consists of a
data-marking algorithm generating n maximally distinct marked data for each raw
data instance, and a detection algorithm that is built upon membership inference and
a new anytime-valid statistical test that allows continuous accumulation of data-use
evidence through model queries and adaptive stopping while maintaining a tunable
and provably bounded false-detection rate.
® We demonstrate the effectiveness, generality, and robustness of the proposed frame-
work by applying it to audit the use of data in diverse ML models, including image
classifiers, visual encoders, LLMs, and vision-language models, in both dataset-level
and instance-level settings.
Part of this chapter has been published in the 2024 ACM Conference on Computer and

Communications Security [62].

5.1 Background
5.1.1 Threat Model

We consider a data owner and an ML practitioner. The data owner possesses some
data instances that she intends to publish online. For instance, she may share her photos on

platforms like Instagram or post text content on platforms like Twitter. The ML practitioner
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aims to train a useful ML model on a training dataset for a specific task, such as developing
an image classifier for classification tasks or a visual encoder to extract image features for
general computer vision applications.

The ML practitioner assembles a training dataset by collecting data posted online by
data owners, but does so without their authorization. He then trains an ML model on the
collected dataset by a learning algorithm designed for his specific ML task. During training,
he might apply additional techniques (e.g., image preprocessing) to reduce the likelihood
that his unauthorized data use is detectable, while preserving the utility of the trained
model. The model is subsequently deployed online to provide services to customers.

The goal of the data owner is to detect if the model was trained on her data instances.
We have the following assumptions on the data owner’s knowledge and capabilities:

e Knowledge: The data owner is unaware of the specific learning algorithm applied by
the ML practitioner prior to her data publication and she does not have access to the
architecture or the parameters of the deployed ML model. However, after the model
is deployed, the data owner can ascertain the form of the ML model (e.g., an image
classifier) and the format of its inputs and outputs (e.g., the input of an image classifier
is an image while its output is a vector of confidence scores).

e (Capabilities: The data owner can have a black-box access to the deployed ML model.
In other words, she can obtain the output of the ML model by providing her data as
input. Considering a realistic scenario, however, the data owner does not have access
to a large amount of data sampled from the same distribution as the training samples
used to train the deployed model. Consequently, the data owner is unable to train an
ML model similar to the deployed model that could assist her in verifying whether the

deployed model was trained using her data instances.

5.1.2 Data-Use Auditing in ML

Problem definition: We focus on a problem, namely (proactive) data-use auditing in ML,

where a data owner aims to verify if a useful ML model deployed by an ML practitioner uses
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her data in training. To make this concept precise, we define the data-use auditing of ML in

a way that abstracts away the details of the system model. We do so using the experiment

defined in Fig. 5.1. In data-use auditing, there are three stages, namely data marking and

publication, ML model training, and data-use detection:

e Data marking and publication: A data owner has a set of data instances X ~ X of
size | X| = q, where X represents the data distribution from which X is drawn. Prior to
publishing data, the data owner applies a data-marking algorithm mark by (X', X’) «
mark(X), where X’ is the marked version of X that the data owner will publish and X’
is the hidden information that she keeps secret and will use to detect data-use in the
detection stage.

e ML model training: An ML practitioner A assembles his training dataset D that might
include the data instances published by the data owner, i.e., X’ C D. Then he trains an
ML model f on the training dataset by f + A(D).

e Data-use detection: Given oracle (black-box) access to an ML model f, the data owner
applies a data-use detection algorithm detect/ by b’ < detect/ (X’, X’), where b’ € {0,1}.
If b = 1, then the data owner detects the use of her data in the ML model; otherwise,
she fails to detect.

While previous works (e.g., [80, 118, 168|) address dataset-level data-use auditing where

g > 1in Fig. 5.1, our work supports both dataset-level and instance-level data-use auditing,

where the data owner audits the use of an arbitrary number of data instances, including the

extreme case of a single instance, in ML model training.

5.1.3 Design Goals

In this work, we aim to design a data auditing framework for a data owner, which she
can apply to detect the ML practitioner’s use of her data. We have the following design
goals for the proposed data auditing framework:

e Effectiveness: The main goal of the proposed data auditing framework is to detect the

unauthorized use of data in ML model training. When the published data is used,
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. AUDIT-b /
Experlment EXth,mark,detect (‘A/ q,m )

X ~ X such that | X| =¢q
(X', X") + mark(X)
D' ~ X such that [D'| =m' and X'ND’' =@
ifb=1
then D < D' U X’
else D < D’
f + A(D)
b detect/ (X', X)
return b’
TDRX,mark,deteCt(Al q, m/)d:ef][) (ExptzA\’I,Jr]zIaT';detect (‘A’ q, m,) = 1>

def g
FDRX,mark,detect<Al q, ml) =P (Expt}?glaTrk?detect(A/ q, m/> = 1)
FIGURE 5.1: Experiment on data-use auditing in ML and measures on true-detection rate
and false-detection rate.

the proposed method should successfully detect the use of the owner’s data. More
specifically, the detection success rate (i.e., the probability of successfully detecting the
data use) should grow with the amount of the owner’s data that the ML practitioner
uses in training.

¢ Quantifiable false-detection rate: When the ML practitioner does not use the owner’s
data, then detection should occur with only a quantifiable probability (e.g., < 5%).
Such false-detection rate guarantees that if the ML practitioner does not use the data
owner’s data, then the risk of falsely accusing him is small and quantifiable. In other

words,

P (Expty pmorcdetect (A, 0, 1') = 1) < a,

where « is a pre-defined small value, bounding the false-detection rate.

e Generality: Once the data owner publishes her data online, the ML practitioner might
collect them, label them if needed, and use them in the ML-model training for his
designed ML task. The generality goal is that the algorithm applied prior to data
publication (i.e., the data-marking algorithm, introduced in Sec. 5.2.1) should be ag-
nostic to the data labeling and the ML task, and that the proposed data auditing

framework can be applied to effectively audit data in any type of ML model (e.g.,
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image classifier or language model).

e Robustness: Once the ML practitioner realizes that the data auditing method is ap-
plied, he would presumably deploy countermeasures or adaptive attacks to defeat the
data auditing method without sacrificing the utility of the trained ML model signifi-
cantly. The robustness goal requires that the proposed framework is still effective to
detect the unauthorized use of data in model training even when utility-preserving

countermeasures or adaptive attacks have been applied by the ML practitioner.

5.2 The Proposed Method

In this section, we propose a data-use auditing method that allows a data owner to verify
if her data instances X = {x1,xp, ... ,xq} were used in training an ML model. Such a data-
use auditing method consists of a data-marking algorithm mark and a data-use detection

algorithm detect, which will be introduced in Sec. 5.2.1 and Sec. 5.2.2, respectively.

5.2.1 Data-Marking Algorithm

The data-marking algorithm mark, applied at the data marking and publication stage,
takes as input a set of raw data instances X and outputs a marked version X’ that the data
owner publishes online and a set X’ of hidden information that she keeps secret and will
use to verify if an ML model used her published data instances in training. mark works

as follows: Given a raw data instance x; € X, the data owner first generates n (n > 2)

marked versions of x;, namely xl.l, x%,. .., Xi'. Then, she uniformly at random samples a data

ins 1S 1,2 i 1,2 ! S i
instance x; < {x;,x7,...,x'} and sets X! <— {x;,x7,...,x"} \ {x}}. As such, she publishes

X' {x], ), .. .,x;} and keeps X' = U?:l X! secret.

Two requirements for n marked versions of x;: We have two basic requirements for generating

1,2 n.
X5, X5, e, X1

e Utility preservation: Since the published data instance x} should preserve the utility of

]

i

the raw data instance x; and xg is selected from x},x?, ..., x}', each marked datum x

should preserve the utility of the raw data instance x; as well. Formally, given a well-
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defined distance function Au(-, -) measuring the utility difference, utility preservation
requires

Aui(x, ) < e,¥j=1,2,...,n, (5.1)

where € is a small scalar controlling utility preservation. A smaller € implies that
xf: preserves more utility of x;. Taking the example of images, the utility distance
function could be defined as the infinity norm of the difference in the pixel values, i.e.,

Ayii(x), x;) = fo - xiH
(o9}

Distinction: The n marked data should be different enough such that membership

inference, applied in our data-use detection algorithm (see Sec. 5.2.2), can distinguish

an ML model trained on one but not the others. Formally, given a distance function

Adis(+, +), distinction requires that the minimum pairwise distance among the n marked

data should be as large as possible. In other words,

P
max  min Agis(x),x}). (5.2)
{x} 2, i} 1<j<j'<n

Continuing with the example of images, we could define the distance function Agis(x;, X;7)

i

as Adis(x{, xj/) d:efHEnc(x{) — Enc(x{:/)

, where Enc is a pretrained feature extractor
2

(e.g., pretrained on ImageNet [34]) that prepares the high-level features of an image.

In this case, Eq. (5.2) is reformulated as:

max min
{xlx?,.x} 1<j<j'<n

Enc(x}) — Enc(x})

‘2. (5.3)

There exists a tension between utility preservation and distinction. Specifically, when the

marked data preserves more utility of the raw data, i.e., by using a smaller €, the difference

between the two marked versions is smaller and thus it is harder for contrastive membership

inference to distinguish between a model trained on one but not the others. In experiments

in Sec. 5.3 and Sec. 5.4, we show that we can balance utility preservation and distinction

well, by setting an appropriate €. We also analyze and discuss this tension in Sec. 5.3 and

Sec. 5.4.
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Marked data generation: Given the two requirements, we formulate the problem of generat-

ing the marked data as the following optimization problem:

: (o)
(X S Adgis(x;,x;), (5.4a)
subject to  Aui(x,x;) <e€,Vj=1,2,...,m, (5.4b)

The definitions of Ay (-, +) and Agis(+, +), and how to solve Eq. (5.4) depend on the type of

data. We will instantiate them in our experiments in Sec. 5.3 and Sec. 5.4.

5.2.2 Data-Use Detection Algorithm

The data-use detection algorithm is applied at the data-use detection stage after an ML
model is deployed and accessible. It is used to detect if the ML model uses the published
data instances in its training. Given oracle (i.e., black-box) access to a deployed ML model
f, it takes as inputs a set of published data instances X’ and a set of hidden information
X', and outputs a bit b’ € {0,1} that reflects the detection result, with b’ = 1 indicating a

detection.

Obtaining “memorization” scores using any membership inference method: The data-use
detection algorithm measures the “memorization” of each published instance x! compared
with those marked data instances in the hidden set Yl’ (ie., the rank of x/ among the n
generated marked data according to their “memorization”). Such “memorization” can be
measured by any black-box membership inference method (e.g., negative modified entropy
of the output of an image classifier [137]) whose output indicates the likelihood of the
input data being a training sample of an ML model (i.e., a larger output indicates a higher

likelihood). Specifically, we use a membership inference method MIf (where we are allowed

black-box access to the ML model f) to obtain the “memorization” score MIf (x{) of a marked
data instance x{ , which is the published data instance from X’ or a marked data instance
from the hidden information set X'.

Formulating a rank-based hypothesis: We rank the n marked data instances of each raw data

instance in increasing order with respect to their “memorization” scores, and obtain the rank

114



rank(xlf,zf, le) € {1,2,...,n} of the published data instance x; where rank(xg,zf, I\/Ilf) =
n means that xf has the largest “memorization” score and rank(xg,z, M ) = 1 means it has
the smallest. Specifically,

rank (x, X, M) =1+ Y I(MV (x)) > M/ (x)),

xex!

where I () is an indicator function returning 1 if the input statement is true and 0 otherwise.!

In other words, the rank of x/ is the number of items in Yl’ on which MIf judges f less
likely to have been trained than x/, plus one. In this way, we get ranks rank(xﬁ,fﬂ, I\/Ilf),

rank(xé,?é, le), e rank(xfi,Xi{i, le), and the sum of these g ranks is:
sum =q+¢, (5.5)

where ¢ = Y1 Z,CGZ{H(MM(X;) > le(x)). When the ML model does not use any pub-

lished data instance from X’ in training—which is our null hypothesis—the rank of x/ is
uniformly distributed over {1,2,...,n}. In other words, under the null hypothesis, we have

forallie {1,...,g} andr € {1,...,n}:
) ]
]P(rank(xi, i’MI )—1’) —E

Furthermore, under the null hypothesis, the distribution of the sum of ranks is that of a

normalized extended binomial coefficient [14] and we have its probability mass function as:

-9

P(sum = r) = % LVZH:J(—l)'i(g) (r —nz— 1>,

=0 q—1

where ¥ € {q,9+1,...,qn}. However, when the ML model uses some published data
instances from X’ in training, it is more likely that the sum of ranks is high due to the

intuition that the ML model tends to memorize its training samples [134] (i.e., some ranks

1 We assume that MIf (x}) # MV (x). If not, we break the tie based on their indices. Specifically, if xXj = x{,
x = xf/, and MIf (x!) = Mf (x), then we define I(MVf (x!) > MIf(x)) = 1if j > j/, and 0 otherwise.
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follow a non-uniform distribution over {1,2,...,n}). As such, we can detect the use of some

published data instances from X’ based on sum.

Detecting data-use sequentially: Obtaining the sum of ranks requires querying the ML model
with all marked data instances, which can be highly costly when g or n is large (e.g., we
consider g = 5,000 for CIFAR-100 in dataset-level auditing scenarios in Sec. 5.3 or we set
n = 1,000 in instance-level auditing scenarios in Sec. 5.4). To address this, we propose a
sequential method: at each time step, we sample an x from X’ randomly without replacement
(WoR), measure if le(x;) > MIf(x) (where x € X!), and estimate ¢ and so sum (see
Eq. (5.5)) using the measurements so far. Following previous works, we estimate ¢ at each
time step by applying a prior-posterior-ratio martingale (denoted as PPRM) [165] on the
currently obtained measurements. At the time t € {1,2,...,q(n — 1)}, PPRM takes as
inputs the measurements obtained so far (i.e., a sequence of t binary values, each indicating
it M (x}) > M (x) where x € X7), the size g(n — 1) of X', and a confidence level &’ € [0,1],
and returns a confidence interval Cli(a’) = [LB;(a’),UB¢(a’)] for ¢. Such a sequence of

confidence intervals {Cl¢(a’) };c(12,..4(n—1)} has the following guarantee [165]:

P(3te{1,2,...,qn—1)}: & ¢ Cly(a')) < .

In words, the probability that ¢ falls outside the confidence intervals at any time step is at
most .

As such, we design our data-use detection algorithm as follows: At each time step,
she samples an x from X’ randomly WoR and tests the “memorization” score MIf (x). If
X € YZ’ and the “memorization” score MV (x7) has not been measured yet, she tests the
“memorization” score MV (x}). Then, she measures if MIf(x/) > MV (x) where x € X/ and
applies PPRM to obtain a confidence interval [LB;(a’), UB;(a’)] for &. If the lower bound
LB¢(a’) of the confidence interval is equal to or larger than a preselected threshold yx, the data
owner stops sampling and rejects the null hypothesis, i.e., she returns b’ = 1 concluding that
she detects the use of some members of X' in f. Otherwise, she continues sampling. When

all the unpublished data instances have been exhausted and all lower bounds of confidence
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intervals are smaller than the threshold x, she returns b’ = 0. Here yx is a tunable parameter

that controls the upper bound of FDR of our method; see Theorem 7 below.

5.2.3 Guarantee on False-Detection Rate

A false detection happens when a data-use auditing method outputs b’ = 1 when the
ML model did not use any published data instance to train. FDR is the probability that
false detection happens. We show that our data-use auditing method, which consists of the
data-marking algorithm and data-use detection algorithm described above, allows us to set
X so that the parameter « is an upper bound on FDR. We highlight that the FDR bound
is anytime-valid, meaning that it remains valid regardless of when the data owner stops the
audit (i.e., the step of sampling an x from X' randomly WoR, testing its “memorization”
score, measuring if MV (x > MV (x) where x € X/, and estimating a confidence interval)

in the data-use detection algorithm.

Theorem 7 (Bound on FDR). Given any a € [0,1] and o’ < «, when we set x such that

ﬁ L er <)<r—n2—1>§a_“,/ (5.6)

r= X+q 23— q-— 1
our data-use auditing algorithm has an FDR no larger than «. In other words:
]P (Expt}[,}rlr??r[gdetect(A/ 0]/ m/) = 1) S u.

Proof. We use [q(n — 1)] to represent {1,2,...,q(n —1)}. We study the probability that

under Hj there exists a confidence interval whose lower bound is no smaller than a prese-
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lected threshold x € {0,1,...,q(n —1)},i.e., LBi(a’) > x. We have:
P(3t € [q(n—1)] : LBi(a’) > x | Ho)

=P(3te[qgn—1)]: LB(a') > x | £ > x, Ho) x P(¢ > x | Ho)
+P(3t € [q(n—1)]: LBy(a') = x | & < x, Ho) x P(¢ < x | Ho)

=P(3telgn—1)]:LBi(a') = x| &> x) xP(¢ > x | Ho)
+P(3t e [gn—1)]: LBi(&) > x | & < x) x P(E < x | Ho)

<P(E>x|H)+P3tegln—1)]:LB(a') > x| &< x),

(5.7)
(5.8)
(5.9)
(5.10)
(5.11)

(5.12)

where we have Egs. (5.8)—(5.11) because the confidence sequence is independent of the null

hypothesis. Under the null hypothesis, the rank of a published data instance is uniformly

distributed over {1,2,...,n} and thus the sum of independently, uniformly distributed

ranks has the following probability mass function [14]:
P(sum = r) = 1 Lz (—1)? <q> (r —ng— 1)
ni = 2 g—1 )
Because sum = ¢ + g, we have:
g L2 (q\ (r—nz—1
PEzxlm) = Y 5 L o () ()
Also, according to the guarantee of the confidence sequence [165], we have:
P(3t € lg(n— 1) LBi() > x | £ < 2) <.
Therefore, we have:
IP(3t € [g(n—1)] : LBy(a") > x | Ho)
<P(Z> x| Ho)+P(3telgn—1)]:LB(a") > x| &< x, Ho)
<P(&> x| Ho) +a
If we set x such that
P(Z>x|Hy) <a—d.
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In other words,
gn |5 ) S
Yo () () e 519

we have:

P(3t € [q(n—1)] : LBi(a') > x | Ho) < a.

Since our detection algorithm rejects Hj if it finds a confidence interval whose lower bound
satisfies LB¢(a’) > x, P(3t € [q(n —1)] : LB¢(a’) > x | Ho) is its false-detection probabil-
ity. Given any « € [0,1] and &’ < «, when we set x to satisfy Eq. (5.13), our detection

algorithm has an FDR no larger than a. O
5.3 Dataset-level Data-Use Auditing

In this section, we consider the scenarios in which the data owner audits a substantial

amount of data instances (i.e., g > 1).
5.3.1 Auditing Image Classifiers

We apply our data-use auditing method to detect unauthorized use of data to train an
image classifier. Image classification (e.g., |34, 54, 130]) is a fundamental computer-vision
task in which the ML practitioner trains a model (i.e., image classifier) on training data
partitioned into c classes. For a newly given image, the ML model predicts a class label
for it or, more generally, a vector of ¢ dimensions. The output vector could be a vector of
confidence scores whose Z-th component represents the probability of the input being from
the Z-th class, or a one-hot vector where only the component of the predicted class is 1 and
the others are 0. Each training sample in the training set D is an (image, label) pair, where
the image might be collected online and the label is assigned by the ML practitioner after

the data collection.

5.3.1.1 Experimental Setup

Datasets: We used three image benchmarks: CIFAR-10 [72], CIFAR-100 [72], and TinyIm-

ageNet [75].
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e CIFAR-10: CIFAR-10 is a dataset containing 60,000 images of 3 X 32 x 32 dimensions
partitioned into ¢ = 10 classes. In CIFAR-10, there are 50,000 training samples and
10,000 test samples.

e CIFAR-100: CIFAR-100 is a dataset containing 60,000 images of 3 X 32 X 32 dimen-
sions partitioned into 100 classes. In CIFAR-100, there are 50,000 training samples
and 10,000 test samples.

e TinylmageNet: TinylmageNet is a dataset containing images of 3 X 64 x 64 dimensions
partitioned into 200 classes. In TinylmageNet, there are 100,000 training samples and

10,000 validation samples that we used as test samples.

Marking setting: In each experiment, we uniformly at random sampled g samples {xi}?zl
from the training sample set of a dataset. The g samples were assumed to be owned by a
data owner as X and the remaining training samples were designated as D’. Here we set
ﬁ = 10% as the default, i.e., g = 5,000 for CIFAR-10 or CIFAR-100, and g = 10,000 for
TinyImageNet. We applied our data marking algorithm to generate the published data X’
and the unpublished data X’ for X. In scenarios of dataset-level data-use auditing where g
is large, we set n = 2. In Eq. (5.4), we used € = 10 as the default when the pixel range of
image is [0,255]. We defined the marked versions x} and x? by x! < x; +6; and x? < x; — §;
(6; is the mark), utility distance function by Auti(x},xi) = Hxll - xiHOO and Aut;(xiz, X)) =

where we

|x? — xi|| .. and the distance function by Agis(x},x?) = ||Enc(x}) — Enc(x?)]|,,

used ResNet-18 [54] pretrained on ImageNet [34] to be the default feature extractor Enc. We
solved Eq. (5.4) by projected gradient descent [82]. Then we uniformly at random sampled
a subset (of size q') of X" as X" (i.e., X" C X') to simulate a general case where the ML
practitioner collected a subset of published data as training samples. By default, we set
g = q. As such, we constituted the training dataset collected by the ML practitioner as
D = D' U X" with correct labels (i.e., using the same labels as those in the dataset). We

present some examples of marked images in Fig. 5.2, Fig. 5.3, and Fig. 5.4.

Training setting: We used ResNet-18 as the default architecture of the ML model f trained
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FIGURE 5.2: Examples of marked CIFAR-10 images (¢ = 10). First row: raw iages;
Second row: published images; Last row: unpublished images.

: P 4
FIGURE 5.3: Examples of marked CIFAR-100 images (¢ = 10). First row: raw images;
Second row: published images; Last row: unpublished images.

by the ML practitioner. We used a standard SGD algorithm to train f, as follows: f was
trained on normalized training data with default data augmentation applied using an SGD
optimizer [7] with a weight decay of 5 x 10™* for 80 epochs, a batch size of 128, and an
initial learning rate of 0.1 decayed by a factor of 0.1 when the number of epochs reached 30,

50, or 70.

Detection setting: In each detection experiment, we applied our data-use detection algorithm
to the given ML model f using a set of pairs of generated published data and unpublished
data. In the data-use detection algorithm, we followed the previous works (e.g., [27]) to define

the black-box membership inference function MI/: given an input image, we first randomly
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FIGURE 5.4: Examples of marked TinyImageNet images (¢ = 10). First row: raw images;
Second row: published images; Last row: unpublished images.

Table 5.1: Information available to the detector. “Confidence score” indicates whether the
ML model f outputs a full confidence vector (“¢”) or just a label, i.e., a one-hot vector
(“X”). “Ground-truth” indicates whether the true label of a query to the ML model is
known by the detector (“¢/”) or not (“X”).

Condition Confidence score Ground-truth

C

eNe N

OO o0
*x x \ N\
*x N\ x N

generated 7t perturbed versions, and then obtained 7t outputs using the perturbed images as
inputs to the target ML model. We averaged the 7t outputs and use the negative (modified)
entropy of the averaged output vector elements as the membership inference score. We set
o/ = 0.025, « = 0.05, and 7w = 16 as the default. (Recall from Thm. 7 that & bounds
the false-detection rate.) We present results for four different experimental conditions that
define the information available to the detector, denoted as CG, CG, CG, and CG. We define

these four conditions in Table 5.1.

Baselines: We used two state-of-the-art methods, Radioactive Data [118], which we abbre-
viate to RData, and Untargeted Backdoor Watermark-Clean (UBW-C) [80], as baselines.
RData requires knowledge of the class labels for its data. So, we also consider two variants of

RData in which the data owner is presumed to not know how the ML practitioner will label
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her data, and so applies the same mark to all of her data regardless of class (“RData (one
mark)”), or to know only a “coarse” label (superclass) of the class label the ML practitioner
will assign to each (“RData (superclass)”). The details of baselines and their implementation
are described as follows.

e Radioactive Data (RData): RData is a dataset auditing method including a marking
algorithm and a detection algorithm. The marking algorithm adds class-specific marks
into a subset of the dataset. The detection algorithm tests a hypothesis on the param-
eters of the classifier layer of a target ML model. Prior to the marking step, the data
owner needs to pretrain a feature extractor Enc, referred as the marking network, on the
raw dataset; randomly samples a random unit vector ¢z for each class Z =1,2,...,¢;
and randomly samples a subset of her dataset to be marked. In the marking step, for
an image x; of class Z in the sampled subset, the marking algorithm adds a perturba-
tion J; to it such that: the feature vector of x; + &; (i.e., Enc(x; + 6;)) has a similar
direction to gz; the marked image is similar to its raw version in both feature space
and pixel space; the magnitude of the added mark is bounded, i.e., |||, < €. Prior
to the detection step, the data owner needs to align the feature extractor of the target
classifier and the marking network by finding a linear mapping between them. After
this alignment, the detection algorithm tests whether the cosine similarity between
the parameter of the classifier layer associated with class Z and the mark J; follows
an incomplete beta distribution [66] (the null hypothesis) or it is large (the alternate
hypothesis), and then combines the ¢ tests to obtain a final result. If the combined p-
value is smaller than 0.05, it concludes that the target classifier was trained on the data
owner’s marked dataset; otherwise, it was not. In the implementation of RData in our
problem settings, we used their open-source code.? We first trained a marking network
on the raw dataset by our default training method (introduced in “training setting”
in Sec. 5.3.1.1). Then, we followed our marking setting (as introduced in Sec. 5.3.1.1)

to constitute a marked dataset. Specifically, we randomly sampled a subset of data

2 https://github.com/facebookresearch/radioactive_data
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assumed to owned by a data owner and generated marked data for the raw datum from
the data owner by the marking algorithm of RData, using the trained marking network
and setting € = 10. In the application of the marking algorithm, if the labels assigned
by the ML practitioner are assumed to be known, we added a mark into the data based
on its label (i.e., we used the same mark for the data from the same class but different
marks for different classes); if the label assignment is assumed to be unknown, we
added one mark for all the data (this method is “RData (one mark)” in Sec. 5.3.1.1)
or added marks based on “coarse” labels (that is “RData (superclass)”). We used the
superclass of CIFAR-100 (https://www.cs.toronto.edu/ kriz/cifar.html) as the
“coarse” labels in CIFAR-100 dataset. For the TinylmageNet dataset, we constructed
“coarse” labels by querying ChatGPT (https://chat.openai.com/); these “coarse”
labels are shown in Table 5.2. When given a target ML model, we applied its detec-
tion algorithm that returned a combined p-value. If the combined p-value was smaller
than 0.05, we detected the use of marked data; otherwise, we failed.3

e UBW-C: UBW-C is designed based on a clean-label untargeted backdoor attack. It
includes a marking (poisoning) algorithm that adds perturbations to a subset of the
dataset and a detection algorithm that tests a hypothesis on the outputs of the target
classifier. Prior to the marking step, UBW-C also needs to train a surrogate model on
the raw dataset that is used to craft poisoned/marked data, (strategically) selects a
subset of data to be marked, and selects a backdoor trigger. In the marking step, its
marking algorithm crafts marked data as x; + J; (||6i]|, < €) such that any classifier
trained on the marked data will have a desired backdoor behavior that given a test
image, the classifier outputs a much lower confidence score of its ground-truth when the
test image includes the preselected backdoor trigger. As such, the detection algorithm
conducts a pairwise t-test [74] to test if the added backdoor trigger in the test images
significantly reduces their confidence scores of their ground-truths (by comparing with

a predetermined threshold 7). If the returned p-value is lower than 0.05, it concludes

3 Setting a threshold of 0.05 guarantees that the false-detection rate is upper-bounded by 0.05.
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that the classifier was trained on the marked dataset; otherwise, it was not.* In the
implementation of UWB-C in our problem settings, we used their open-source code.’
We trained a surrogate model used for marking data and used the same backdoor
trigger as the previous work (e.g., [80]). Then, we followed our marking setting to
constitute a marked dataset. Different from the setting in the previous work where
the data owner has full control over the whole dataset such that she can strategically
select images to be marked based on their gradient norms, our setting considers that
only a subset is from a data owner. We simulated by randomly sampling a subset of
the dataset that was assumed from the data owner. As such, we applied its marking
algorithm to generate marked data for the sampled data, where we used € = 16
as suggested by the previous work. When given a target ML model, we applied its
detection algorithm to test if the model was trained on the marked dataset based on
the p-value. In the implementation of the detection algorithm, we used T = 0.2 and

T = 0.25 as suggested by the previous work (e.g. [80]).

Metrics: We used the following metrics to evaluate the methods:

e Test accuracy (acc): acc is the fraction of test samples that are correctly classified by
the ML model f. A higher acc indicates a better performance of the ML model.

¢ True-detection rate (TDR): TDR is measured in Fig. 5.1 to evaluate the effectiveness
of a data-use auditing method. TDR is the fraction of experiments where a data-
use auditing method (i.e., its data-use detection algorithm) returned “detected” (i.e.,
b’ = 1) when the ML model was trained using X’. Under a specific bound on FDR, a
higher TDR means a more effective data-use auditing method.

¢ Relative cost for detection (RCD): Given that the total number of possible queries is
g X n X 7t where q is the number of data instances audited by a data owner, n is
the number of marked variants generated per data instance, and 7t is the number of

augmentations per marked variant for query, RCD is the average percentage of that

4 Such p-value is not the rigorous false-detection rate of UWB-C.

5 https://github.com/THUYimingLi/Untargeted_Backdoor_Watermark
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total that is queried to detect data use. It is used to measure the detection efficiency of

the proposed method, which depends on the number of model queries and thus RCD.

5.3.1.2 Experimental Results on Overall Performance

Effectiveness: The detection performance of our proposed method on different visual bench-
marks is shown in Table 5.3. Table 5.3 demonstrates that our method is highly effective
to detect the use of published data in training ML models, i.e, yielding a 100% TDR in all
settings where the published data is used as a subset of training samples of the target ML
model. In addition, the ML models trained on the datasets including the published data pre-
served good utility, i.e., their acc values are only slightly lower (< 1% on average) than those
trained on clean datasets. For detection, we needed a RCD ranging from 22.0% to 46.5% for
CIFAR-10, from 1.9% to 6.0% for CIFAR-100, and from 1.4% to 6.7% for TinylmageNet.
These results show that our method achieved more detection efficiency when applied to a
classification task with a large number of classes. Such ranges of RCD also indicate that
detection needs a number of queries to the ML model ranging from a hundred to tens of
thousands. Given the current prices of online queries to pretrained visual Al models (e.g.,
$1.50 per 1,000 images®), the detection cost is affordable, ranging from several dollars to a
hundred dollars. When we have less information on the output of the ML model (i.e., the
outputs are the predictions only) or the queries (i.e., the ground-truth labels are unknown)
in the detection, we needed more queries to trigger detection, i.e., yielding a larger RCD.

Impact of using published data partially and false-detections: After the published data is
released online, the ML practitioner might collect them partially (i.e., %/ is smaller than 1.0)
and use the collected data in training. Here, we tested the detection performance of our
method on the ML model trained on D under different ratios of %/ The results are shown in
Fig. 5.5. When the ML practitioner used more published data, TDR was higher. Especially,

when he used > 70% published CIFAR-10 data, or > 40% published CIFAR-100 data or

published TinylmageNet data, we achieved a TDR of 100%, even with the least information

6 https:/ /cloud.google.com /vision/pricing
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FIGURE 5.5: The impact of %/ on the detection performance (the default %/ is 1.0). The

results from % = 0 are the false-detections of our method.

(condition CG). When the ML practitioner did not use any published data in training (i.e.,

%/ = 0), TDR was 0% under all considered settings, which empirically confirms the upper

bound & = 0.05 on false-detection rate of our method.

Comparison with baselines: Table 5.4 summarizes the comparison between our method and
baselines. Compared with the baselines, our method is more effective in the detection of
data use, i.e., yielding a higher TDR and a higher acc. More importantly, different from
the two state-of-the-art methods (i.e., RData and UBW-C), our method does not need the
labeling of training samples before data publication or the white-box access to the ML model
(i.e., knowing the parameters of the ML model). The variants of RData denoted as “one
mark” and “superclass” do not need the complete information on labeling, but their TDR
dropped significantly.

Multiple data owners: Here we consider a general real-world setting where there are multiple
data owners applying data auditing independently, each of which set the upper bound on
the false-detection rate as &« = 0.05. In these experiments, each data owner had 5,000
CIFAR-100 data items (i.e., 10% of the training samples collected by the ML practitioner)
to publish. Each applied an auditing framework to generate her marked data and to detect
its use in the deployed ML model independently. The detection results with our method
and with the state-of-the-art method, RData (with full information on data labeling), are
shown in Table 5.5. Compared with RData, whose detection performance degraded with a

larger number of data owners, our method was much more effective, yielding a 100% TDR
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in all cases.

The results in Table 5.3, Fig. 5.5, Table 5.4, and Table 5.5 demonstrate that our method
achieves our effectiveness goal defined in Sec. 5.1.3. Table 5.4 and Table 5.5 show the ad-
vantages of our proposed method over the baselines. Table 5.5 presents interesting results
under real-world settings where multiple data owners independently audit an ML model for

use of their data.

5.3.1.3 Experimental Results on Impact of ML Model Architecture and Hyperparameters

In this section, we explore the impact of the ML practitioner’s model architecture and
the data owner’s hyperparameters on detection, such as the utility bound e, the feature
extractor Enc used to generate marked data, the upper bound « on the false-detection rate,

and the number 7t of sampled perturbations per image in detection.

Across different ML model architectures: Table 5.6 shows the detection results of our method
on ML models across various architectures (e.g., VGG16 [130], ConvNet64 [73], ConvNetBN [65],
and MobileNetV2 [122]) chosen by the ML practitioner. The results demonstrate that our
method is highly effective across different ML model architectures, yielding a 100% TDR in

all cases.

Impact of €: Table 5.7 shows the impact of € on the effectiveness of our method, demon-
strating a trade-off between detection effectiveness/efficiency and data utility measured by
acc of a ML model trained on it. € controls the upper bound of utility difference between the
published data and raw data. For images, it also controls the imperceptibility of the added
marks in the published data. A smaller € yields less perceptible marks (see some examples
in Fig. 5.6) and allows the published data to preserve more utility of the raw data, i.e.,
the trained ML model has a higher acc. However, the choice of a smaller € will reduce the
distinction between the published data and unpublished data, and thus it slightly degrades
the detection effectiveness/efficiency of our method, yielding a lower TDR (when € = 2) and

a higher RCD.

Impact of feature extractor Enc used in marked data generation: Table 5.8 shows the impact
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of feature extractor Enc used in the marking algorithm of our method when applied to im-
ages. Using ResNet18 [54] pretrained on ImageNet, VGG16 [130] pretrained on ImageNet,
and CLIP [114] to generate marked data yielded similar detection performance. This demon-
strates that our method is highly effective and efficient when a good feature extractor (e.g.,
pretrained on a large-scale image dataset) is used in the marking algorithm. More surpris-
ingly, when an untrained /randomly initialized feature extractor (e.g., untrained ResNet18)
was used, the efficiency of our method degraded slightly, yielding a slightly higher RCD,
but it still achieved a high TDR of 100%. When there is no feature extractor available to
the data owner or she does not have computing resources to craft the marked data using a
feature extractor, she can craft J; by randomly sampling from a Gaussian distribution and
clipping it such that ||;||, < €, or by randomly sampling from a Bernoulli distribution (i.e.,
each pixel of a mark is independently and randomly chosen to be either € or —e with equal
probability). These variants of our method, denoted by “Gaussian mark” and “Bernoulli
mark” respectively in Table 5.8, were still effective to detect the use of data but achieved a

higher RCD, compared with the methods where a feature extractor was used.

Different choices of upper bound « on false-detection rate: Table 5.9 shows the performance
of our data auditing method under different upper bounds on the false-detection rate, i.e.,
«. Under all choices of &, our method achieved a TDR of 100%. When we set a smaller «,
we can control the false-detection rate to a smaller level but require more queries to detect

the use of the published data in model training.

Impact of rt: Table 5.10 shows the impact of 7T on the detection performance of our method.
As shown in Table 5.10, increasing 7t led to a smaller RCD but a larger cost (since cost =
2 x 7t X G). Therefore, setting a larger 7t improves the detection efficiency but degrades the

cost efficiency of our proposed method.

5.3.1.4 Experimental Results on Robustness to Countermeasures

When the ML practitioner knows that a data owner marked her data, he might utilize

countermeasures to defeat the auditing method. His goal is to decrease TDR without de-
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grading the performance of the trained ML model significantly. We evaluated the robustness

of the proposed method to three types of countermeasures, described below.

Limiting the information from the ML model output: Since our detection method measures
the difference between outputs of the ML model on the published data and unpublished data,
the ML practitioner can limit the output (e.g., the vector of confidence scores) of the deployed
ML model, aiming to degrade our detection. Here we considered two countermeasures of
this type:

e Qutputting only the top x confidence scores (Top-x): This countermeasure allows the
deployed ML model to output the top x confidence scores, masking out the others in
the output vector. Here we considered x = 1 and x = 5.

e Adding perturbation into the output (MemGuard [67]): This countermeasure adds
carefully crafted perturbations into the ML model output to limit the information
given. We considered MemGuard proposed by Jia et al. [67] to design the perturbation,
where we used a moderate distortion budget of 0.5.

Note that these countermeasures can be applied only in the ML model deployment where
the output is a vector of confidence scores instead of a prediction/label.

Reducing memorization of training samples: Intuitively, the ML practitioner can apply
methods to discourage memorization of training samples by the ML model, so that the pub-
lished data and the unpublished data will have similar scores by the defined score function.
As such, reducing memorization of training samples could render the detection method to
be less effective. We considered three such countermeasures:

¢ Differentially private stochastic gradient descent (DPSGD |3, 58]): DPSGD is the state-
of-the-art private learning algorithm reducing the memorization and privacy leakage
of training samples, and thus it can be considered as an attack to a data-use auditing
method. It works by clipping the norm of the gradients and adding Gaussian noise
parameterized by a standard deviation (i.e., noise multiplier) ¢ into gradients during
training [3, 58].

e Early stopping (EarlyStop): In this countermeasure, the ML practitioner trains the
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ML model for a small number of epochs to prevent the ML model from overfitting to
the training samples. Here we trained ML models for 20, 40, and 60 epochs, denoted
as EarlyStop(20), EarlyStop(40), and EarlyStop(60), respectively.

e Adversarial regularization (AdvReg [102]): Adversarial regularization is a strategy to
generalize the ML model. It does so by alternating between training the ML model
to minimize the classification loss and training it to maximize the gain of a mem-
bership inference attack. In the implementation of AdvReg, we set the adversarial

regularization factor to be 1.0 [102].

Other attacks: We also considered some other adaptive attacks that aim to defeat our
auditing method:

e Detecting pairs of published data and unpublished data in queries (PairDetect): The
intuition behind this pair detection is that if the deployment can detect queries of a
pair of published data and unpublished data, then it will return the same output to
evade detection. We design such a pair detection method as follows: we maintain a
window of queries in the history and their ML model outputs, and we compare each
new query with those in the window to decide what to output. If the infinity norm of
the pixel difference between the new query and a previous query is smaller than 2e,
we return the output of the previous query; otherwise, we return the output for the
new query.

e Adding Gaussian noise into the training samples (Rand(c)): This method adds noise
into each training sample to mask the added mark. The added noise is sampled from
a Gaussian distribution with standard deviation o.

¢ Avoiding data augmentation in training (NoTrainAug): Excluding data augmentation
in ML model training will degrade the effectiveness of the label-only membership
inference that we apply as the score function for the image classifier, as demonstrated
by previous works (e.g., [27]).

e Using our marking algorithm (with the default hyperparameters) to perturb training

samples (MarkPerturb): This countermeasure applies our marking algorithm (with the
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default hyperparameters) to craft two perturbed versions of each training sample.
Since both perturbed versions remain close to the published data, including both in
training would increase memorization of the published data and consequently increase
the likelihood of detecting its use. Therefore, we randomly select one of the two

versions for training.

Results: We summarize the robustness of our method to these countermeasures in Table 5.11.
As shown in Table 5.11, masking (Top-5, Top-1, MemGuard) had limited impact on our
detection effectiveness, yielding a slightly higher RCD but not changing TDR at all. DPSGD
and EarlyStop did decrease TDR. However, these countermeasures damaged the utility of the
trained ML model, yielding a much smaller acc. Specifically, the application of differential
privacy needed a high level of privacy guarantee to defeat our method and so added a large
amount of Gaussian noise into the training process to do so. The added noise affected
the performance of the ML model, decreasing acc to 64.11%, more than 10 percentage
points lower than acc with the default training method. Likewise, to degrade the detection
performance of our method, early stopping needed to stop the training when reaching a small
number of training epochs, at the cost of low accuracy as well, e.g., acc = 67.10% at 20
epochs. Among the other attacks, detecting queried pairs and excluding data augmentation
in ML model training were not useful to counter our method. Pair detection (PairDetect)
did not work well to detect queried pairs because we only queried the ML model with their
randomly cropped versions, which evaded pair detection. Excluding data augmentation in
training did not reduce TDR but diminished the accuracy of the ML model significantly,
yielding a low acc of 61.59%. Adding sufficient Gaussian noise to mask the marks before
training reduced the detection effectiveness of our method but, again, it also destroyed the
utility of the ML model. For example, adding Gaussian noise with ¢ = 30 into marked
CIFAR-100 data reduced TDR from 100% to 30% in condition CG but also decreased acc to
62.10%. The last adaptive attack, i.e., applying our marking algorithm to add perturbations,
did not decrease TDR but increased RCD, at the cost of achieving a lower acc of 70.49%.

This is because the perturbed published data created by the marking algorithm was still
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closer to the published data than to the unpublished data, which caused the published data
to appear more likely to have been used in the training of the ML model trained on the
perturbed published data.

In summary, countermeasures we considered in this work did not defeat our auditing
method or did so at the cost of sacrificing the utility of the trained ML model; i.e., none
achieved a low TDR and a high acc at the same time. Therefore, we conclude that our

method achieves the robustness goal defined in Sec. 5.1.3 for image classifiers.

5.3.2 Auditing Visual Encoders

In this section, we apply our data auditing method to detect unauthorized use of data
in visual encoders trained by self-supervised learning (e.g., SimCLR [23]). Visual encoder
is a type of foundation model used to learn the general representations of images. A visual
encoder can be used as a feature extractor to extract features of images in many vision
recognition tasks, e.g., image classification and object detection. A visual encoder is an ML
model that takes as input an image and outputs its representation as a feature vector. It is
trained by self-supervised learning (e.g., SImCLR [23]) on unlabeled data (i.e., each instance
in D is an image).

5.3.2.1 Experimental Setup

Datasets: We used three image benchmark datasets: CIFAR-10, CIFAR-100, and Tinylm-

ageNet.

Marking setting: We followed the setup introduced in Sec. 5.3.1.1 to generate the marked
dataset, without labels needed. Our using the same marking setup indicates that the appli-

cation of our marking algorithm is agnostic to the ML task.

Training setting: We followed the previous work (e.g., [23]) to train the ML model by
SimCLR, which takes as inputs a base encoder and a projection head (i.e., a multilayer
perceptron with one hidden layer). We used ResNet-18 as the default architecture of the
base encoder. The SimCLR algorithm works as follows: at each training step, we randomly

sampled a mini-batch (i.e., of size 512) of images from the training set and generated two
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augmented images from each sampled instance by random cropping and resizing, random
color distortion, and random Gaussian blur. The parameters of the base encoder and the
projection head were updated by minimizing the NT-Xent loss among the generated aug-
mented images, i.e., maximizing the cosine similarity between any positive pair (i.e., two
augmented images generated from the same sampled instance) and minimizing the cosine
similarity between any negative pair (i.e., two augmented images generated from different
sampled instances). We used SGD with Nesterov Momentum [139] of 0.9 and a weight decay
of 107° as the optimizer, and applied a cosine annealing schedule [86] to update the learning
rate, which was set to 0.6 initially. We trained the base encoder and the projection head by
1,000 epochs as the default, and returned the base encoder as the visual encoder f deployed

by the ML practitioner.

Detection setting: In the detection algorithm, we followed the previous works (e.g., [83]) to
define the membership inference function. The intuition behind this membership inference

method is that the visual encoder f generates more similar feature vectors of two perturbed

versions of a training sample than of a non-training sample [83]. In other words, if x{: was

] !

used in training f while x{-'/ was not, then cosim(f(x{/l),f(x{.'/z)) > cosim(f(xf/l),f(xflz))

where cosim denotes the cosine similarity, x; ; and x; , are two perturbed versions of x;, and

o . P
x; ; and xg , are two perturbed versions of x; . As such, we defined the membership inference

function MV as follows: given an input image, we first randomly generate 7t of its perturbed
versions (e.g., by random cropping and flipping), and then obtain 7t feature vectors using
the perturbed images as inputs to the target visual encoder; second, we compute the cosine
similarity of every pairs of feature vectors and return the sum of cosine similarities as the
membership inference score. We set a’ = 0.025, « = 0.05, and 71 = 64 as the default.
Metrics: We used the following metrics for evaluation:
e Test accuracy of downstream classifier (acc): acc is the fraction of test samples that
are correctly classified by a downstream classifier that uses the visual encoder as the

backbone and is fine-tuned on a small set of data. We followed previous work (e.g., [23])
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to fine-tune the downstream classifier on the clean training samples with their labels.
A higher acc indicates a better performance of the visual encoder.
e True-detection rate (TDR): Please see its description in Sec. 5.3.1.1.

® Relative cost for detection (RCD): Please see its description in Sec. 5.3.1.1.

5.3.2.2 Experimental Results

The overall experimental results on three visual benchmarks are presented in Table 5.12.
As shown in Table 5.12, our proposed method achieved highly effective detection perfor-
mance on auditing data in visual encoders, yielding a 95% TDR for CIFAR-10 and a 100%
TDR for CIFAR-100 and TinylmageNet.

We investigated the impact of training epochs of visual encoder on the detection per-
formance of the auditing method. We trained visual encoders on marked CIFAR-100 by
epochs of 200, 400, 600, 800, and 1,000 (1,000 is the default number of epochs). As shown in
Fig. 5.7, when we trained the encoder with a smaller number of epochs, the encoder mem-
orized the training samples less and thus we had a lower TDR. However, training encoder
with fewer epochs yielded modestly lower encoder utility, measured by the test accuracy of
the downstream classifier (i.e., acc). This suggests that early stopping (i.e., training with a
small number of epochs) can degrade the detection performance of our method, but cannot

completely alleviate the trade-off between evading detection and encoder utility.

5.3.3 Auditing Llama 2

In this section, we study the application of data auditing to a large language model
(LLM). An LLM is a type of large ML model that can understand and generate human
language. Here we consider Llama 2 [146] published by Meta AI in 2023, which is an open-
sourced LLM with notable performance and, more importantly, is free for research [146].
Specifically, Llama 2 is a family of autoregressive models that generate text by predicting
the next token based on the previous ones. They are designed with a transformer architec-
ture [150] with parameters ranging from 7 billion to 70 billion, and pretrained and fine-tuned

on massive text datasets containing trillions of tokens collected from public sources [146].
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It is challenging to conduct lab-level experiments on auditing data in a pretrained Llama 2
because pretraining Llama 2 on a massive text corpus needs a huge amount of computing
resources. Therefore, instead of applying our data auditing method to the pretrained Llama

2, we mainly focus on a Llama 2 fine-tuning setting.

5.3.3.1 Experimental Setup

Datasets: We used three text datasets: SST2 [131], AG’s news [182], and TweetEval
(emoji) [100].

e SST2: SST2 is a dataset containing sentences used for sentiment analysis (i.e., there
are 2 classes, “Negative” and “Positive”). In SST2, there are 67,300 training samples
and 872 validation samples that we used for testing.

e AG’s news: AG’s news is a dataset containing sentences partitioned into 4 classes,
“World”, “Sports”, “Business”, and “Sci/Tech”. In AG’s news, there are 120,000 training
samples and 7,600 test samples.

e TweetEval (emoji): TweetEval (emoji) is a dataset containing sentences partitioned
into 20 classes. In TweetEval (emoji), there are 100,000 training samples and 50,000

test samples.

Marking setting: In each experiment, we uniformly at random sampled a subset of train-
ing samples of a dataset (e.g., 10,000 training samples). From these training samples, we
uniformly at random sampled g = 1,000 sentences {xi}?zl assumed to be owned by a data
owner as X and designated the remaining samples as D’. We applied our data marking al-
gorithm to generate the published data X’ and the unpublished data X’ for X. In Eq. (5.4),
we defined the distance function by Levenshtein distance [77| and the utility difference func-
tion by semantic dissimilarity [36]. Instead of solving Eq. (5.4) exactly, we approximated it
by using a paraphraser model (e.g., [153]) to generate two semantically similar but distinct
sentences. As such, we constituted the training dataset collected by the ML practitioner as

D = D' U X/, labeled correctly (i.e., using their original labels).
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Fine-tuning setting: We used L1ama-2-7b-chat-hf Llama 2 model released in Hugging Face”
as the base model. We used QLoRA [35] to fine-tune the Llama 2 model on the marked
dataset, where we applied AdamW [87] as the optimizer that was also used to pretrain
Llama 2 by Meta Al [146]. We fine-tuned the model with a learning rate of 2 x 10~*. The

fine-tuned Llama 2 is the ML model deployed by the ML practitioner.

Detection setting: In the detection algorithm, We used the negative loss, a simple and
effective membership inference metric [17], to measure the membership inference score of

a data sample. Formally, given a text sample x{.‘ that can be tokenized by a tokenizer as

1g2 ..af where each af_ € {1,2,...,0*}, we have the

a sequence of integer-valued tokens a;a;

J

training loss of f on x; as:

l

E(f,xf:) =Y —log[f(a;...a")] ., (5.14)

z=1 !

where f(a}. ..affl) denotes the predicted v*-dimensional probability vector over the to-

ken vocabulary {1,2,...,0*}, and [f(a}...a;"")] . denotes the a?-th component of vector

Flad...a5Y). We defined MV (x]) = —£(f, x]). We set &/ = 0.025 and & = 0.05.

i
Metrics: We used the following metrics to evaluate methods:

e Test accuracy (acc): acc is the fraction of test samples that were correctly classified by
the fine-tuned Llama 2. A higher acc indicates a better performance of the fine-tuned
model.

e True-detection rate (TDR): Please see its description in Sec. 5.3.1.1.

e Relative cost for detection (RCD): Please see its description in Sec. 5.3.1.1.
5.3.3.2 Experimental Results
The results on applying our auditing method to the fine-tuned Llama 2 on three marked

datasets are presented in Table 5.13. As shown in Table 5.13, when we tested the detection

method on the pretrained Llama 2 (i.e., in the row of “Epoch 0”), we obtained a TDR of

7 https:/ /huggingface.co/meta-llama/Llama-2-7b-chat-hf
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0%, indicating that the Llama 2 is not pretrained on the published data. If true, this result
empirically confirms the bounded false-detection rate of our method. When we fine-tuned
Llama 2 on the marked datasets by only 1 epoch, the accuracy of the fine-tuned Llama 2
model increased from 63.07% to 95.33% for SST2, from 28.41% to 91.69% for AG’s news,
and from 16.58% to 40.49% for TweetEval. At the same time, our method achieved a
TDR of 100% on the fine-tuned model, which demonstrates the effectiveness of our method.
Fine-tuning Llama 2 with more epochs increased the accuracy slightly (e.g., from 95.33%
to 95.56% for SST2, from 91.69% to 92.33% for AG’s news, and from 40.49% to 43.03%
for TweetEval) but leads to a much lower RCD. This is because fine-tuning the model for
more epochs memorizes the fine-tuning samples more and the detection method needs fewer

queries to the model to detect their use.

5.3.4 Auditing CLIP

In this section, we apply data auditing to a multimodal model {114, 115|. A multimodal
model is a type of ML model that can understand and process various types of data, e.g., im-
age, text, and audio. We considered Contrastive Language-Image Pretraining (CLIP) [114],
developed by OpenAl in 2021, as our study case. CLIP is a vision-language model consisting
of a visual encoder and a text encoder used to extract the features of the input image and
text, respectively. It takes as inputs an image and a text and returns their corresponding
feature vectors. CLIP is known for its notable performance in image-text similarity and
zero-shot image classification [114].

The CLIP model released by OpenAl was pretrained on 400 million image and text pairs
collected from the Internet [114|. While it is challenging to pretrain such a large model on
a huge number of pairs using lab-level computing resources, we aim to fine-tune the CLIP

on a small (marked) dataset and test our auditing method on the fine-tuned CLIP.

5.3.4.1 Experimental Setup

Datasets: We used the Flickr30k [174] dataset. Flickr30k comprises 31,014 images of varying

sizes, each paired with multiple textual descriptions.
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Marking setting: In each experiment, we uniformly at random sampled g images with cap-
tions from training samples, assumed to be owned by a data owner as X, and designated
the remaining training samples as D’. We set # = 10%, i.e., g = 2,500. We applied
our data marking algorithm to generate the published data X’ and the unpublished data
X' for X. In the marking algorithm, given a raw datum (i.e., an image with its caption),
we followed the marking setting in Sec. 5.3.1.1 to generate two marked images and then
randomly sampled one with its original caption as the published data, keeping the other

as the unpublished data. As such, we constituted the training dataset collected by the ML

practitioner as D = D' U X'.

Fine-tuning setting: We used the CLIP model released by OpenAl as the base model.® We
fine-tuned the CLIP model on the marked dataset D, following the pretraining algorithm
used by OpenAl [114]. We used a batch size of 256 and applied Adam [70| with a learning
rate of 107> as the optimizer. The fine-tuned CLIP including the visual encoder and text

encoder is the ML model deployed by the ML practitioner.

Detection setting: We defined M1/ by a recently proposed membership inference on CLIP [71].

It uses cosine similarity between the two feature vectors returned by the CLIP model as

]

i

],).(,:

the inference metric [71|. Formally, given an image-text sample x{: = (&, %), we have

N ] . .
le(xi) = cosim(f'(x;), f"(%;)), where f" and f” are the visual encoder and text encoder
of f, and cosim denotes cosine similarity. In the detection algorithm, we set a’ = 0.025 and

« = 0.05.

Metrics: We used the following metrics for evaluation:

e Test accuracy (acc): We randomly divided the test samples into batches (each is 256 at
most). For each batch, we measured the fraction of texts correctly matched to images
and the fraction of images correctly matched to texts, by the (fine-tuned) CLIP model.
We used the fraction of correct matching averaged over batches as the test accuracy

acc.

8 https:/ / github.com/openai/CLIP
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* True-detection rate (TDR): Please see its description in Sec. 5.3.1.1.

e Relative cost for detection (RCD): Please see its description in Sec. 5.3.1.1.

5.3.4.2 Experimental Results

The overall performance of our data auditing method applied in fine-tuned CLIP is
presented in Table 5.14. As shown in Table 5.14, when we audited the CLIP model released
by OpenAl, we obtained a 0% TDR, which indicates that the pretrained CLIP model was
not trained on our published data. If it is true that the CLIP model is not, this result
empirically confirms the upper bound on the false-detection rate of our method. When we
fine-tuned the CLIP model by the marked Flickr30k dataset, acc increased from 80.73%
to 88.44% while TDR increased to 100%, which demonstrates that our method is highly
effective to detect the use of published data in the fine-tuned CLIP even when it is fine-
tuned by only 1 epoch. When we fine-tuned the model for more epochs (e.g, 3 epochs), acc
did not significantly increase. With more fine-tuning epochs, we still got a TDR of 100%
but a smaller RCD. Fine-tuning by more epochs made the model memorize the fine-tuning

samples more and thus we needed fewer queries to the model in the detection step.
5.4 Instance-level Data-Use Auditing

In this section, we consider the more challenging auditing scenarios in which the data
owner audits a small amount of data instances (i.e., g is small or even g = 1).

5.4.1 Auditing Image Classifiers
5.4.1.1 Experimental Setup

Datasets: We used three visual benchmark datasets, namely CIFAR-100 [72], TinyIma-
geNet 75|, and ImageNet [34].
e CIFAR-100: CIFAR-100 is a dataset containing 60,000 images of 3 x 32 x 32 dimen-
sions partitioned into 100 classes. In CIFAR-100, there are 50,000 training samples
and 10,000 test samples.

e TinylmageNet: TinylmageNet is a dataset containing images of 3 X 64 x 64 dimensions
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partitioned into 200 classes. In TinylmageNet, there are 100,000 training samples and
10,000 validation samples that we used as test samples.
¢ ImageNet: ImageNet is a large-scale dataset containing images partitioned into 1,000
classes. There are 1,281,167 training samples and 50,000 validation samples that we
used as test samples.
Unlike the dataset-level auditing experiments in Sec. 5.3.1.1, we did not include the relatively
simple benchmark dataset CIFAR-10. Instead, we additionally considered ImageNet to study

the performance of our approach on large-scale datasets.

Data-marking setting: In each experiment, we simulated how the data owner would mark her
data and how the ML practitioner would assemble his training dataset by preparing a marked
labeled training dataset, as follows: To prepare a marked labeled training dataset, we first
uniformly at random sampled 500 training samples for CIFAR-100, 1,000 for TinyImageNet,
or 1,000 for ImageNet, as the data instances that we audited. However, for a fixed value of
g, each subset of g audited samples were treated independently (as if from a different data
owner; i.e., we applied our test for each subset of size g separately). Unlike the dataset-
level auditing experiments where g was fixed at 10% of the training samples, we evaluated
instance-level auditing with g € {1,2,4,8,16,32,64} to study detection performance under
varying q. Taking each subset of g audited samples as X, we applied our data-marking
algorithm to generate its published version X’ and the hidden information X’. By default,
we set n = 1000. When applying the data-marking algorithm on each data instance from
X, we set € = 10 for CIFAR-100 or TinylmageNet, or ¢ = 25 for ImageNet when the

pixel range of an image is [0,255]. Following the experimental setup in Sec. 5.3.1.1, in

Eq. (5.4), we defined utility distance function by Auti(x{:, Xi) = fo — xi‘ and the distance

o]

function by Adis(x{, xj/) = HEnc(xD - Enc(x{:/)

i

. where we used ResNet-18 pretrained on

ImageNet as Enc, as our default. We applied a two-step method to approximately solve
Eq. (5.4). First, we generated n unit vectors of the same dimension as the output dimension

of the feature extractor Enc (e.g., 512 dimensions for a pretrained ResNet-18) such that the
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minimum pairwise distance among the n unit vectors was maximized. Second, we crafted the
j-th mark such that the dot product between the feature vector of the j-th marked version
(prepared by Enc) and the j-th unit vector was maximized while satisfying the constraint
(i.e., Eq. (5.4b)). As such, we prepared a marked, labeled, training dataset used to train a
classifier, by replacing each audited data instance in the dataset with its published version
and assigning it a correct label (i.e., using its original label).

Model training setting: In each experiment, we simulated how the ML practitioner would
develop an image classifier by training it from scratch on a training dataset prepared as
described. We trained the classifier on the marked dataset, following the training setting
described in Sec. 5.4.1.1, except that the model was trained by 100 epochs to achieve better
accuracy. The impact of the number of epochs on model accuracy and auditing performance
has been studied in Sec. 5.3.1.4. We used ResNet-18 [54] as the default model architecture
for CIFAR-100 and TinyImageNet, and used a larger model, ResNet-50, as the default for
ImageNet.

We report the accuracies (acc) of the classifiers trained on the marked datasets (i.e.,
the fraction of test samples correctly predicted) and differences between the accuracies of
classifiers trained on marked datasets and those of classifiers trained on clean datasets, in
Table 5.15. The classifiers trained on the marked datasets preserved good utility, i.e., their
acc values were similar to those trained on clean datasets, which demonstrated that the

marked data instances preserved good utility of their original versions.

Data-use detection setting: In each experiment, we simulated how the ML practitioner
would deploy his classifier and how a data owner would detect the use of her marked image
instance, as follows: Unless otherwise specified, we assumed that the model returned a vector
of confidence scores (i.e., a multi-dimensional vector where each component represents the
predicted probability for the associated class, also described as G in Sec. 5.3.1.1) in response
to an input image, though we also considered settings where the output was a label ( i.e., CG
described in Sec. 5.3.1.1) or a label with its associated confidence score (i.e., CG under Top-1).

Using the marked image set X’ and the associated hidden set X’ generated from the data-
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marking setting, the data owner applied our data-use detection algorithm to test if an image
classifier was trained using X’. When applying the data-use detection algorithm, we used
the black-box membership inference method defined in Sec. 5.3.1.1. In the implementation
of membership inference applied in our data-use detection, we set 7w = 16 for CIFAR-100
and TinylmageNet, and 7w = 64 for ImageNet, as the default. We set «/ = 0.001, and
considered &« = 0.05, « = 0.01, and &« = 0.002 in the data-use detection algorithm. Recall
that & is the bound on FDR of the data auditing method. For example, setting & = 0.002

guarantees that FDR < 0.2%.

Baselines: To our knowledge, there is no existing work on instance-level, proactive, data-
use auditing of ML. Black-box membership inference can be used to passively infer data-
use in an ML model but it does not provide a bounded FDR. In addition, membership
inference assumes the availability of auxiliary data from the same distribution as the training
samples and/or at least one reference model that is trained on a dataset similar to the
training set of the tested model. We consider the state-of-the-art black-box membership
inference methods, namely Attack-P [171], Attack-R [171], LiRA [15], and RMIA [178] as
our baselines. We summarize the limitations of these membership inference methods applied
to data-use auditing in Table 5.17. We provide detailed descriptions of the baselines and
their implementations as follows.

Given a data instance x and its associated label y, an ML model f (i.e., a classifier), and
access to a set of labeled auxiliary data A and some reference models F’, these membership
inference attacks compute a score MIA, p/(x,y, f) and then compare it to a threshold .
Membership inference attacks infer that x is used in training f if MIA4 p(x,y, f) > . Here
Y controls the empirical FDR of a membership inference attack method. The computation
of MIA, p/(x,y, f) by these membership inference attacks is presented in Table 5.16 [178,
Table 1].

For each experiment involving a comparison with baselines, we randomly divided a
dataset’s training samples into two equal halves. One half (e.g., 25,000 CIFAR-100 training

samples or 50,000 TinyImageNet training samples) was used to train the classifier that we
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audited, while the other half was used to train reference models required for membership
inference. The test samples of each dataset were randomly split into two equal halves: One
half was designated as auxiliary data, while the other half was used to empirically measure
FDR of a black-box membership inference method. For membership inference methods that
incorporate data augmentation (e.g., LIRA and RMIA), we set the number of augmentations
to 2 in these methods, following their default settings [15, 178|. To ensure a fair comparison,
we also set 71 = 2 for our method when benchmarking against these baselines, and limited
the baselines’ queries to the audited ML model to be 7t x n (for g = 1). Since our data-use
detection method allows a data owner to stop querying the audited ML model early, our
method poses < 71 X n X g queries to each model. Therefore, under these settings, our
method had an equal or lower query cost than the baselines.

We implemented these membership inference attacks in PyTorch [109] based on their
respective papers and available open-source codes.”1? We considered a setting where at most
one reference model was accessible, i.e., |[F'| = 1. To simulate the access to an auxiliary
dataset A and a reference model F’ (|F'| = 1), we randomly split the training set of a dataset
into two non-overlapping halves, e.g., each half included 25,000 CIFAR-100 training samples
or 50,000 TinylmageNet training samples. The first half was used to train an audited ML
model f and the second half was used to train a reference model f’. We also randomly split
the test set of a dataset into two non-overlapping halves. The first half was used as A and
the second half was used as “a non-member set” to empirically measure FDR. In Table 5.16,
the original versions of these methods replace [f(x)}y, [f’(x)]y, [f(x)]y, and [ ’(f)]y by
a metric (e.g., SM-Taylor-Softmax [33]) based on model logits (i.e., the outputs before a
Softmax layer). However, in our data-use auditing setting, the model outputs are vectors
of confidence scores (i.e., the outputs after the Softmax layer), as described in Sec. 5.4.1.1.
Therefore, such a metric is not applicable in a data-use auditing setting. We searched for an

threshold ¢ to ensure that the empirical FDR of a membership inference attack was merely

9 https:/ / github.com /tensorflow /privacy/ tree/ master /research/mi_lira_2021

10 https:/ / github.com /privacytrustlab/ml_privacy_meter/
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below a specified level (e.g., FDR < 1%). Using the identified ¢, we then calculated TDR of

the membership inference method for the specific level of FDR.

Metric: We used the following metrics to evaluate the methods:
e Test accuracy (acc): Please see its description in Sec. 5.3.1.1.
e True-detection rate (TDR): Please see its description in Sec. 5.3.1.1.

® Relative cost for detection (RCD): Please see its description in Sec. 5.3.1.1.

5.4.1.2 Experimental Results

Main results: Our results of auditing data-use in image classifiers are shown in Fig. 5.8.
Under the default setting, our TDR (g = 1) for auditing CIFAR-100 (TinylmageNet) in-
stances was 28.21% (18.09%), 11.59% (6.02%), and 3.11% (1.39%), when the bounds on
FDR were set as 5%, 1%, and 0.2%, respectively. When the output of a classifier included
both the predicted label and its associated confidence score, the TDR remained comparable
to that under the default setting. When only the predicted label was available, our TDR
(9 = 1) was only marginally above the FDR level. However, when the data owner possessed
more data instances (i.e., ¢ > 1) and all of them were used in training, our method became
significantly more effective, even when the outputs of the audited classifiers were labels only
(“Label”). For ImageNet, our TDR (g = 1) was only slightly higher the FDR level at g =1,
but clearly improved on it by g = 16.

Fig. 5.9 presents the results of scenarios where a data owner had g = 10 data instances
and ¢' € {1,...,q} were used in training. As in Fig. 5.9, increasing g’ quickly improved
TDR, noticeably improving over the FDR bound for both confidence vectors (“All”) and
classification confidences (“Highest”), even when ¢’ = 2 or 3.

We plot the cumulative distribution function (CDF') of G in the case g = 1 and n = 1000,
under the condition that data use is detected, in Fig. 5.10. In Fig. 5.10, the area under the
curve (AUC) represents the average query cost saved when the audited data instance was
detected. For CIFAR-100, the AUCs were 510.24 and 107.78 when FDR < 5% and FDR <
1% respectively. For TinylmageNet, the AUCs were 472.42 and 96.81 when FDR < 5% and
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FDR < 1% respectively. When we set & = 0.002, it needed to query all the marked data
instances (i.e., G = 1000) in order detection data use and so we did not have cost savings
in this setting.

Empirical false-detection: We empirically evaluate FDR of our method by training image
classifiers on datasets excluding the audited data samples. The results on our empirical
FDR are shown in Table 5.18. As shown in Table 5.18, the empirical FDR were less than the
bound « on false-detection. These results empirically confirm the upper bounds on FDR of

our method.

Comparison with baselines: We compare our method with the state-of-the-art membership
inference methods, namely Attack-P [171], Attack-R [171], LiRA [15], and RMIA [178] when
q = 1. Attack-R, LiRA, and RMIA assume the ability to train at least one ML model, known
as a reference model, from these samples. In those works that proposed Attack-R, LiRA,
and RMIA, such reference models are assumed similar to the audited model (i.e., they are
trained on a dataset similar to the training dataset of the audited model).

In our implementation of Attack-R, LiRA, and RMIA, we considered a more realistic
setting where only one reference model was used in membership inference. We also con-
sidered settings where the reference model is not similar enough to the audited model, by
constructing a dataset used to train the reference model differently from the training dataset
of the audited model. We constructed such a “different” dataset by decreasing its size
and /or introducing class imbalance (i.e., the number of data samples per class was unequal).
Specifically, the class proportions were drawn from a Beta distribution [68] where we set its
two parameters as the same value B that controls the degree of imbalance. A larger value
leads to greater skewness in the class proportions.

The comparison results are presented in Fig. 5.11 and Fig. 5.12. Fig. 5.11 shows the
auditing/inference results on CIFAR-100: When Attack-R, LiRA, and RMIA used a refer-
ence model similar to the audited model, our method achieved a TDR comparable to those
of Attack-R, LiRA, and RMIA under the same FDR level. However, when the reference

model was not similar enough to the audited one (e.g., by decreasing 11/m, where m is
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the size of the training set of the audited model, and/or increasing B), the performance of
these membership inference methods significantly degraded, which was also confirmed by
their works [15, 171, 178|. For example, the state-of-the-art membership inference method,
namely RMIA, had TDR of 15.27%, 2.25%, and 0% under FDR < 5%, FDR < 1%, and
FDR < 0.2%, respectively, when we set #1/m = % and B = 4, much lower than ours.

The performance of these three membership inference methods were highly affected by
the reference models. Of course, as shown in the previous works (e.g., [15, 171, 178]), when
more reference models can be trained and used in membership inference, these methods
would achieve a better inference result (i.e., a higher TDR). However, in a realistic scenario
of data-use auditing, it is costly to train a reference model and challenging to collect a
dataset used to train the reference model that is similar to the training dataset of the
audited model. Attack-P does not require a reference model but its TDR was much lower
than ours under the same FDR. We have similar observation and conclusion from the results
on TinyImageNet, as shown in Fig. 5.12. More importantly, all these membership inference
methods do not provide a bound on the FDR. This limits the application of membership

inference methods in auditing data-use of ML models.

Robustness against countermeasures: We study the effectiveness of our data-use auditing
method when the ML practitioner applies countermeasures in the training pipeline to defeat
our method. We considered those countermeasures introduced in Sec. 5.3.1.4: (1) adding
Gaussian noise into the training samples (Rand(¢)); (2) using our marking algorithm (with
the default hyperparameters) to perturb training samples (MarkPerturb); and (3) differen-
tially private stochastic gradient descent (DPSGD). We did not include the other coun-
termeasures because they either cannot mitigate our approach or significantly degrade the
model’s utility. We additionally considered the following countermeasures:
® mage denoising: The ML practitioner applies image denoising techniques [53, 60|
on the training samples in order to remove their added marks. We consider three
commonly used denoising methods: (1) Gaussian smoothing, (2) median smoothing,

and (3) general smoothing.
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® Regularization: The ML practitioner applies regularization techniques, e.g., by adding
a penalty proportional to the squared values of the model parameters, to reduce mem-
orization of training samples. He controls the regularization strength by tuning the
weight decay (denoted as w) parameter in the SGD optimizer.

We report our robustness results in Fig. 5.13, Table 5.19, Fig. 5.14, and Fig. 5.15. As
shown in Fig. 5.13 and Table 5.19, both perturbation methods decreased our TDR: “Re-
marking” decreased TDR (g = 1) from 28.21% to 12.60% under FDR < 5% but the accuracy
acc on average dropped by 3.90 percentage points. Adding Gaussian noise with a larger o
made our TDR (g = 1) closer to the FDR level but it also sacrificed more model accuracy. For
example, adding Gaussian noise with o = 25 decreased TDR (g = 1) to a level close to FDR
but at a cost of 10.11 percentage points to acc. As shown in Table 5.19, image smoothing de-
creased our TDR but significantly decreased the utility of the trained models. For example,
general smoothing reduced TDR (g = 1) to 14.49% under FDR < 5% but acc dropped by
around 11 percentage points. As shown in Fig. 5.14 ; when applying DPSGD, when we set a
larger o, the trained classifier memorized its training samples less and thus our TDR (g = 1)
decreased under the same level of FDR. For example, under FDR < 5%, our TDR (g = 1)
decreased from 28.21% to 9.21% when we increased ¢ from 0 to 2 x 1073 (¢ = 0 corresponds
to the non-private setting). However, acc of the trained classifiers decreased from 75.53%
to 65.82% as o grew. We have similar observations from the auditing results (see Fig. 5.15)
when applying stronger regularization techniques in model training. To summarize, none
of these countermeasures defeated our auditing method without significantly sacrificing the
utility of the trained ML model.

When the data owner had more data instances (i.e., ¢ > 1) and all of them were used
in training, our method became more effective, i.e., our TDR increased with g, even when
the ML practitioner applied a strong countermeasure. For example, when DPSGD with
0 = 2x 1073 was used to train the ML model, our TDR achieved 24.34% (g = 8) and

85.34% (g = 64) under FDR < 5% (compared with 9.21% for g = 1).
Across different model architectures: We study the effectiveness of our data-use audit-
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ing method on auditing data use (§ = 1) in image classifiers of different model architec-
tures, namely ResNet-18, ResNet-34 [54]|, WideResNet-28-2 [177], VGG-16 [130], and Con-
vNetBN [65]. We only considered CIFAR-100 and trained these classifiers using the same
training algorithm (please see Sec. 5.4.1.1). Our auditing results are shown in Table 5.20.
Our TDR ranged from 20.80% to 29.90%, from 7.20% to 11.89%, and from 1.53% to 3.25%

when the bounds on FDR were set as 5%, 1%, and 0.2%, respectively.

The impact of the utility-preservation parameter €: We study the impact of the utility-
preservation parameter € on the performance of our data auditing method (g = 1), by
changing € from 6 to 20. € controls the visual quality (utility) of the marked image. We
present examples of marked CIFAR-100 images under different € in Fig. 5.6. Our auditing
results for varying € are presented in Fig. 5.16. As in Fig. 5.16, a larger € led to a higher
TDR under the same FDR bound, which shows a trade-off between utility-preservation and

TDR.

Impact of using a different n: We consider a setting where our marking algorithm generated
n = 200, n = 500, or n = 5,000 marked data per raw CIFAR-100 data instance. Our results
(9 = 1) are presented in Table 5.21. By comparing with the results of n = 1,000, we have
the following observations: When we set an FDR bound much larger than %, e.g., FDR < 5%
or FDR < 1%, TDR did not change much when increasing n. However, when we considered
FDR < 0.2%, TDR increased from 3.11% to 4.43% if we increased #n from 1,000 to 5,000.
In addition, setting a larger n allowed the data owner to detect her data-use under a lower
FDR bound (e.g., FDR < 0.1%). But setting a larger n also brought a higher cost in marked

data generation and data-use detection, as shown in Fig. 5.17 and Fig. 5.18.

Impact of using data augmentation in data-use detection: We plot TDR (g = 1) of our
auditing method using varying number 7t of data augmentations in Fig. 5.19. When we used
a larger number of data augmentations in the data-use detection algorithm, our method
achieved a higher TDR under the same FDR bound. However, a larger number of data

augmentations requires more (black-box) queries to the ML model, and thus it brings a
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higher query cost.

Factor impacting auditability: We study a factor that might impact the auditability of an
image. Given an ML model f trained using a (marked) image x’ (¢ = 1) and member-
ship inference method MV (-), we measured the auditability of an image instance x’ by its
rank(x’, X/, le), i.e., a higher rank(x’,f, le) indicates more auditability. We considered
the difference between the loss of a model that is not trained on the audited data instance
x" and the loss of the model f that is trained on x’, denoted as ¢(f_,x") — £(f,x") where
¢ denotes the loss function and f_,/ denotes the model that is not trained on x’. The loss
difference indicates how a marked data instance is vulnerable to a membership inference
attack [15], i.e., a data instance with larger loss difference is more vulnerable to mem-
bership inference. We plot the distribution of (rank(x/, X', M), £(f_,x") — £(f,x")) in
Fig. 5.20. We calculated the Pearson correlation coefficients [30] between rank(x/ , X, MV )
and £(f_y,x") — £(f,x"). The resulted coefficients for CIFAR-100 and TinyImageNet are
0.331 and 0.295 respectively. These results indicate a weak positive linear correlation be-
tween rank (x', X, M) and £(f_y,x') — £(f,x'). In other words, it would be easier to audit
the use of a data instance with a larger loss difference. This observation is consistent with
that from previous works on privacy attacks [15]. We leave exploring other factors impacting

auditability of a data instance as a direction for future work.

Ablation study on data-marking algorithm: We study the impact of two components of
our data-marking algorithm: (1) optimizing the n unit vectors such that their minimum
pairwise distance is maximized (compared to generating them by sampling randomly), and
(2) optimizing the added marks such that the distance between any pair of generated marked
data is maximized (compared to generating added marks randomly). We denote the method
of generating the added marks randomly (i.e., each pixel of a mark is uniformly at random
sampled from {—¢,€}) as RM. We denote the method of generating marks by generating
random unit vectors and optimizing the marks to maximize the distance between any pair of

marked data, as RUV+0M (only component (2) included). We denote the method of generating
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marks by both optimizing the unit vectors and the marks, as QUV+0OM (both component (1)
and (2) included). The results (§ = 1) are presented in Table 5.22. As in Table 5.22,
0UV+0M achieved the highest TDR under the same level of FDR. Compared with RM, 0UV+0M
improved by 5.44 percentage points, 3.36 percentage points, and 1.01 percentage points,
under the false-detection bounds of 5%, 1%, and 0.2%, respectively. Such improvement
demonstrates that a useful feature extractor helps in generating “effective” marked data.
This is because using a feature extractor can embed marks into the high level features of
an image such that the high level features of n marked data are maximally different and so
it is easier for a membership inference method to distinguish a model trained on one but
not the others. Compared with RUV+0M, QUV+0M achieved a slightly higher TDR. Random
sampling can generate unit vectors whose minimum pairwise distance is large enough and

thus optimizing unit vectors only made marginal improvement.

Ablation study on data-use detection algorithm: We study the effectiveness of using the rank
of the added mark of the published data in detecting data use. In other words, we measured
the “memorization” scores of the added marks from n generated marked data, then estimated
the rank of the added mark of x’, and detected data use based on the estimated rank. This
is the adaption of the idea from Carlini et al.’s work [16] to our setting. Our results (g = 1)
in Table 5.23 show that the rank of the added mark did not provide strong evidence of
data-use in visual models, i.e., TDR values were low and close to the level of FDR. This is
because the visual model memorizes the whole marked data instance in its training rather

than the added mark.

5.4.2 Auditing Visual Encoders
5.4.2.1 Experimental Setup

Datasets: We used CIFAR-100 [72] and TinyImageNet [75].

Data-marking setting: We followed the default data-marking setup described in Sec. 5.4.1.1

to prepare marked training datasets, without labels needed.

Model training setting: We trained the visual encoder by SimCLR algorithm [23|, which
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we have described in Sec. 5.3.2.1. We used a larger deep neural network ResNet-34 as the

architecture of the visual encoder.

Data-use detection setting: We assumed that the data owner can obtain a vector of features
by providing her marked image or its augmented version as input to the visual encoder.
Using the marked images X’ and the associated hidden set X’ generated from the data-
marking setting, we applied our data-use detection algorithm to test if a visual encoder was
trained using X’. When applying the data-use detection algorithm, we followed the previous
works (e.g., [62, 83, 186]) to define the black-box membership inference method, which has
been introduced in Sec. 5.3.2.1. In the implementation of membership inference applied in
our data-use detection, we set 71 = 64 as the default. We considered & = 0.05, « = 0.01,

and « = 0.002 in the data-use detection algorithm.

Metric: We used TDR to measure the effectiveness of a data-use auditing method. Unlike
experiments in Sec. 5.3.2, we primarily study the the auditing performance of our approach
under varying small values of 4 in instance-level auditing scenarios. The impact of epochs

on model utility and auditing performance has been studied in Sec. 5.3.2.

5.4.2.2 Experimental Results

Our results on auditing visual encoders are presented in Fig. 5.21. When g = 1, our TDR
ranged from 10.51% to 14.02%, from 2.40% to 3.78%, and from 0.34% to 0.56% when the
bounds on FDR were set as 5%, 1%, and 0.2%, respectively. Although our TDR on auditing
visual encoders were significantly better than those from a “random guessing” method, they
were lower than those on auditing image classifiers (see Fig. 5.8). Because visual encoders
are trained to learn the general representations of images and thus they memorizes their
training samples less. When the data owner had more data instances (i.e., g > 1) and all of
them were used in training, our method became significantly more effective, i.e., our TDR

increased with g.
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5.4.3 Auditing CLIP and BLIP

In addition to studying CLIP in dataset-level auditing scenarios in Sec. 5.3.4, we con-
sider BLIP, another vision-language model, to evaluate the performance of our approach in

instance-level auditing scenarios.

5.4.3.1 Experimental Setup

Datasets: We used the Flickr30k dataset.

Data-marking setting: We first randomly sampled 2,500 images with textual descriptions
as training samples and others as test samples. From 2,500 training samples, we randomly
selected 250 samples as the audited samples. However, for a fixed value of g, each subset
of g audited samples were treated independently (as if from a different data owner; i.e., we
applied our test for each subset of size g separately). We applied our data-marking algorithm
to generate its published version X’ and the associated hidden information set X/, where
we set € = 10, n = 1000, and used ResNet-18 pretrained on ImageNet as Enc. As such,
we prepared a marked training dataset by replacing each audited image with its published

version and assigning it to its original textual description.

Model training setting: We fine-tuned the pretrained CLIP (ViT-B/32) released from OpenAl
on marked datasets, following the same setting in Sec. 5.3.4.1. We fine-tuned the pretrained
BLIP image captioning base model on marked datasets prepared from the data-marking
setting. We applied the AdamW optimizer [88] with a learning rate of 5 x 107> to fine-tune

the BLIP model on a mini-batch of 8 training samples at each iteration.

Data-use detection setting: For CLIP model, we assumed that the data owner could obtain
feature vectors by providing her marked image and its corresponding textual description as
inputs to the CLIP model. Using the marked images X’ and the associated hidden set X’
generated from the data marking, she applied our data-use detection algorithm to test if a
CLIP was trained/fine-tuned using X’. When applying the data-use detection algorithm,
we followed the previous works (e.g., [71]) to define the black-box membership inference

method, which has been introduced in Sec. 5.3.4.1: Given an input image and its textual
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description, we obtained their corresponding feature vectors (one for image and the other
for its textual description) by CLIP; Then we used the cosine similarity between the two
feature vectors as the “memorization” score of the input image.

For BLIP model, we assumed that the data owner could obtain the probability distri-
butions of the output by providing her marked image. Using the marked images X' and
the associated hidden set X’ generated from the data marking, she applied our data-use
detection algorithm to test if a BLIP image captioning model was trained/fine-tuned using
X',

We considered o« = 0.05, « = 0.01, and « = 0.002 in the data-use detection algorithm.

Metric: We used TDR to measure the effectiveness of a data-use auditing method.

5.4.3.2 Experimental Results

Our results on auditing the data-use in CLIP, fine-tuned by only one epoch, are shown
in Fig. 5.22. With g = 1, we achieved TDR of 9.58%, 2.82%, and 0.48% under FDR < 5%,
FDR < 1%, and FDR < 0.2%, respectively, which were significantly better than random
guessing. When the data owner had more data instances (i.e., ¢ > 1) and all of them
were used in training, our method became much more effective, i.e., our TDR increased
with g. For example, we achieved TDR of 67.35%, 39.78%, and 16.45% under FDR < 5%,
FDR < 1%, and FDR < 0.2%, respectively, when the data owner had g = 64 data instances.

We also report our auditing results when the CLIP model was fine-tuned on the marked
datasets for more than one epoch, in Fig. 5.23. With g4 = 1, when we fine-tuned the CLIP
model by more epochs, its acc slightly increased from 85.44% to 86.57% and TDR also
increased, e.g., from 9.60% to 16.38% under FDR < 5%. Fine-tuning CLIP by more epochs
makes it memorize its training samples more and thus it is easier to audit data-use (i.e., a
higher TDR), which was also observed by previous works on dataset-level data-use auditing
(e.g., [62]). When the data owner had more data instances (i.e., ¢ > 1) and all of them were
used in training, our method became significantly more effective, i.e., our TDR increased

with g.
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Our results on auditing the data-use in BLIP, fine-tuned by only one epoch, are also
included in Fig. 5.22. With q = 1, we achieved TDR of 13.07%, 3.43%, and 0.55% under
FDR < 5%, FDR < 1%, and FDR < 0.2%, respectively. When the data owner had more data
instances (i.e., g > 1) and all of them were used in training, our method became significantly
more effective, i.e., our TDR increased with g. For example, we achieved TDR of 94.72%,
82.00%, and 57.15% under FDR < 5%, FDR < 1%, and FDR < 0.2%, respectively, when the
data owner had g = 64 data instances.

We also report our auditing results when the BLIP models were fine-tuned on the marked
datasets for more than one epochs, in Fig. 5.24. With g = 1, when we fine-tuned the BLIP
model by more epochs, its BLEU score decreased due to overfitting, but TDR increased,
e.g., from 13.07% to 24.42% under FDR < 5%. Fine-tuning BLIP by more epochs makes
it memorize its training samples more and thus it is easier to audit data-use (i.e., a higher
TDR). Again, when the data owner had more data instances (i.e., 4 > 1) and all of them were
used in training, our method became significantly more effective, i.e., our TDR increased
with g.

5.5 Discussion
5.5.1 Auditing Text Data in Instance-Level Auditing Scenarios

Our work mainly focuses on image instance in instance-level auditing scenarios. While
our method could be applied into text data, such application presents several challenges. A
key difficulty lies in generating n distinct marked instances for each raw data sample when
n is large (e.g., n = 1,000). In our dataset-level auditing scenarios where we set n = 2, we
applied a paraphraser model to paraphrase a text data to generate two marked versions.
However, when n = 1,000, it is challenging to paraphrase a raw text data for n times to
generate n distinct marked text data while ensuring that all of them preserve the semantic

meaning.
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5.5.2 Minimal Number of Marked Data Required in Auditing

The minimal number of marked (published) data for which our method can detect its
use depends on two factors: the memorization of training data by the ML model and the ef-
fectiveness of (contrastive) membership inference. For example, as shown in Sec. 5.3.1.2 and
Sec. 5.4.1.2, the CIFAR-100 and Tinylmagenet classifiers memorized their training samples
more than the CIFAR-10 classifier, and so the data owner needed much less marked data
to audit for data use in the CIFAR-100 and Tinylmagenet classifiers than in the CIFAR-10
classifier. The effectiveness of (contrastive) membership inference also affects the minimal
number of data items for which our method can detect use, i.e., a stronger membership in-
ference method will allow our method to detect the use of fewer data. Therefore, we believe
that any developed stronger membership inference methods in the future will benefit our

technique.

5.5.3 Adaptive Attacks to Data Auditing Applied in Foundation Models

Once the ML practitioner realizes that the data auditing is being applied, he might
utilize adaptive attacks aiming to defeat the auditing method when training his foundation
models. Some adaptive attacks we considered for the image classifier (see Sec. 5.3.1.4)
and Sec. 5.4.1.2 like early stopping, regularization, and differential privacy, can be used to
mitigate the memorization of training/fine-tuning samples of foundation models. Therefore,
these adaptive attacks could degrade the effectiveness or efficiency of our detection method.
In addition, there are some methods used to mitigate membership inference in LLMs, e.g.,
model parameter quantization/rounding [107]. Any defense against membership inference
in foundation models can be used as an adaptive attack. However, the application of these
adaptive attacks will decrease the utility of the foundation models [107].

Since developers of foundation models usually aim to develop a powerful foundation
model, they might hesitate to apply these adaptive methods since they will lose some model
utility. As such, our data auditing method can pressure those developers of large foundation

models to seek data-use authorization from the data owners before using their data.
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5.5.4 Cost of Experiments on Foundation Models

In our experiments on auditing data use in foundation models (e.g., Llama 2 in Sec. 5.3.3
and CLIP in Sec. 5.3.4 and Sec. 5.4.3), we only considered model fine-tuning due to our
limited computing resources. From the results shown in Sec. 5.3.3.2, Sec. 5.3.4.2, and
Sec. 5.4.3.2, our proposed method achieves good performance on detecting the use of data
in fine-tuning Llama 2 and CLIP. We do believe that the effective detection performance of
our method can be generalized to other types of foundation models and the settings where
we audit the use of data in pretrained foundation models. This is because large foundation
models memorize their training samples and thus are vulnerable to membership inference

and other privacy attacks, as shown by existing works (e.g., [17, 71, 83, 107, 126]).
5.5.5 Toward Verifiable Machine Unlearning

One direct application of our data-auditing method is to verify machine unlearning.
Machine unlearning is a class of methods that enable an ML model to forget some of its
training samples upon the request of their owners. While there are recent efforts to develop
machine unlearning algorithms [11], few focus on the verification of machine unlearning, i.e.,
verifying if the requested data has indeed been forgotten by the target model [133]. Our
proposed method can be a good fit for verifying machine unlearning. Specifically, each data
owner utilizes our marking algorithm to generate published data and hidden data. Upon
the approval of data owners, a ML practitioner collects their published data and trains an
ML model that can be verified by the data owner using our detection algorithm. If a data
owner sends a request to the ML practitioner to delete her data from the ML model, the
ML practitioner will utilize a machine unlearning algorithm to remove her data from his
ML model and then inform the data owner of the successful removal. The data owner can
utilize the detection algorithm to verify if the updated ML model still uses her published
data. Our results in Sec. 5.3.1.2 show that our auditing method remains highly effective

even when multiple data owners audit their data independently.
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5.5.6 Proving a Claim of Data Use

Though our technique enables a data owner to determine whether an ML practitioner
used her data without authorization, it alone does not suffice to enable the data owner to
convince a third party.

To convince a third party, the data owner should commit, prior to data publication, to
the raw data, all generated marked data (including both the published data and those kept
secret), and the seeds to a random number generator for the selection of the published data.
For example, she can escrow a cryptographic commitment to these data with the third party.
One such seed to a random number generator could be set to be a cryptographic hash of
the raw data. This commitment ensures that the data owner has followed the prescribed
data-marking procedure and introduced the randommness required for the false-detection
guarantees.

Upon detecting potential use of her data by an ML practitioner, the data owner must
additionally demonstrate that the publication time of the released data precedes the deploy-
ment time of the ML model, ensuring that the model could have incorporated the published
data during training. Otherwise, the trained model could not have used the data in its
training. Then the data owner can open these commitments to enable the third party to
perform our hypothesis test on the ML model itself, for example. To enable a third party
to replicate the data-owner’s test result exactly, the data owner could provide the seed to
a random number generator to drive the sequence of selections (WoR) from X’ in the test
(see Sec. 5.2.2). However, to protect an ML practitioner from being framed by a malicious
data owner, the data owner should be unable to freely choose this seed; e.g., it could be set

to be a cryptographic hash of the commitments to the data.

5.6 Chapter Summary

In this chapter, we proposed a general framework that enables a data owner to audit
whether her data has been used in training a model, at both the dataset and instance levels.

Our auditing method builds upon arbitrary membership-inference techniques and integrates
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them into an anytime-valid statistical test that we design, which enables the data owner to
continuously accumulate data-use evidence through querying the model and adaptively stop
at any time while maintaining a quantifiable and provably bounded false-detection rate.
Through extensive evaluations on diverse ML models—including image classifiers, visual
encoders, LLMs, as well as CLIP and BLIP models, we demonstrate the effectiveness and

generality of our approach across a wide range of ML tasks and settings.
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Table 5.2: Superclass of TinyImageNet generated by querying to ChatGPT.

Superclass

Class

Aquatic Animals

Land Animals

Birds

Domestic Animals
Wild Animals

Insects and Arachnids

Clothing and Acces-
sories

Transportation
Buildings and Struc-
tures

Household Items

Food

Natural Locations
Miscellaneous Objects

Plants and Nature
Technology and Elec-
tronics

Others

European fire salamander, bullfrog, jellyfish, sea slug, spiny
lobster, tailed frog, brain coral, goldfish, sea cucumber, Ameri-
can lobster

koala, black widow, trilobite, scorpion, tarantula, centipede,
boa constrictor, American alligator, dugong

black stork, goose, king penguin, albatross

Chihuahua, golden retriever, Persian cat, Yorkshire terrier, Ger-
man shepherd, Egyptian cat, standard poodle, Labrador re-
triever, tabby

lion, chimpanzee, lesser panda, orangutan, brown bear, ba-
boon, cougar, African elephant

dragonfly, monarch, walking stick, grasshopper, ladybug, sul-
phur butterfly, fly, mantis, cockroach, bee

academic gown, bikini, sandal, poncho, military uniform,
cardigan, fur coat, miniskirt, swimming trunks, bow tie, ki-
mono, vestment, sombrero, apron

trolleybus, gondola, lifeboat, jinrikisha, bullet train, convert-
ible, school bus, police van, sports car, beach wagon, limousine,
moving van

triumphal arch, cliff dwelling, butcher shop, fountain, steel
arch bridge, barbershop, suspension bridge, barn, freight car,
water tower, viaduct, dam, obelisk, beacon

beaker, snorkel, candle, Christmas stocking, dumbbell, turn-
stile, lawn mower, computer keyboard, parking meter, back-
pack, scoreboard, water jug, wok, dining table, pay-phone,
sewing machine, hourglass, tractor, banister, pole, plate, sock,
bathtub, torch, magnetic compass, spider web, frying pan,
plunger, drumstick, birdhouse, gasmask, umbrella, stopwatch,
rocking chair, teapot, sunglasses, flagpole, teddy, punching
bag, beer bottle, lampshade, reel, refrigerator, rugby ball, pill
bottle, broom, binoculars, space heater, chest, volleyball, iPod,
bucket, maypole, desk, wooden spoon, syringe, remote control
pretzel, ice cream, cauliflower, ice lolly, meat loaf, espresso,
potpie, mushroom, guacamole, bell pepper, pizza, orange,
pomegranate, mashed potato, banana, lemon

coral reef, seashore, lakeside, alp, cliff

barrel, basketball, potter’s wheel, Arabian camel, abacus, neck
brace, oboe, projectile, confectionery, bighorn, chain, picket
fence, hog, comic book, slug, guinea pig, nail, go-kart, ox, snail,
gazelle, organ, altar, crane, pop bottle, bison

acorn

cash machine, CD player

brass, thatch, cannon
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Table 5.3: Overall performance of our proposed method on different image benchmarks,
with an upper bound of « = 0.05 on the false-detection rate. All results are averaged over
20 experiments. The numbers in the Aacc% column are the differences between averaged
accuracies of ML models trained on marked datasets and those of ML models trained on
clean datasets.

%  Aacc CG cG CG cG
acc/o /acc/  rtpr RCD TDR RCD TDR RCD  TDR RCD
CIFAR-10 93.64 —0.05 100% 22.0% 100% 26.7% 100% 42.2% 100% 46.5%
CIFAR-100 7429  —0.76 100% 1.9% 100% 2.0% 100% 5.9% 100% 6.0%
TinylmageNet 59.13 —0.16 100% 14% 100% 1.3% 100% 59% 100% 6.7%

Table 5.4: Comparison between our proposed method and baselines under different rates

of ‘% € {1%,2%,5%,10%}. The results of our method come from the setting with least
information available to the data owner, i.e., CG. In UBW-C, T is a hyperparameter of its
detection algorithm. In the columns of “Labeling known” and “White box”, “@” indicates
that the information is needed; “O” means that information is not needed; “©” means that
partial information is needed. In the column “bounded FDR”, “¢¥” (“X”) indicates that the
method provides (does not provide) a provable bound on the false-detection rate. Results
are averaged over 20 experiments. The bold results are the best ones among the compared
methods.

Labeling White Bounded 1% 2% 5% 10%

known box FDR TDR acc% TDR acc% TDR acc% TDR acc%

Our method (CG) @) @) v 40% 93.79 55% 93.71 95% 93.70 100% 93.64

RData [ [ v 5% 9365 10% 9356 10% 9329  20% 93.26

CIFAR-10 RData (one mark) @) [ v 0%  93.75 0%  93.60 0%  93.42 0%  93.25
UBW-C (T = 0.25) [ @) X 0%  93.50 0%  93.14 0% 9267 10% 92.73

UBW-C (7 = 0.20) ° @) X 5% 9350 40% 9315 35% 9246 75% 92.52

Our method (CG) O O v 100% 75.01 100% 74.94 100% 74.60 100% 74.29

RData ° [ v 25% 7466  70% 7457 100% 73.81 100% 73.53

CIFAR-100 RData (superclass) © [} v 20% 7476  50% 7446  70% 7399  95% 7342
RData (one mark) @) [ v 0% 7470 0% 7451 5%  74.05 0% 7351

UBW-C (T = 0.25) [ @) X 0%  74.60 0% 7416  80% 7330 100% 72.32

UBW-C (7 = 0.20) ° @) X 95% 7460 100% 7433 100% 73.21 100% 72.47

Our method (CG) O O v 100% 59.32 100% 59.24 100% 59.17 100% 59.13

RData [ [ v 40% 59.14  90% 5894 100% 58.59 100% 58.13

TinylmageNet RData (superclass) © [} v 35% 59.14 70% 59.03 100% 5871 100% 58.09
RData (one mark) @) [ v 10%  59.12 5%  58.98 0%  58.61 0% 5829

UBW-C (T = 0.25) [ @) X 0%  59.01 0%  58.80 0% 5843 0%  57.78

UBW-C (T = 0.20) ° @) X 0%  59.01 0% 5862 30% 5841 85% 57.63
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Table 5.5: Comparison between our method and RData (which requires knowledge of data
labeling), both under an upper bound of « = 0.05 on the false-detection rate, when mul-
tiple data owners applied data auditing independently. Each owner contributed 10% of
the training dataset. Results are the total detections over all detection attempts (by all data
owners) in 20 experiments.

Data owners

1 2 5 10
Our method (CG) 100% 100% 100% 100%
RData 100%  95%  64%  45%

Table 5.6: The performance of our method on detecting use of published data in ML model
across different architectures, trained on CIFAR-100. All results are averaged over 20 ex-
periments.

CG CcG CG CG
TDR RCD TDR RCD TDR RCD TDR RCD
ResNet18 100% 1.9% 100% 2.0% 100% 5.9% 100% 6.0%
VGG16 100% 3.0% 100% 3.2% 100% 6.9% 100% 7.1%

ConvNet64 100% 7.2% 100% 29.8% 100% 9.0% 100% 38.9%
ConvNetBN  100% 1.8% 100% 3.2% 100% 3.4% 100% 5.6%
MobileNetV2 100% 3.8% 100% 14.6% 100% 7.4% 100% 21.4%

Table 5.7: The impact of € on the performance of our method applied on CIFAR-100. € = 10
is the default. All results are averaged over 20 experiments.
CG CcG cG CG

TDR RCD TDR RCD TDR RCD TDR RCD

€= 7499 100% 26.9% 100% 28.7% 55% 94.8% 60% 97.7%

e=4 7484 100% 8.0% 100% 10.0% 100% 42.5% 100% 43.8%

€e=6 7464 100% 4.3% 100%  5.0% 100% 15.4% 100% 19.7%

€= 7439 100%  2.5% 100%  2.8% 100%  8.5% 100% 10.8%

e=10 7429 100% 1.9% 100% 2.0% 100% 59% 100%  6.0%

acc%
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(f)e =10

FIGURE 5.6: Examples of marked CIFAR-100 images under different €.
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Table 5.8: The impact of the choice of feature extractor used in marked-data generation
on the performance of our method applied on CIFAR-100. ResNetl8 and VGG16 were
pretrained on ImageNet while CLIP was developed by OpenAl, pretrained on millions
image-text pairs from the Internet. “Untrained” refers to using a randomly initialized
ResNet18. “Gaussian mark” and “Bernoulli mark” refer to the settings where there is no
feature extractor available. ResNet18 (pretrained on ImageNet) was the default in other
experiments. All results were averaged over 20 experiments.

CG CG CG CG
TDR RCD TDR RCD TDR RCD TDR RCD
ResNet18 100% 1.9% 100% 2.0% 100% 59% 100% 6.0%
VGG16 100% 2.0% 100% 2.2% 100% 5.1% 100% 7.2%
CLIP 100% 2.1% 100% 2.6% 100% 6.5% 100% 6.6%
Untrained 100% 2.8% 100% 3.2% 100% 11.4% 100% 12.6%

Gaussian mark 100% 5.4% 100% 5.6% 100% 26.8% 100% 28.6%
Bernoulli mark 100% 2.7% 100% 3.1% 100% 12.4% 100% 20.8%

Table 5.9: CIFAR-100 auditing results under different upper bounds of false-detection rate
(0.05 is the default). We set &’ = a/2. All results are averaged over 20 experiments.

CG CG CG CG
TDR RCD TDR RCD TDR RCD TDR RCD

a«=0.05 100% 1.9% 100% 2.0% 100% 59% 100% 6.0%
«=0.01 100% 3.2% 100% 3.6% 100% 89% 100% 7.8%
a=10"% 100% 3.9% 100% 4.2% 100% 13.3% 100% 12.1%
x=10"% 100% 6.1% 100% 7.0% 100% 17.0% 100% 18.6%
x=10" 100% 7.9% 100% 8.6% 100% 19.0% 100% 23.9%
x=10"% 100% 8.9% 100% 9.7% 100% 29.6% 100% 24.3%

Table 5.10: The impact of 77 on the performance of our method applied on CIFAR-100.
7 = 16 was the default in other experiments. cost is the number of queries to the ML
model f for detecting data use. That is, cost = RCD x g x n x 7. All results were averaged
over 20 experiments.
CG CcG CG CG
TDR RCD cost TDR RCD <cost TDR RCD cost TDR RCD  cost

=1 100% 4.1% 410 100% 5.0% 495 100% 67.1% 6,702 0% 100.0% 10,000
=2 100% 3.6% 709 100% 4.1% 814 100% 32.1% 6,408 100% 64.0% 12,796
n=4 100% 34% 1,334 100% 3.7% 1,457 100% 153% 6,107 100% 27.7% 11,047
=8 100% 26% 2,038 100% 3.1% 2419 100% 82% 6,509 100% 10.8% 8,632
n=16 100% 19% 2964 100% 2.0% 3,087 100% 59% 9,312 100% 6.0% 9,492
m=232 100% 3.0% 9364 100% 3.2% 9,975 100% 51% 16,192 100% 4.8% 15,146
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Table 5.11: Robustness of our proposed method on CIFAR-100 against countermeasures.
The most effective countermeasure to degrade the detection performance of our method
is differential privacy, but it also destroyed the utility of the ML model. All results were
averaged over 20 experiments.

o CG CG CG CG
3 Tpr RCD TDR RCD TDR RCD TDR RCD
No adaptive attack 7429 100% 19% 100% 2.0% 100% 59% 100%  6.0%
Top-5 7429 100% 2.1% 100% 2.1% - - - -
Masking output Top-1 7429 100% 24% 100% 2.4% - - - -

MemGuard 7429 100% 15.7% 100% 16.5% - - - -

DPSGD(c = 0.001) 70.01 100% 6.5% 100% 51.7% 100% 8.3% 100% 36.7%
DPSGD(c = 0.002) 64.11 100% 39.8% 5% 99.9% 100% 57.4%  10% 99.7%
DPSGD(c = 0.003) 59.25 90% 81.4% 0% 100.0%  50% 93.4% 0% 100.0%
)
)

Memorization reduction EarlyStop(60) 73.50 100% 2.5% 100% 2.8% 100% 5.1% 100% 6.3%
EarlyStop(40) 69.15 100% 7.0% 100% 32.7% 100% 14.8% 100% 32.9%

EarlyStop(20) 67.10 100% 31.8% 5% 100.0% 100% 56.8%  15% 95.1%

AdvReg 60.18 100% 7.4% 100% 17.8% 100% 9.1% 100% 29.0%

PairDetect 74.29 100% 2.0% 100% 2.0% 100% 6.4% 100% 7.4%
NoTrainAug 61.59 100% 1.9% 100% 3.0% 100% 5.1% 100%  8.5%
Rand(c=10) 70.64 100% 4.0% 100% 4.5% 100% 17.2% 100% 20.8%
Rand(c =20) 65.97 100% 10.2% 100% 15.6% 100% 53.1%  95% 71.2%
Rand(c=30) 62.10 100% 40.3% 100% 66.4%  80% 89.3%  30% 99.0%
MarkPerturb  70.49 100% 5.2% 100%  5.6% 100% 30.0% 100% 32.9%

Other attacks

Table 5.12: Results on auditing data in visual encoder trained by SimCLR, under an upper
bound of & = 0.05 on the false-detection rate. 10% of training samples were marked. All
results were averaged over 20 experiments.

TDR RCD

CIFAR-10 95% 71.2%
CIFAR-100 100% 72.8%
TinyImageNet 100% 78.2%

1004 71.2
= 80 711
& 607 £ 7081
E 40+ & 70.61
20+ 70.4
0L ‘ ‘ ‘ ‘ 70.24
200 400 600 8001,000 200 400 600 8001,000
Epochs Epochs
(a) Detection performance (b) Encoder utility

FIGURE 5.7: The impact of epochs on the detection performance and encoder utility. The
evaluated encoder was trained by SimCLR on marked CIFAR-100 (10% are marked). The
results are averaged over 20 experiments.
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Table 5.13: Overall performance of our proposed method on Llama 2 fine-tuned on marked
text datasets (10% of fine-tuning samples were marked) for different numbers of epochs,
under an upper bound of & = 0.05 on the false-detection rate. All results were averaged
over 20 experiments.

SST2 AG’s news TweetEval (emoji)
acc% TDR RCD acc% TDR RCD acc% TDR RCD

Epoch0 63.07 0% 100.0% 28.41 0% 100.0% 16.58 0% 100.0%
Epoch1 9533 100%  28.7% 91.69 100% 29.7% 40.49 100%  38.9%
Epoch2 95.26 100% 22% 91.68 100% 2.3% 41.88 100% 2.6%
Epoch3 95.56 100% 1.2% 9233 100% 1.2% 43.03 100% 1.2%

Table 5.14: Overall performance of our proposed method on CLIP fine-tuned on marked
Flickr30k (10% of fine-tuning samples were marked) for different numbers of epochs, un-
der an upper bound of & = 0.05 on the false-detection rate. All results were averaged over
20 experiments.

acc% TDR RCD

Epoch0 80.73 0% 100.0%
Epoch1 88.44 100%  69.9%
Epoch2 8853 100%  23.1%
Epoch3 8853 100%  12.1%

Table 5.15: Test accuracies of the audited image classifiers and differences between accura-
cies of classifiers trained on marked and clean datasets. For CIFAR-100 and TinyImageNet,
results are average and standard deviation over 20 classifiers. ImageNet results are for only
one model, due to training cost.

acc(%) Aacc

CIFAR-100 (ResNet-18)  75.61(£0.23) 0.08(=£0.34)%
TinyImageNet (ResNet-18) 59.86(+0.41) —0.16(£0.60)%
ImageNet (ResNet-50) 69.08 —0.05%
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Table 5.16: The computation of MIA 4 p/(x, y, f) by membership inference attacks. In RMIA,
7 is a hyperparameter that we set y = 2 following the previous work [178]. We set A = 0.3
for CIFAR-100 and A = 0.9 for TinyImageNet. For each (X,1j) € A, ¥ denotes an auxiliary
data instance and ¥ is its associated label. [f (x)}y denotes the confidence score of f(x)

associated with y.

Membership inference attack MIA A g (%, Y, f)
Attack-P [171] Py b, >1
rl,
Att [f L,
ack-R [171] ]Pf’EF [ ] >1
: : [r=)], [r],
LiRA [15] (offline) 1—-Ppep log( [ o L) > log(l [f(X)L)
RMIA [178] (offline) P, ( el ) ( 1], )‘1 -
(Fg)ea avgpep ((14A) [f(x)]ﬁ(lﬂ)) Lavgpop (141) [ F1(2 )] +(1-A)) =

Table 5.17: Limitations of membership inference applied in data-use auditing. “@” means
the information is needed while “O” means the information is not needed. “¥/” means it
provides a bounded FDR while “X” means it does not.

Auxiliary Reference Bounded

data model FDR
Our method O @) v
Attack-P [171] ] O X
Attack-R [171] o ® X
LiRA [15] o [ X
RMIA [178] L ® X

Table 5.18: Empirical measures (%) of FDR (g = 1) of our data-use auditing method when
applied to audit image classifiers that were not trained on the audited data instances. Re-
sults are averaged over 500 x 20 detections for CIFAR-100 (1,000 x 20 for TinyImageNet
or 1,000 for ImageNet). We trained 20 classifiers for CIFAR-100 or TinyImageNet, and
one classifier for ImageNet, in each of which 500 CIFAR-100 (1,000 TinyImageNet or 1,000
ImageNet) training samples were audited. The numbers in the parenthesis are standard
deviations among the 20 classifiers.

FDR <
5% 1% 0.2%

CIFAR-100  4.57(40.86) 0.86(£0.34) 0.10(£0.10)
TinylmageNet 4.83(1+0.64) 0.89(£0.26) 0.07(£0.07)
ImageNet 4.59 0.5 0.0
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FIGURE 5.8: TDR(%) of auditing image classifiers where a data owner had g data instances
to audit and all of them were used in training. “All” means that the output of a classifier is
a full vector of confidence scores (our default); “Highest” means that the output is a label
and its associated confidence score; “Label” means that the output is a label only.
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(c) ImageNet: @F DR < 5% (left), 1% (center), 0.2% (right)

FIGURE 5.9: TDR(%) of auditing image classifiers where a data owner had 4 = 10 data
instances to audit and g’ of them were used in training. “All” means that the output of a
classifier is a full vector of confidence scores (our default); “Highest” means that the output
is a label and its associated confidence score; “Label” means that the output is a label only.
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FIGURE 5.10: CDF of RCD in the case 4 = 1 and n = 1000, conditioned on data-use being
detected.
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~  B=1 2882 3087 26.40 19.95 1432713.05 657 3.52 5720 395 137 075
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< 3 23.27 2347 20.10 16.87 335 354 352 3.05 052 089 062 072
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m/m= 1/1 1/2 1/4 1/8 /1 1/2 1/4 1/8 /1 1/2 1/4 1/8
< p=1 B350N2849 22.30 17.29 14007 995 575 4.62 5571 3.65 150 1.10
& 2 29.05 2542 20.27 15.55 937 810 572 422 297 262 147 1.07
3 2127 20.82 17.67 15.80 425 440 402 3.05 092 112 087 077
4 16.60 1855 16.50 15.35 425 375 3.65 3.05 095 042 092 057
m/m= 1/1 1/2 1/4 1/8 /1 1/2 1/4 1/8 1/1 1/2 1/4 1/8
< p=1 BI6G2N300212422 14.14 62091040 58 254 Ja678 250 0.60 0.00
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4 18.05 18.95 15.05 15.27 405 442 340 225 065 000 027 0.00

FIGURE 5.11: Overall comparison of TDR(%) (g = 1) across Attack-P, Attack-R, LiRA,
and RMIA on CIFAR-100. Results are averaged over 250 x 20 detections. We trained 20
WideResNet-28-2 classifiers (WideResNet-28-2 is default model architecture in the previ-
ous works (e.g., [15])), in each of which 250 training samples of CIFAR-100 were audited.
Lighter colors indicate larger improvement of our technique over these membership infer-
ence methods.
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FDR < 5% 1% 0.2%
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FIGURE 5.12: Overall comparison of TDR(%) (9 = 1) across Attack-P, Attack-R, LiRA,
and RMIA on TinyImageNet. Results are averaged over 500 x 20 detections. We trained
20 ResNet-18 classifiers, in each of which 500 training samples of TinyImageNet were au-
dited. Lighter colors indicate larger improvement of our technique over these membership
inference methods.
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FIGURE 5.13: TDR(%) of our auditing method for CIFAR-100 image classifiers un-
der data perturbation using Gaussian noises (parameterized by standard deviation ¢)
(Figs. 5.13a—c) and test accuracies of image classifiers (Fig. 5.13d).
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Table 5.19: TDR(%) of our method after remarking or image smoothing when applied
to audit the use of CIFAR-100 in image classifier (ResNet-18). Results are averaged over
500 x 20 detections for CIFAR-100. We trained 20 classifiers, in each of which 500 CIFAR-

100 training samples were audited.

o FDR <

AT sy 1% 02%

1 2821 11.59 3.11

No perturbation 75.61 16 9791 91.20 7348
64 100.00 100.00 100.00

1 1260 3.73 0.58

Remark 71.70 16 35.16 13.75 3.41
64 97.66 89.54 70.27

1 757 148 0.19

Gaussian smooth  39.51 16 13.36 3.33 0.58
64 4645 21.22 6.51

1 9.83 2.39 0.33

Median smooth 57.36 16 2472 7.99 141
64 8545 63.04 35.34

1 1449 3.78 0.68

General smooth  64.36 16 44.55 19.95 5.71
64 9959 9759  88.22

Table 5.20: TDR(%) (g = 1) of our data-use auditing method when applied to audit CIFAR-
100 image instances in training image classifiers of different model architectures (ResNet-
18 is the default). Results are averaged over 500 x 20 detections. We trained 20 classifiers,
in each of which 500 training samples of CIFAR-100 were audited. The numbers in the
parenthesis are standard deviations among the 20 classifiers.

FDR <

5% 1% 0.2%
ResNet-18 28.21(+1.60) 11.59(+£0.99) 3.11(=0.69)
ResNet-34 26.39(4+1.63) 10.52(+0.78) 2.66(£0.41)
WideResNet-28-2  29.10(£1.96) 11.53(+1.43) 2.99(+0.54)
VGG-16 20.80(£1.09) 7.20(+1.16)  1.53(£0.45)
ConvNetBN 29.90(+1.33) 11.89(+1.21) 3.25(£0.69)
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FIGURE 5.14: TDR(%) of our auditing method for CIFAR-100 image classifiers trained by
DPSGD (parameterized by noise multiplier o) (Figs. 5.14a—c) and test accuracies of image

classifiers (Fig. 5.14d).

Table 5.21: TDR(%) (9 = 1) of our data-use auditing method when applied to audit the use
of CIFAR-100 in image classifier (ResNet-18), when we set n = 200, n = 500, n = 1,000,
and n = 5,000 (n = 1,000 is our default). Results are averaged over 500 x 20 detections
for CIFAR-100. We trained 20 classifiers, in each of which 500 CIFAR-100 training sam-
ples were audited. The numbers in the parenthesis are standard deviations among the 20

classifiers.

FDR <
5% 1% 0.2%

0.1%

n =200 26.07(£1.61) 6.96(£1.10) —
n = 500 27.41(£1.72) 10.19(+1.29) —

)
( )

n=1,000 2821(+1.60) 11.59(£0.99) 3.11(=£0.69)
( )

n=>5,000 28.16(£2.01

11.79(+1.61)  4.43(£0.96) 2.01(+0.66)
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FIGURE 5.15: TDR(%) of our auditing method for CIFAR-100 image classifiers trained with

varying weight decay (Figs. 5.15a—c) and test accuracies of image classifiers (Fig. 5.15d).
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FIGURE 5.16: TDR(%) (g = 1) of our method for auditing CIFAR-100 instances in image
classifiers under varying e values, plotted for three levels of FDR.
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FIGURE 5.17: Overhead of running our data-marking algorithm using a varying n, for each
audited data instance (g = 1).

Table 5.22: TDR(%) (9 = 1) of auditing CIFAR-100 instances in image classifiers under
different choices of data-marking methods (0UV+0M is the default). Results are averaged
over 500 x 20 detections. We trained 20 classifiers, in each of which 500 training samples of
CIFAR-100 were audited. The numbers in the parenthesis are standard deviations among
the 20 classifiers.

FDR <
5% 1% 0.2%
RM 22.77(£1.58) 8.23(£1.02) 2.10(+0.68)

RUV+OM  27.79(+1.47) 11.08(+1.19) 2.97(+0.95)
OUV+OM  28.21(41.60) 11.59(£0.99) 3.11(40.69)
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FIGURE 5.18: Overhead of applying prior-posterior-ratio martingale for confidence inter-
val estimation in data-use detection for each audited data instance (7 = 1), under a varying
n.

Table 5.23: TDR(%) (g7 = 1) of the method using the rank of the added mark and our
method when applied to audit the use of CIFAR-100 in image classifier (ResNet-18). Re-
sults are averaged over 500 x 20 detections for CIFAR-100. We trained 20 classifiers, in
each of which 500 CIFAR-100 training samples were audited.

FDR <
5% 1% 0.2%
Our method 28.21(+1.60) 11.59(£0.99) 3.11(=0.69)

Use rank of mark  6.21(+4.58) 1.57(£2.28) 0.32(10.94)
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FIGURE 5.19: TDR(%) (9 = 1) of our auditing method for auditing CIFAR-100 instances
in image classifiers, using varying 7t values (7t is the number of data augmentations) in
data-use detection, plotted for three levels of FDR.
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FIGURE 5.22: TDR(%) @FDR < 5% (left), 1% (center), 0.2% (right) of auditing the fine-
tuned CLIP and BLIP models, when a data owner had 4 data instances to audit and all of

them were used in training.
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FIGURE 5.23: TDR(%) of our auditing method for CLIP fine-tuned on Flickr30k
(Figs. 5.23a—) and test accuracies of fine-tuned CLIP (Fig. 5.23d). Results are averaged
over 250 x 20 detections. We fine-tuned 20 CLIP models, in each of which 250 training

samples were audited.
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FIGURE 5.24: TDR(%) of our auditing method for BLIP fine-tuned on Flickr30k
(Figs. 5.24a—c) and test accuracies of fine-tuned BLIP (Fig. 5.24d). Results are averaged
over 250 x 20 detections. We fine-tuned 20 BLIP models, in each of which 250 training

samples were audited.
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6. AcidWash: A Framework to Purify Auditable Training
Data

In this chapter, we study the limits of data-use auditing in adversarial settings. To this
end, we propose AcidWash, a novel and general data purification framework that a data
curator or an ML practitioner can leverage to mitigate data-use auditing, i.e., reducing the
likelihood that a data owner detects the unauthorized use of her data in ML models, or
significantly increasing the cost required to detect such misuse.

Given a marked training dataset, a subset of which is detected as a reference dataset
by an existing detector, AcidWash adds carefully crafted perturbations to the inputs in
the remaining, untrusted dataset. In doing so, AcidWash aims to achieve three goals: 1)
evasion, which is that AcidWash mitigates data-use auditing of a model trained on the
purified training data; 2) utility, which is that a model learned on the purified training
data is accurate; and 3) generality, which is that AcidWash is applicable to a wide range of
data-use auditing algorithms.

To achieve the evasion goal, our key observation is that a model trained on the ref-
erence dataset is unlikely to have the auditable property since an overwhelming majority
of the reference data are clean (assuming the detector is reasonably accurate). Therefore,
AcidWash perturbs data in the untrusted dataset so that they follow a similar distribution
to the reference dataset. We quantify the distribution similarity between the two datasets
using the well-known Wasserstein distance |50, 149], due to its intuitive interpretation (the
minimum cost of moving a pile of earth in the shape of one distribution to achieve the shape
of the other). To achieve the utility goal, AcidWash aims to bound the perturbations added
to the untrusted inputs. Formally, we formulate finding the perturbations as a minimiza-
tion optimization problem, where the objective function minimizes the Wasserstein distance
between the two dataset distributions (quantifying the evasion goal) under the constraint
that the perturbation magnitudes are bounded (quantifying the utility goal). AcidWash
achieves the generality goal by not depending on any specific data-use auditing algorithm,

when formulating and solving the optimization problem.
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However, it is hard to solve the optimization problem due to the challenge of computing
the Wasserstein distance. To address the challenge, we leverage the Kantorovich-Rubinstein
duality [152] to approximate the Wasserstein distance as the maximum difference between
the average function value of the untrusted inputs and that of the reference inputs, where
the function value of an input is calculated using a neural network that implements a 1-
Lipschitz function. Then, we refine our optimization problem as a min-max one, where
the inner max problem aims to find the 1-Lipschitz neural network that approximates the
Wasserstein distance and the outer min problem aims to find the perturbations. We detail
a two-step method to iteratively solve the min-max optimization problem. One step starts
from current perturbations and solves the inner max problem to update the neural network
used to approximate the Wasserstein distance. The second step starts from the current
neural network approximating Wasserstein distance and solves the outer min problem to
update the perturbations.

We evaluate AcidWash against two state-of-the-art data-use auditing algorithms in au-
diting image classifiers. The first is Radioactive Data [118] that we have introduced in
Sec. 5.3.1.1, and the second is our general data-use auditing framework proposed in Chapter 5.
Both have empirically demonstrated good performance for data-use detection while provid-
ing a guarantee on the false-detection rate, a key property for a reliable data-use auditing
method [181]. Our results on multiple image benchmark datasets show that AcidWash can
effectively mitigate these two data-use auditing methods (i.e., decrease the likelihood that
a data owner successfully detects the use of her data to train the ML model or increase the
number of model queries needed for a successful detection) while still achieving a highly
accurate trained model, even if the reference dataset includes a small fraction of marked
data. Moreover, we show that AcidWash outperforms existing data purification methods,
notably Friendly Noise [84| and state-of-the-art robust learning methods [3, 47, 184|. That
is, when the models trained on the AcidWash-purified data achieve similar accuracy to those
trained on unpurified data, those trained on the AcidWash-purified data are more likely to

evade data-use detection or require substantially higher query costs to be detected.
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To summarize, our key contributions are as follows:

e We propose AcidWash, a general framework to purify auditable training data, designed
to mitigate data-use auditing of ML models.

e We formulate data purification as an optimization problem and leverage a two-step
method to approximately solve it.

¢ We show the effectiveness of AcidWash by applying it to mitigate two state-of-the-art
data-use auditing techniques, namely Radioactive Data [118] and our data-use auditing

framework proposed in Chapter 5.
6.1 Problem Formulation

We consider three entities: a data owner, a data curator, and a model trainer. The
data owner holds a set X of data that she wants to publish online (e.g., on social media
platforms). The data curator collects data from various sources, e.g., the public Internet,
preprocesses them (e.g., labeling the collected data if needed), and then sells the curated
dataset to a model trainer. We denote the preprocessed dataset as D. The model trainer
aims to develop a useful ML model and he does so by applying an ML algorithm to learn a
model on the data from the data curator. Then the model trainer deploys the trained model
as a cloud service or an end-user application. In this work, we mainly focus on image data
and image classifiers.

Here we assume a data curator because data collection and labeling often require a
large amount of data, computation, and human resources, which may not be available to a
model trainer. Consequently, the model trainer obtains the training dataset from the data
curator. Assuming such a data curator is realistic as there are many of them in the real
world, e.g., Argilla (https://argilla.io), Cleanlab (https://cleanlab.ai), and Lightly
(https://www.lightly.ai). While we distinguish between a data curator and a model

trainer to make our system setup more general, one party could play both roles.
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6.1.1 Threat Model

The data curator might collect the published data owned by the data owner but without
her authorization. In other words, X or its published version might be part of D. Conse-
quently, the training dataset used by the model trainer to train his ML model might contain
the data owner’s published data, which raises the data owner’s concern on unauthorized use
of her data in model training. To address this concern, the data owner can apply a data-use
auditing method (e.g., [62, 118]) that embeds marks into her data prior to publication and
later detects whether her data have been used in a given ML model. In response, the data
curator and the model trainer may seek to evade detection of such unauthorized data use
even when the training dataset includes the data owner’s audited data. To achieve this, the
data curator purifies the collected dataset to produce a purified training dataset, denoted
as D, before providing it to the model trainer. The goal of the data curator is to mitigate

data-use auditing of an ML model trained on the purified dataset.

Data-use auditing in ML models: Data-use auditing allows the data owner to detect whether
her published data have been used in an ML model’s training. It consists of a data-marking
algorithm mark deployed prior to data publication and data-use detection algorithm detect
used after an ML model’s deployment. The data-marking algorithm takes as input a raw
dataset X, and outputs a marked dataset X’ to be published and a secret set X’ to be
hidden:

(X', X") + mark(X).

The data-use detection algorithm takes as inputs a given ML model f, the published marked
dataset X', and the secret set X', and it outputs a binary result b’ € {0,1} indicating whether

the published data X’ has been used in the training of f:
b’ « detect(f, X', X’),

where b’ = 1 indicates that the use of X' in training f is detected while b’ = 0 indicates

that it is not.
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Radioactive Data proposed by Sablayrolles et al. [118] is an example of data-use auditing.
Specifically, given a raw dataset X, its data-marking algorithm randomly samples a mark
per data class and perturbs the data samples in X as X’ such that their feature vectors
(extracted by a pretrained feature extractor, e.g., ResNet-18 pretrained on ImageNet used
in their work) are aligned with the corresponding sampled mark. The secret set X’ returned
by its data-marking algorithm is the set of sampled marks. Then, given an ML model f,
its data-use detection algorithm checks whether the weights of its final layer have similar
directions with the sampled marks in X’, by a hypothesis test. It returns b’ = 1 if the p-value
of the hypothesis test is no larger than a threshold a or returns b’ = 0 if not. Here setting
a threshold a guarantees that its false-detection rate (i.e., probability that the detection
algorithm returns a detected result when the ML model did not use the published marked
data in training) is bounded by «.

We consider Radioactive Data [118] and our auditing framework proposed in Chapter 5
as the data-use auditing methods applied by the data owner. This is because these two
methods have empirically demonstrated effectiveness on auditing data use in image classifiers
and provide a bounded false-detection rate, a key property for a reliable data-use auditing

method as highlighted by previous works (e.g., [62, 181]).

Assumptions on data curator’s capabilities: We assume the data curator has a feature ex-
tractor EEE, which outputs a feature vector for an input. For instance, the feature extractor
could be pre-trained on ImageNet [34] or a publicly available one pre-trained using self-
supervised learning; e.g., OpenAl makes its CLIP feature extractor [114] pre-trained on 400
million image-text pairs publicly available (https://openai.com/research/clip). More-
over, we assume the data curator has access to a reference dataset R. The data curator could
obtain the reference dataset R from a trustworthy source; e.g., its employees could generate
R themselves. Alternatively, the data curator can use a subset of D that an automated de-
tector identified as clean as R. R does not need to be completely clean; i.e., the detector can
be imperfect. However, we assume that the fraction of marked inputs in R is much smaller

than in D. Thus, a model trained based on R alone is less likely to have the auditable
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property. Obtaining such a small set of reference data is commonly and reasonably assumed
in previous works on defense against data poisoning attacks (e.g., [47, 154, 179]). The data

curator uses R as a reference to purify the remaining untrusted data D \ R to make D.
6.1.2 Design Goals

We aim to design a data purification framework for the data curator to purify D to
produce D. Data purification constitutes an attack to data-use auditing techniques. In
other words, when the purified training dataset includes the data owner’s audited data, an
ML model trained on them mitigates the data-use auditing method. In particular, we aim
to achieve the following three design goals:

e Evasion: The evasion goal means that a model trained on the purified training dataset

D mitigates the data-use auditing method by the data owner (i.e., reduces the like-
lihood that the unauthorized data-use is detected or substantially increases the cost
needed for a detection).

e Utility: The purified training dataset is used to train models by model trainers. A
model trainer desires a more accurate model. Therefore, the utility goal means that the
purified training dataset has good utility, so that a model trained on it is as accurate
as possible. In other words, the accuracy of the model trained on the purified training
dataset should be comparable to that of a model trained on the original, unpurified
dataset.

e Generality: The data-use auditing approach used by the data owner may be unknown
to the data curator and model trainer. Therefore, the generality goal means that the
data purification framework should be agnostic to the data-use auditing method.

In this work, we aim to design a data purification framework that achieves these three

goals. We only focus on supervised learning and image purification, and leave purification

of other types of data or for other types of machine learning models as future work.
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6.2 The AcidWash Framework

To achieve the evasion goal, our data purification framework AcidWash aims to perturb
the unpurified data to overwhelm the marks added by the data-use auditing method of the
data owner, so it mitigates data-use auditing of a model trained on the purified data. A
key challenge is how to perturb the unpurified data to achieve both the evasion and utility
goals. For instance, one naive method is to add large perturbations to the unpurified data
such that they become random noise. This method can achieve the evasion goal, but it
substantially sacrifices the utility of the purified data. To address this challenge, our key
observation is that the reference dataset achieves the evasion goal; i.e., a model trained on
the reference dataset is unlikely to have the auditable property that a data-use auditing
method can detect, and so a dataset that is distributed similarly to the reference dataset
is likely to achieve the evasion goal. Based on this observation, AcidWash adds a bounded
perturbation (achieving the utility goal) to the unpurified data such that the purified data
has a feature distribution similar to the reference data (achieving the evasion goal), where
the features of an input are extracted by the data curator’s feature extractor Enc. We
consider the feature distribution instead of the raw input distribution because features are
high-level summaries of an input and are more likely to be relevant to the auditable property
of a model.

Formally, we use the well-known Wasserstein distance to quantify the similarity between
two distributions and formulate finding such perturbations to the unpurified data as an
optimization problem. However, it is challenging to solve the optimization problem due to
the complexity of the Wasserstein distance. To address this challenge, we propose a two-
step method to approximately solve the optimization problem, which iteratively alternates
between optimizing the perturbations added to the unpurified data and approximating the
Wasserstein distance between the feature distributions of the current purified data and
reference data. AcidWash achieves the generality goal by not depending on any specific

data-use auditing method when formulating the optimization problem and solving it.
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6.2.1 Formulating an Optimization Problem

Formulating an optimization problem: Given a marked training dataset D = (J5_; Dz (Ds
denotes the marked training dataset of class Z), a reference dataset R = [J;_; Rz that
R; C Dy, and a feature extractor /ET]/(Z, we aim to purify the remaining untrusted dataset
U= D\R = Us{x}, x5, x5} where {x},x3,--,x%.} is the untrusted dataset of
class Z. Our goal is to add a perturbation 51-2 to each xf such that the purified untrusted
dataset U = Ui Uz (U: = {xf + 65, x5+ 85, , x5, + 65.}) achieves the evasion and

utility goals. The purified training dataset D then consists of both R and U. For each class

Z, we formulate finding the perturbations {512}1"121 as the following optimization problem:
min  A(U,Q) (6.1)
{515
ms .
st Y |||, <€ (6.2)
i=1
X 467 € [0,255]9M, Vi = 1,2, - - , 17 (6.3)

where U and Q are respectively the distributions of the purified data and reference data
in the feature space defined by the feature extractor Erc; A is a distance metric between
two distributions; dim is the number of dimensions of an input/perturbation; and [0, 255]dim
is the domain of an input, e.g., the image domain with pixel values in the range [0,255].
Both distributions U and Q are defined in the feature space V. Specifically, if we sample an
input x from the purified dataset Uy (or the reference dataset Rz) uniformly at random, its
feature vector Enc(x) has a probability U(Enc(x)) (or Q(Enc(x))) under the distribution
U (or Q).

In the optimization formulation, Eq. (6.1) aims to achieve evasion, while Eq. (6.2) aims
to achieve utility. Specifically, Eq. (6.1) aims to perturb the untrusted data such that the
purified data has a similar feature distribution with the reference data. Since a model trained
on the reference data is likely to achieve the evasion goal, the purified data, whose features
follow a similar distribution with the reference data, is also likely to achieve the evasion

goal. Eq. (6.2) aims to bound the perturbations added to the untrusted data to preserve its
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utility. Our optimization problem essentially achieves a trade-off between the evasion and

utility goals, which can be tuned by the hyperparameter €.

Using Wasserstein distance as A(U,Q): The distance A(U, Q) is a key component of Acid-
Wash. Wasserstein distance offers an interpretable and smooth representation of the distance
between two distributions [50]. In particular, Wasserstein distance between two distribu-
tions can be interpreted as the minimum cost of moving a pile of earth in the shape of one
distribution to the other. Therefore, we choose Wasserstein distance as A(U, Q). Formally,
the Wasserstein distance A(U, Q) is defined as follows:

A(U, Q) < zeHi?[E,Q) ]E(U,Z'J)Nt (HU - Z)HZ) ’ (6-4)

where IT(U, Q) is the set of all joint distributions for a pair of random variables (v,?) in
the feature space, whose marginals are U and Q, respectively; [E () means expectation; and

(v,0) ~ 1 means that (v,9) follows the joint distribution .

Approzimating the Wasserstein distance A(U,Q): It is a well-known challenge to com-
pute the Wasserstein distance A(U, Q) exactly. In particular, in our problem, the two
distributions do not have analytical forms, making it even more challenging. To address
the challenge, we approximate the Wasserstein distance in a computationally efficient way.
First, according to the Kantorovich-Rubinstein duality [152], the Wasserstein distance can
be represented as follows:

A(U,Q) = sup E,.y (critic(v)) — Eyq (critic()), (6.5)

criticeH

where H is the set of all 1-Lipschitz functions in the feature space. A function critic: V — R
is a 1-Lipschitz function [28] if it satisfies:

||eritic(v) — critic(o) ||, < |[v—2'],

for all v,v" € V. Note that H includes all possible 1-Lipschitz functions, which makes it still
hard to compute A(U, Q) using Eq. (6.5). To address the challenge, we parameterize a 1-
Lipschitz function as a neural network (we use a two-layer neural network in our experiments)

and we approximate H as Hy that consists of all 1-Lipschitz two-layer neural networks. We
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use a simple two-layer neural network because the input is a vector and this simple model

makes our method more efficient. Then, we approximate A(U, Q) as follows using Hy:

A(U,Q) ~ max E, y (critic(v)) — Egsq (critic()) .

critic€Hy

The expectation E, y (critic(v)) can be further approximated by the average function

value of critic for the perturbed data, i.e., @er@ critic(Enc(x)), which we denote as

avg(critic, Uz). Similarly, Eyq (critic(9)) can be approximated as avg(critic, Rz). Thus, we
have A(U, Q) ~ maXcitice, avg(critic, Uz) — avg(critic, Rz).
Refining the optimization problem: Now approximating A(U, Q), we can reformulate Egs. (6.1)-(6.3)

as:

min max avg(critic, Uz) — avg(critic, R;) (6.6)
{512}71:21 criticeEHy

1z

st Y |6, <ée (6.7)
i=1
X + 5 € [0,255)4™, Vi = 1,2, -+ 1z (6.8)

Note that the reformulated optimization problem is a min-max one with an inner maximiza-

tion optimization and an outer min optimization.

6.2.2 Solving the Optimization Problem

It is challenging to exactly solve the min-max optimization problem in Egs. (6.6)—(6.8)
due to the complexity of the neural network critic. To address this challenge, we propose an
iterative two-step solution to approximately solve it, which is shown in Alg. 3. Specifically,
we first initialize each perturbation 512 as 09 and critic as a random neural network. Then,
we iteratively alternate between Step I and Step II, where Step I aims to solve the inner
max problem to update critic and Step II aims to solve the outer min problem to update

the perturbations.

Step I: Solve the inner maz problem: Given the current perturbations, Step I solves the inner

max problem to update critic. Formally, the inner max problem is as follows: maXcriticen, £(critic) =
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Algorithm 3 Our Data Purification Framework AcidWash

Input: A feature extractor Enc, a reference dataset R = U,s::l{’ff}izl,zw.,mz»r an untrusted dataset U =

p {x}'i}izl,z,...,mz»/ learning rate [}, for critic, learning rate I for perturbations, purification ratio p, pertur-
bation bound €, purification budget /-, amplification scale ¢, gradient penalty v, and batch size batchsize.

1. forz=1,2,...,cdo
2: 5172 —0dim vi=1,2,... ,Mz; //Initialize the perturbations
3 critic <— a randomly initialized two-layer neural network; //Initialize neural network critic
4. iter < 0;_
5. while Y1 1(]|67]|, > 0) < F do
6: iter < iter + 1;
7 Set inner = 50 when iter = 1, and inner = 5 when iter > 1;
8: //Step I: Solve the inner max optimization problem to update critic.
9: while inner > 0 do
10: inner < inner — 1;
11: //Use mini-batches to update critic.
12: Sample a mini-batch {i; }22chsize of batchsize indices from {1,2,...,1:};
13: Sample a mini-batch {i, }22thsize of batchsize indices from {1,2,...,11:};
14: {(critic) +— avg(critic, {x7 + &7 }batehsize) _ ayg(critic, {Jéi}gi‘lchgze);
15: reqularizer(critic) < 0; )
16: forz=1,2,--- ,batchsize do
17: Sample a number 7 from the interval [0,1] uniformly at random;
18: v < nEnc(xf +07) + (1~ q)Enc(fZ);
19: regularizer(critic) < regularizer(critic) + prahae (|| Vocritic(v) |, — 1)%
20: end for
21: critic < Adam({(critic) + v - regularizer(critic), critic,l;,); //Update critic using the Adam
optimizer
22: end while
23: //Step II: Solve the outer min optimization problem to update perturbations.
24: Select indices batch C {1,...,1m:}, |batch| = |piiiz], such that Vi € batch, Vi’ ¢ batch = critic(x? +
57) > critic(xl +53);
25: //0Optimize the perturbation for each selected input.
26: fori € batch do -
27: Compute ((67) = critic(Enc(x? + 67));
28: Update perturbation &7 using gradient descent: &7 «— 67 — I - V 5‘;( (67);
29: Clip 5f such that H(ZZ Hoo < éand xlZ + 51.2 is within the domain [0, 255]dim ;
30: end for
31:  end while
32: fori=1,2,---,1msdo
33: Sf —@- 512, //Amplify a perturbation.
34: Clip 67 such that x7 4 67 is within the domain [0,255]4™; //Project into the legitimate domain.
35:  end for
36: end for

Output: D < R+ U;Zl{x{: + 57:,x§ 46, ,xf;-iz, + Sfﬁz,}

avg(critic, Uyz) — avg(critic, Rz). We use a gradient ascent based method to iteratively solve

the max problem. Specifically, in each iteration, we sample a mini-batch of Uz and a mini-

batch of Rz to estimate ¢(critic); and then we use the Adam optimizer [70] to update critic.

However, a key challenge is that critic should be a 1-Lipschitz function, i.e., critic € Hg. The

192



updated critic in the above iterative process does not necessarily guarantee that critic is a
1-Lipschitz function. To address this challenge, we add a penalty term to the loss function
{(critic), which is inspired by prior work on approximating Wasserstein distance [50]. The
key idea of the penalty term is to reduce the magnitude of the gradient of the function critic
with respect to its input, so the updated critic is more likely to be a 1-Lipschitz function.
lines 1520 in Alg. 3 correspond to calculating the penalty term, where v is a penalty coef-
ficient used to balance ¢(critic) and the penalty term. We repeat the iterative process until

the iteration number reaches a predefined threshold inner.

Step II: Solve the outer min problem: Given the current critic, Step II solves the outer min
problem to update the perturbations. Instead of updating each perturbation 5;-7:, we only
update those whose corresponding purified inputs are far away from the centroid of the
distribution of the reference data, i.e., have high function values under the current critic.
We do this to enhance the utility of the purified data. Specifically, we select the p fraction
of inputs in the purified dataset that have the largest function values under critic. For each
selected purified input xf + 5?, we update its Sf Specifically, for a perturbation 5;-7:, the
inner min problem becomes: miny: critic(EﬁE(xf + 67)). We use gradient descent to update

5f for one iteration (Line 28 in Alg. 3) and clip it such that HSZZ Hoo is bounded by € and each
purified input is within the legitimate domain [0,255]4™ (Line 29 in Alg. 3).

Stopping criteria, perturbation amplification, and projection: We alternate between Step I
and Step II until the total number of nonzero perturbations reaches a predefined threshold

F, ie., Z:ﬂ:zl]I(Hng > 0) = F. After stopping the iterative process, we amplify each

perturbation by ¢ (Line 33) to better achieve the evasion goal [21]. As such, we control é
by tuning €, F, and ¢ since € = € - F - ¢. Finally, we clip the perturbation such that each

purified input is within the legitimate domain [0,255]4™ (Line 34 in Alg. 3).
6.3 Experiments

In this section, we implement AcidWash as an attack on two state-of-the-art data-use au-

diting methods: Radioactive Data [118| and our auditing framework proposed in Chapter 5.
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We used the open-source code of Radioactive Data in our experiments.!

6.3.1 Experimental Setup

Datasets: We used two visual benchmarks in our experiments: CIFAR-100 [72] and Tiny-

ImageNet [75]. Please see their descriptions in Sec. 5.3.1.1.

Marking setting: To construct each marked training dataset, we first randomly sampled ¢
of training samples from a given dataset as a data owner’s dataset X. We set ¢ = 10% by
default (i.e., 50 samples per class in CIFAR-100 or TinylmageNet were assumed to be owned
by a data owner). We also experimented with varying ¢. Then we applied the data-marking
algorithm of a chosen data-use auditing method to generate the marked version X’ of X.

Specifically, when applying Radioactive Data, we randomly sampled ¢ independent unit
vectors and added perturbation to each image in X such that the inner product between the
feature vector of the perturbed/marked image (extracted by a pretrained feature extractor
Enc) and the corresponding unit vector was maximized while the fo-norm of the added
perturbation was bounded by €. The resulting perturbed images formed X’ and the ¢ unit
vectors formed the secret set X'.

When applying our auditing framework, we set n = 2 and € = 10, and used ResNet-18
pretrained on ImageNet as Enc. We followed the marking setting described in Sec. 5.3.1.1
to generate marked data X’. As such, we combined X’ with the remaining training samples

to make the marked training dataset D.

Selecting reference data: AcidWash requires a detector to detect a reference dataset R from
a marked training dataset D. We consider both simulated detectors and real-world detectors
for a comprehensive evaluation of AcidWash in different scenarios. A simulated detector
enables us to explicitly control the performance of the detector and thus the quality of the
reference dataset, which makes it possible to understand the performance of AcidWash in
different scenarios. A real-world detector is a detector that is currently available to a data

curator, which enables us to understand the performance of AcidWash as of now.

1 https://github.com/facebookresearch/radioactive_data
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e Simulated detectors: We characterize a simulated detector using its precision precision
and recall recall. Precision is the fraction of inputs in the detected reference dataset
R that are unmarked, while recall is the fraction of unmarked inputs in the marked
training dataset D that are included in R. We denote the size of D as m. Given a
precision precision and recall recall, we uniformly sampled a subset of size
[m x (1 —¢) x recall x (1 — precision) /precision | from the marked inputs and a subset
of size |m x (1 — ¢) X recall| from the unmarked inputs, and merged them to create R.
When the precision of this detector is 1.0, this simulates the scenario where reference
data is collected from trusted sources. Note that ¢ of the training data is marked.
Therefore, we consider the precision precision > 1 — ¢ (i.e., precision > 0.9 in our
default setting) so that the simulated detector is better than the random detector that
selects the reference data from the marked training dataset uniformly at random.

e Real-world detectors: This type of detector represents an algorithm available as of
now that can be used to detect reference data. In our experiments, we considered
the k-nearest neighbors (k-NN) detector [111], where k is set as the number of train-
ing samples per class, i.e., k = 500 for CIFAR-100 or TinyImageNet. The previous
work [111] demonstrated its effectiveness in the scenario where an ML model is trained
by fine-tuning the linear classifier with its feature extractor frozen. However, it is less
effective to remove all the data that introduces hidden properties into an ML model
trained from scratch (i.e., it achieves a high recall but a low precision). Therefore,
we adapted the k-NN detector such that the data selected by it are mostly unmarked,
enabling this data to be used as R in purification. We denote its adapted version as
k-NN(Z) where ¢ is number of detected samples per class. k-NN({) works as follows:
(1) A feature extractor (e.g., the same feature extractor used for purification) is used
to extract features of the inputs in D; (2) A k-NN model is trained on the extracted
features with labels; (3) For each class, images are ranked according to each one’s
confidence score of being the associated label; (4) The top { samples are selected as

unmarked and returned as members of reference dataset R. We experimented with
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different options of ¢ € {10,25,50,100,150}.

Purification setting: We implemented AcidWash to purify each U = D\ R to make a
purified training dataset D. In our experiments, we used two visual encoders, namely
ViT-B-16-8igLIP and ViT-B-16, from OpenCLIP library [26, 64, 114, 123|, as Enc. In
other words, we obtained the feature representation of an image by using the two visual
encoders to extract its feature vectors and then concatenating the two resulting vectors
to form a single feature representation. We followed the previous works (e.g., [50]) to set
v = 10. In addition, we set batchsize = 256; I, = 0.001; I, = 0.1; p = 0.02; € = 10;
[ =100; and ¢ = 5 for CIFAR-100 and ¢ = 10 for TinylmageNet. &, f, and ¢ are three
hyperparameters impacting the performance of AcidWash. We will study their impacts in

Sec. 6.3.2.

Training setting: We trained ResNet-18 models following the training setting described in
Sec. 5.3.1.1. When using a purified training dataset to train a model, the detected reference

dataset was used as a part of the purified training dataset.

Detection setting: We implemented the data-use detection algorithms of the evaluated data-
use auditing methods to determine whether a trained model had used the data owner’s
audited data. For Radioactive Data, we assumed a white-box access to the model and
conducted a hypothesis test to test whether the weights of the final layer of the model are
correlated with the marks. The detection result is set as b’ = 1 if its p-value is no larger
than « and b’ = 0 otherwise. For our auditing method, we assumed a black-box access to
the model and queried it using pairs of published marked data and unpublished data in a
sequential manner. We assumed the output of the model is a full vector of confidence scores
and the ground-truth label of the query is known, which provides the most information
to the data owner in data-use detection. We compared membership inference scores of
published and unpublished data, and set b’ = 1 if the estimated number of pairs in which
published data yields a higher score exceeds a predefined threshold x, and b’ = 0 otherwise.

We adopted the same membership inference method introduced in Sec. 5.3.1.1: each input
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image was augmented 16 times via random cropping, the outputs of these augmented images
were averaged, and the entropy of the averaged output vector was used as its membership
inference score. We set & and ) to ensure that the false-detection rate (FDR) of the evaluated

data-use auditing methods was provably bounded by 5%.

Evaluation metrics: We used accuracy (acc), true-detection rate (TDR), and relative cost
for detection (RCD).

e acc: acc is the fraction of testing samples that are correctly classified by a model and
thus it measures the utility of a model.

e TDR: TDR is the fraction of experiments that return a detection result of b’ =1 (i.e.,
the data owner successfully detects the use of her data to train the model).

e RCD: Given that the total number of possible queries is |X| x 2 x 16, RCD is the
average percentage of that total that is queried to detect data use. As introduced
in Chapter 5, it is used to measure the detection efficiency of the proposed method,
which depends on the number of model queries and thus RCD.

A higher acc, a lower TDR, and a higher RCD indicate a better performance on mitigating

data-use auditing.

Baselines: We consider the following methods as baselines:

e Reference: The first method, denoted as Ref, is to simply remove the remaining un-
trusted data after detecting the reference data. That is, models are trained using the
reference data R alone.

e Purification: Random noise, denoted as Rand(c), constructs perturbations sampled
from a Gaussian distribution with a standard deviation of o; and Friendly Noise [84],
denoted as FriendN(g), constructs a perturbation that is maximized within a ball of
radius ¢ in the infinity norm but that, when added to the data, does not substantially
change the model’s output.

e Others: 1) Differentially private stochastic gradient descent (DPSGD) [3| with noise
magnitude ¢; 2) regularization controlled by the weight decay (denoted as w) used

in the SGD optimizer; 3) Friendly Noise with Bernoulli Noise (FNBN) introduced

197



into the training process [84], where its noise magnitude is denoted by ¢; 4) ASD [47]
and CBD [184], two robust learning algorithms originally developed as defense against
backdoor attacks; and 5) three image denoising methods, namely Gaussian smoothing,
median smoothing, and general smoothing. DPSGD and regularization have been
introduced as countermeasures to our proposed auditing framework in Sec. 5.3.1.4.

We describe the remaining baselines below.

FNBN [84]: FNBN adds friendly noise of magnitude ¢ to all the training data before model
training and introduces Bernoulli noise sampled from {—¢, ¢} to augment training samples
during model training. As such, FNBN is a combination of purification and robust learning.
FNBN is considered as the state-of-the-art defense method against clean-label data poisoning
attacks [48, 138]. We followed the previous work [84] to implement this method, where we

set ¢ € {10,16} and the other hyperparameters to the default values.

ASD [47]: ASD is a robust learning algorithm that dynamically splits samples from the
training set to learn. It includes 3 steps: at the first step when the number of epochs is less
than 60, starting from 10 samples per class as the clean set (that we used k-NN({) detector
with ¢ = 10 to select), for every 5 epochs, it moves 10 samples with the lowest symmetric
cross-entropy loss per class from the remaining training set to the clean set and leaves the
remaining as the polluted set; at the second step when the number of epochs is less than
90, it adds 50% samples of the entire training set with the lowest loss into the clean set and
leaves the remaining as the polluted set; at the third step when the number of epochs is less
than 120, it applies a meta-split method to detect the hard clean samples from the polluted
set. While the clean set and polluted set are dynamically changed, the model is updated by
undergoing supervised training on the clean set and semi-supervised training on the polluted
set. We followed the previous work to implement it.> We set the hyperparameters to the

default values.

CBD [184]: CBD is a learning algorithm inspired by causal inference [112]. It firstly trained

2 https://github. com/KuofengGao/ASD
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a backdoored model on the poisoned dataset for 5 epochs. Then a clean model is trained
for 80 epochs by reweighting the training samples such that the clean model is independent
of the backdoored model in the hidden space. We followed the previous work to implement

CBD, where we set the hyperparameters to the default values.?

6.3.2 Experimental Results

Table 6.1: Average acc and TDR from the models trained on the dataset audited by Ra-
dioactive Data, and average acc, RCD, and TDR from the models trained on the dataset
audited by our auditing method. The numbers in the parenthesis are standard deviations
among the 20 experiment trials.

Radioactive Data [118] Our auditing method
acc% TDR@FDR < 5% acc% RCD(%)@FDR < 5% TDR@FDR < 5%
CIFAR-100 74.29(+0.27) 11/20 74.30(£0.27) 2.19 20/20
TinyImageNet 58.97(+0.38) 17/20 59.05(+0.39) 1.29 20/20

Before purification: Table 6.1 shows the results when the marked training dataset was not
purified. Our results confirm that the two data-use auditing methods enable a data owner

to detect unauthorized data use in model training.

Training models on reference data alone: We present the results of training models on a
small set of reference data alone, in Fig. 6.1, Fig. 6.2, Fig. 6.3, and Fig. 6.4. These figures
and those presented later that use cell shading indicate results more desirable for the model
trainer (i.e., higher acc, lower TDR, or higher RCD) with lighter/less shading. As shown
in these figures, TDR by Radioactive Data was close to 0/20 and RCD by our auditing
method was close to 100%, when a simulated detector with a high precision precision or a
small recall recall was used, or a k-NN({) detector was used. This empirically confirms our
hypothesis in Sec. 6.2 that the reference dataset achieves the evasion goal (i.e., the model
trained on the reference dataset alone is free of hidden properties detectable by a chosen
data-use auditing method). However, acc of the models trained on reference data that we

show in these figures were much lower than those trained on the full training dataset (shown

3 https://github.com/zaixizhang/CBD
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acc(%) TDR

precision = 092 094 096 098 1.0 092 094 096 098 1.0

€ recall = 0.01 0.05 0.00 005 0.05 0.05
~ 0.02 0.00 0.00 0.05 0.00 005
£ 0.05 0.00 0.00 0.00 0.00 0.10
O 0.10 3272 31.98 31.67 31.23 32.72 0.00 000 0.05 0.00 0.00
0.20 49.14 49.07 4842 47.24 47.78 0.00 0.00 015 0.00 0.00

5 precsion= 092 094 09 098 10 092 094 096 098 1.0
g recall = 0.01 0.00 000 010 0.10 0.05
g 0.02 005 015 005 010 005
£ 0.05 0.00 020 0.05 010 0.10
= 0.10 23.38 22.99 22.22 2229 22.06 010 005 010 005 0.10
020 35.03 3456 3431 33.96 33.78 020 020 020 0.05 0.00

FIGURE 6.1: acc(%) and TDR@FDR < 5% of Radioactive Data, from models trained on
reference data alone, using a simulated detector with precision precision and recall recall.

acc(%) TDR
(= 10 25 50 100 150 10 25 50 100 150
CIFAR-100
-23.27 29.24 44.87 52.80 0.05 0.00 0.00 0.05 0.00
il N = 10 25 50 100 150 10 25 50 100 150
inylmageNet
yimag -18.15 30.02 40.73 46.50 0.00 0.10 0.05 0.00 0.00

FIGURE 6.2: acc(%) and TDR@FDR < 5% of Radioactive Data, from models trained on
reference data alone, using a k-NIN({) detector.

in Table 6.1). Therefore, using a small set of reference data alone to train models does not

satisfy the utility goal.

Purification against Radioactive Data: We compare AcidWash with two purification meth-
ods, namely Rand and FriendN, on mitigating Radioactive Data. There exists a trade-off in
data purification between the accuracy acc of the trained model and evading the data-use
detection. Therefore, to compare AcidWash with those baselines fairly, we searched the
perturbation magnitude ¢ € [1,00) and ¢ € [1,00) in Rand and FriendN such that their acc
were as close as possible to acc of AcidWash. We present their acc results in Fig. 6.5 and
Fig. 6.6. In Fig. 6.5 and Fig. 6.6, we observe that when the simulated detector had a higher

recall recall or the k-NN({) detector had a higher ¢, the model trained on a purified dataset
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acc(%) RCD(%)

precision = 092 094 096 098 1.0 092 094 096 098 1.0
€ recall = 0.01 100.0 100.0 100.0 100.0 100.0
~ 0.02 100.0 100.0 100.0 100.0 100.0
£ 0.05 100.0 100.0 100.0 100.0 100.0
) 0.10 3263 32.41 31.70 31.48 32.58 100.0 100.0 100.0 100.0 100.0

0.20 49.51 4852 48.35 47.20 48.06 99.63 95.03 100.0 100.0 100.0
5 precsion= 092 094 09 098 10 092 094 096 098 1.0
g recall = 0.01 100.0 100.0 100.0 100.0 100.0
g 0.02 100.0 100.0 100.0 100.0 95.00
E 0.05 95.00 100.0 100.0 100.0 100.0
= 010 23.19 22.83 22.38 22.14 22.09 100.0 100.0 100.0 100.0 100.0

0.20 34.98 34.58 34.33 33.77 33.85 84.15 97.56 99.97 100.0 94.74

FIGURE 6.3: acc(%) and RCD(%)@FDR < 5% of our auditing method, from models trained
on reference data alone, using a simulated detector with precision precision and recall recall.

acc(%) RCD(%)
(= 10 25 50 100 150 10 25 50 100 150
CIFAR-100
-25.48 33.77 49.30 56.94 100.0 100.0 100.0 100.0 100.0
il N = 10 25 50 100 150 10 25 50 100 150
inylmageNet
yimas -18.16 29.92 40.90 46.56 100.0 100.0 100.0 100.0 100.0

FIGURE 6.4: acc(%) and RCD(%)@FDR < 5% of our auditing method, from models trained
on reference data alone, using a k-NIN({) detector.

by AcidWash had a higher acc.

Fig. 6.7 shows the detection results when a simulated detector with varying precision and
recall was used to select the reference data. AcidWash achieved a plausible trade-off between
reducing TDR and maintaining acc. Specifically, for CIFAR-100, when precision = 0.98 and
recall = 0.05, AcidWash reduced TDR from 11/20 to 1/20 at FDR < 5% while average
acc of models trained on its purified dataset was 72.46%, 1.83 percentage points lower than
that obtained from the unpurified dataset. For TinylmageNet, under the same detector
configuration (i.e., precision = 0.98 and recall = 0.05), AcidWash reduced TDR from 17/20
to 7/20 at FDR < 5% while acc of models trained on its purified dataset was 57.54%, 1.43

percentage points lower than that trained on the unpurified dataset. AcidWash consistently
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Rand FriendN AcidWash

precision = 092 094 096 098 1.0 092 094 096 098 1.0 092 094 096 098 1.0

§ recall = 0.01 71.94 71.72 71.65 71.92 71.68 71.81 71.86 71.83 71.98 71.82 7198 71.74 7192 71.87 71.87
& 0.02 72.03 72.03 71.85 71.81 71.80 71.98 7191 71.90 71.88 71.85 7220 72.14 7219 72.07 72.14
é 0.05 72.03 71.99 72.04 72.16 72.12 72.14 7214 7222 71.97 72.01 7224 72.30 7219 72.46 72.41
|} 0.10 7222 72.34 72.24 72.36 72.39 72.30 72.23 72.25 72.33 72.25 72.41 72.36 7246 72.54 72.62
0.20 72.60 72.63 72.59 72.53 72.63 72.60 72.65 72.54 72.68 72.53 7240 72.57 7253 72.72 72.72

% precision = 092 094 096 098 1.0 092 094 096 098 1.0 092 094 096 098 1.0
g, recall=0.01 57.13 57.05 57.05 56.92 57.11 57.28 57.20 57.11 57.10 57.01 57.23 57.34 57.34 57.32 57.24
g 0.02 57.15 57.22 57.14 57.18 57.35 57.31 57.30 57.25 57.27 57.22 57.48 57.45 57.54 57.27 57.37
E\ 0.05 57.47 57.61 57.53 57.45 57.49 57.44 57.55 57.58 57.61 57.47 57.43 57.52 57.66 57.54 57.65
= 0.10 57.73 57.73 57.77 57.81 57.74 57.75 57.91 57.83 57.67 57.72 57.72 57.82 57.79 57.78 57.79
0.20 57.83 57.72 57.63 57.57 57.61 57.69 57.65 57.68 57.76 57.78 57.87 57.97 57.94 58.01 58.04

FIGURE 6.5: acc(%) of Radioactive Data, from models trained on purified datasets, using
a simulated detector with precision precision and recall recall.

Rand FriendN AcidWash
= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
CIFAR-100
72.81 72.79 72.86 73.10 73.33 72.76 72.88 7295 72.98 73.02 72.68 72.86 72.89 73.05 73.00
= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
TinylmageNet
58.20 58.37 58.36 58.37 58.05 58.44 58.40 58.35 58.35 58.01 58.30 58.41 58.51 58.39 58.23

FIGURE 6.6: acc(%) of Radioactive Data, from models trained on purified datasets, using
a k-NIN(() detector.

outperformed both Rand and FriendN across all simulated detectors and both datasets. In
other words, AcidWash achieved a lower TDR against Radioactive Data than two purification
baselines while maintaining comparable acc.

Fig. 6.8 shows the detection results on CIFAR-100 and TinyImageNet in real-world set-
tings where a detection algorithm available as of now, namely k-NN(Z), was used to select
the reference data. In these settings, AcidWash again demonstrated a plausible trade-off
between reducing TDR and maintaining acc. Specifically, when ¢ = 50, AcidWash reduced
TDR from 11/20 to 1/20 at FDR < 5% for CIFAR-100 and the corresponding acc of trained
models dropped by 1.41 percentage points. AcidWash reduced TDR from 17/20 to 1/20
at FDR < 5% for TinyImageNet while acc decreased marginally by 0.46 percentage points.
Across all evaluated k-NN() detectors and both datasets, AcidWash consistently outper-
formed both Rand and FriendN.

To better evaluate the performance of AcidWash in real-world settings, we compare its

performance under the k-NN(Z) detector and that under the simulated detector, ensuring
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Rand FriendN AcidWash

precision = 092 094 096 098 1.0 092 094 096 098 10 092 094 096 098 10

S recall = 0.01 025 015 015 010 025
& 0.02 015 010 005 005 015
£ 0.05 015 020 020 005 025
o 0.10 020 025 005 020 0.10
0.20 010 020 005 0.0 0.20

5 precsion= 092 094 09 098 10 092 094 096 098 1.0 092 094 096 098 10
g recall =0.01 045 035 040 035 040
g 0.02 45 045 045 045 040 040 040 030 0.30
£ 0.05 035 040 040 035 035
£ 0.10 030 045 030 035 0.30

0.20 045 035 030 030 020
FIGURE 6.7: TDR@FDR < 5% of Radioactive Data, from models trained on purified
datasets, using a simulated detector with precision precision and recall recall.

Rand FriendN AcidWash
= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
CIFAR-100
045 045 055 050 055 000 015 005 0.10 0.0

(= 25 50 100 150 10 25 50 100 150 10 25 50 100 150
TinylmageNet

- 10
[065° 045 [07070707 060 055 060 055 060 0.50 010 005 005 010 0.05
FIGURE 6.8: TDR@FDR < 5% of Radioactive Data, from models trained on purified

datasets, using a k-NN({) detector.

that both detectors had the same precision and recall. The comparison results are shown in
Fig. 6.9, where the values below each column header represent their precisions and recalls.
As in Fig. 6.9, acc of trained models after applying AcidWash using a k-NN({) detector was
higher than that from using a simulated detector. In addition, for CIFAR-100, AcidWash
achieved a comparable TDR under both detectors. Whereas for TinylmageNet, AcidWash
achieved a lower TDR when a k-NN({) detector was applied. Overall, AcidWash performed
better when using the real-world detector than the simulated one. This improvement arose
because the real-world detector selected data with higher confidence scores as reference data,
providing stronger and more informative references for AcidWash to purify the untrusted
data.

Purification against our auditing method: We compare AcidWash with the two purification
baselines, against our auditing method. We also searched the perturbation magnitude o €
[1,00) and ¢ € [1,00) in Rand and FriendN such that their acc were as close as possible to

acc of AcidWash. We present their acc results in Fig. 6.10 and Fig. 6.11.
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acc(%) TDR

precision = 0991 0992 0991 0989 0986 0991 0992 0991 0.989 0.986
recall = 0.022 0.055 0.110 0.219 0.328 0.022 0.055 0.110 0.219 0.328

AcidWash (simulated) |[JZ2I200'7245 72.64 72.68 72.79 | 0.05 - 0.05 0.05 | 0.10

CIFAR-100

AcidWash (k-NN(7))  72.68 72.86 72.89 73.05 73.00 0.00 0.05 0.0 0.10

precision = 0972 0971 0969 0965 0.961 0972 0971 0969 0.965 0.961
recall = 0.021 0.053 0.107 0.214 0.320 0.021 0.053 0.107 0.214 0.320

AcidWash (simulated)  |[SZIS2INIS769MI57700 57.93 58.00 [JOBSIN0E0N0B5]  0:25 030
AcidWash (k-NN(¢)) 5830 5841 5851 5839 5823 0.0 005 005 010 005

FIGURE 6.9: acc(%) and TDR of models trained on the purified datasets, audited by Ra-
dioactive Data, using simulated detectors or k-NN(() detectors.

TinyImageNet

Rand FriendN AcidWash

precision = 092 094 096 098 1.0 092 094 096 098 1.0 092 094 096 098 1.0

§ recall = 0.01 72.04 72.10 71.97 72.04 72.24 72.00 72.15 72.01 72.14 72.12 71.89 71.88 71.97 72.03 7191
~ 0.02 7221 72.12 7220 72.00 72.15 7216 72.16 72.18 72.04 72.18 7215 7222 7227 7221 72.20
é 0.05 7222 7228 7224 72.28 72.18 72.34 7236 7227 7241 72.15 7225 7225 72.40 7251 72.49
@] 0.10 72.49 72.70 72.38 72.40 72.53 72.31 72.35 72.56 72.44 72.40 72.37 7250 72.59 72.54 72.64
0.20 72.64 72.67 72.78 72.56 72.63 72.76 72.70 72.87 72.65 72.71 7237 7247 72.78 72.72 72.85

E precision = 092 094 096 098 1.0 092 094 096 098 1.0 092 094 09 098 1.0
g, recall=0.01 5744 57.27 57.33 57.37 57.36 57.41 57.41 57.45 57.44 57.36 57.42 57.34 57.27 57.35 57.25
g 0.02 57.43 57.47 57.43 57.55 57.48 57.59 57.49 57.45 57.56 57.53 57.42 57.43 57.53 57.46 57.48
% 0.05 57.68 57.60 57.83 57.77 57.65 57.71 57.77 57.67 57.74 57.77 57.53 57.59 57.64 57.65 57.77
= 0.10 58.02 57.91 57.89 58.13 57.87 57.93 57.94 58.04 57.87 58.07 57.72 57.74 57.85 57.77 57.81
0.20 57.97 5790 57.73 57.69 57.77 57.84 57.81 57.76 57.76 57.80 57.99 57.88 57.87 58.04 58.00

FIGURE 6.10: acc(%) of our auditing method, from models trained on purified datasets,
using a simulated detector with precision precision and recall recall.

Fig. 6.12 shows the detection results when a simulated detector was used to select the
reference data. AcidWash substantially increased RCD. Specifically, for CIFAR-100, when
precision = 0.98 and recall = 0.10, AcidWash increased RCD from 2.19% to 58.83% at FDR <
5% while acc of models trained on its purified dataset was 72.54%, 1.76 percentage points
lower than that from the unpurified dataset. For TinylmageNet, under the same detector
configuration (i.e., precision = 0.98 and recall = 0.10), AcidWash increased RCD from 1.29%
to 11.85% at FDR < 5% while acc of models trained on its purified dataset was 57.77%, 1.28
percentage points lower than that trained on the unpurified dataset. As precision and recall
increased, the performance of AcidWash further improved, yielding a higher RCD. Note
that these results came from the detection settings where the audited classifier output full
confidence vectors. Under a less informative setting (e.g., the classifier outputs labels only),

AcidWash can further mitigate our auditing method. AcidWash consistently outperformed
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Rand FriendN AcidWash

CIFAR00 = 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
72.99 72.98 73.01 73.22 73.28 72.84 73.05 73.02 73.25 73.26 7291 72.93 72.88 73.07 73.13
¢= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150

TinylmageNet
58.76 58.81 58.97 58.62 58.77 58.93 58.89 58.90 58.65 58.68 58.84 58.81 58.93 58.65 58.77

FIGURE 6.11: acc(%) of our auditing method, from models trained on purified datasets,
using a k-NN(() detector.

both Rand and FriendN across all simulated detectors and both datasets. In other words,
AcidWash achieved a higher RCD than the two purification baselines while maintaining
comparable acc.

Fig. 6.13 demonstrates that AcidWash substantially increased RCD in real-world settings
where a k-NN({) detector was used to select the reference data. Specifically, when { =
50, AcidWash increased RCD from 2.19% to 58.87% at FDR < 5% for CIFAR-100 and
the corresponding acc of trained models dropped by 1.45 percentage points. Whereas for
TinyImageNet, AcidWash increased RCD from 1.29% to 12.01% at FDR < 5% and the
corresponding acc decreased slightly by 0.12 percentage points only. Across all evaluated
k-NN(Z) detectors and both datasets, AcidWash consistently outperformed both Rand and
FriendN, yielding a much higher RCD while maintaining comparable acc.

We further compare the performance of AcidWash under the k-NN({) detector and the
simulated detector when both achieved the same precision and recall, to more comprehen-
sively evaluate AcidWash. The comparison results are shown in Fig. 6.14. We observe trends
similar to those in the purification experiments against Radioactive Data. Models purified
by AcidWash using the k-NN({) detector achieved higher acc than those purified using the
simulated detector. Moreover, AcidWash with the k-NN({) detector yielded higher RCD
values than using the simulated detector. Overall, AcidWash demonstrated better perfor-
mance when employing the real-world detector to select reference data, consistent with the

conclusion from the Radioactive Data experiments.

Ablation study: We study the impact of ¢, F, and € on the performance of AcidWash

by varying one hyperparameter while keeping the others fixed. In this study, we used the
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Rand FriendN AcidWash
precision = 0.92 0.94 0.96 0.98 1.0 0.92 0.94 0.96 0.98 1.0 092 094 096 098 1.0

S recall = 0.01

o 0.02 .32.72 31.80 29.15 27.73

£ 0.05 30.78 31.38 43.50 45.26 42.12

o 0.10 26.00 32.25 47.83 58.83 52.25
0.20 24.71 35.10 37.01 60.66 64.54

% precision = 092 0.94 0.96 0.98 1.0 0.92 0.94 0.96 0.98 1.0 092 094 096 098 1.0

%o recall = 0.01

g 0.02

£ 0.05 745 751 7.64

5 0.10 8.47 11.85 10.84
0.20 761 971 9.94 15.11 1637

FIGURE 6.12: RCD(%)@FDR < 5% of our auditing method, from models trained on puri-
tied datasets, using a simulated detector with precision precision and recall recall.

Rand FriendN AcidWash
= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
CIFAR-100
DEERSINAGA]  DSSRAIZSBRGARNS 52515139 5857 67.18 7520
= 10 25 50 100 150 10 25 50 100 150 10 25 50 100 150
TinyImageNet

IOETEIENES  SSNGSHBIED 10011009 1201 13.46 1213

FIGURE 6.13: RCD(%)@FDR < 5% of our auditing method, from models trained on puri-
fied datasets, using a k-NN(() detector.

simulated detector with precision = 1.0 and recall = 0.1 to select the reference data for
AcidWash. We present the results in Fig. 6.15, Fig. 6.16, and Fig. 6.17. When we increased
either @, [, or & AcidWash achieved a better performance on mitigating the data-use
auditing method (i.e., achieving a lower TDR against Radioactive Data or a higher RCD
against our auditing method) but at the cost of reducing acc. Setting a larger ¢, f, or €
allows AcidWash to add more perturbation into the training data. Therefore, it reduces the
likelihood of the data-use detection or increases the cost needed for a successful detection
but sacrificing more data utility. In practice, a data curator can tune ¢, F, and € according
to the model trainer’s requirements, e.g., selecting their values to satisfy specific data/model
utility constraints.

Varying the percentage of audited data: We experimented with varying the percentage ¢ of

audited data in the training dataset. In these experiments, we used the simulated detector
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acc(%) RCD(%)

precision =  0.996 0.996 0.995 0993 0990 099 0.9% 0995 0993 0.990
CIFAR100 recall = 0022 0.055 0110 0220 0330 0.022 0.055 0.110 0220 0.330
AcidWash (simulated) 72128072450 72,68 7270 72.84 [J2HNSO) 4424 5248 67.36 69.37
AcidWash (&-NN(¢)) 7291 7293 7288 73.07 73.13 5251 5139 5887 67.18 75.20
precision =  0.966 0.963 0.960 0955 0951 0966 0963 0960 0955 0951
recall = 0021 0.053 0.106 0212 0317 0021 0053 0.106 0212 0317
TinyImageNet

AcidWash (simulated)  |SZIS2INS769MI57700 57.93 58.00 [NSGONNGE0NNZ27017:84] 1091
AcidWash (-NN()) 5830 5841 5851 5839 5823 1001 10.09 1201 1346 1213

FIGURE 6.14: acc(%) and RCD(%) of models trained on the purified datasets, audited by
our auditing method, using simulated detectors or k-NN(() detectors.

—o— Radioactive Data Our auditing method
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FIGURE 6.15: The impact of ¢ on the performance of AcidWash on CIFAR-100 (¢ = 5.0 is
our default).

with precision = 1.0 and recall = 0.1 to select the reference data for AcidWash. We present
the results in Fig. 6.18. For Radioactive Data, increasing ¢ yielded a higher TDR but slightly
decreased acc when no purification was applied. AcidWash effectively reduced the detection
performance of Radioactive Data even when ¢ was high (e.g., ¢ = 30%). Specifically, when

¢ = 30%, AcidWash decreased its TDR from 20/20 to 11/20 while reducing acc by less than

one percentage point. For our auditing method, increasing ¢ did not substantially affect
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FIGURE 6.16: The impact of / on the performance of AcidWash on CIFAR-100 (F = 100 is
our default).

RCD, but it improved its robustness against AcidWash. In particular, the increase in RCD by
AcidWash was only 14.99 percentage points when ¢ = 30%, compared to a 50.06-percentage-
point increase when ¢ = 10%. When ¢ is high, the data curator can correspondingly tune
the hyperparameters of AcidWash (e.g., increasing f) to further degrade the detection

performance of data-use auditing.

Comparison with other baselines: We compare the performance of AcidWash with other
baselines, namely DPSGD, regularization, FNBN, ASD, CBD, and smoothing, as summa-
rized in Table 6.2. To ensure a fair comparison under realistic conditions, we used the
k-NN({) detector (with { = 10) to select reference data for AcidWash and ASD. As shown
in Table 6.2, AcidWash achieved the best overall performance in mitigating both Radioactive
Data and our auditing method among all evaluated attacks. Specifically, AcidWash achieved
the lowest TDR against Radioactive Data and the highest RCD against our auditing method,

while maintaining acc comparable to the highest one.
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FIGURE 6.17: The impact of € on the performance of AcidWash on CIFAR-100 (¢ = 10 is
our default).

6.4 Discussion
6.4.1 How to Design More Robust Data-Use Auditing Techniques

AcidWash works as an attack to mitigate data-use auditing methods. To design a more
robust data-use auditing method against AcidWash, the distribution of its marked data
should be made indistinguishable from that of the clean data. However, enforcing such
indistinguishability in data marking might compromise the auditing method’s detection
effectiveness. In other words, it might reduce the likelihood that an ML model learns
the auditable property that can be detected by the data-use auditing method. Achieving
an optimal balance between robustness and effectiveness therefore remains an important

direction for future research.

6.4.2 Limitations

AcidWash will fail when a large majority of the collected data are marked (i.e., a large

majority of data owners apply data-use auditing methods independently) because a useful
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FIGURE 6.18: The performance of AcidWash on CIFAR-100 under different ¢ (¢ = 10% is
our default).

reference dataset cannot be constructed from the collected data (e.g., by an automated
detector). In such a scenario, the reference dataset could be constructed from an additional,
trustworthy source; e.g., the data curator could generate the reference dataset itself. Once
it has a reference dataset where most of its samples are clean, the data curator could apply

AcidWash to purify the collected marked data effectively.

6.5 Chapter Summary

In this chapter, we propose AcidWash, a general framework to purify training data.
We find that, via adding carefully crafted perturbations to the potentially marked training
inputs, we can mitigate data-use auditing methods, while retaining the accuracy of the
learned model. Given a reference dataset, finding such perturbations can be formulated
as a min-max optimization problem, which can be approximately solved by a two-step

method. AcidWash achieves good performance as long as the detector used to detect the

210



Table 6.2: Comparison between baselines and AcidWash. The numbers in the parenthesis
are standard deviations among the 20 experiment trials. In each acc column, we bold the
largest number and those within 0.5%, indicating that those methods achieved comparable
acc; in TDR@FDR < 5% column, we bold the smallest number(s); and in RCD@FDR < 5%
column, we bold the largest number(s). A method with acc, TDR, and RCD bolded means
that it achieved the best performance on evading detection when achieving comparable
acc with others.

Radioactive Data [118] Our auditing method
acc% TDR@FDR < 5% acc% RCD(%)@FDR < 5%
W /o attack 74.29(40.27) 11/20 74.30(+0.27) 2.19
DPSGD (¢ = 0.5 x 1073)  72.64(=0.20) 7/20 72.66(+0.31) 3.02
DPSGD (0 = 1.0 x 1073)  69.95(-0.38) 7/20 69.93(+0.32) 7.75
DPSGD (¢ = 1.5 x 1073) 67.09(£0.39) 6/20 67.16(+0.29) 15.57
Regularization (w = 3 x 1073) 72.50(4-0.24) 7/20 72.49(+£0.27) 2.77
Regularization (w = 4 x 107%) 70.83(40.37) 4/20 70.81(+0.38) 7.45
Regularization (w = 5 x 1073) 68.63(%0.31) 4/20 68.53(+0.37) 16.09
FNBN (¢ = 10) 68.89(£0.21) 5/20 68.72(£0.23) 7.56
FNBN (¢ = 16) 65.10(£0.32) 2/20 65.37(+0.28) 21.24
ASD 70.84(40.50) 2/20 70.84(+0.36) 3.89
CBD 72.69(+0.39) 5/20 72.61(+0.49) 1.59
Gaussian smoothing 62.08(£1.07) 9/20 62.59(+1.19) 7.58
Median smoothing 55.89(£0.91) 6/20 55.94(+0.64) 20.83
General smoothing 63.39(+0.63) 11/20 63.37(+0.62) 7.38
AcidWash (¢-NN({ = 10))  72.68(+£0.27) 0/20 72.91(+0.21) 52.51

reference data provides high precision, though it need not be perfect. We demonstrated the
effectiveness and generality of AcidWash by attacking two representative data-use auditing

methods, including Radioactive Data and our auditing framework proposed in Chapter 5.
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7. Conclusion and Future Work
7.1 Conclusion

This dissertation studies how data owners can detect unauthorized uses of their data in
computing systems. As modern digital infrastructures increasingly rely on large datasets
from credential databases used in authentication systems to training datasets used in ma-
chine learning models, the misuse of such data can lead to serious security, privacy, and
economic consequences. Such misuse may occur through credential-database compromises
in authentication systems or through the incorporation of datasets into ML model training
without the consent of data owners. This dissertation argues that such unauthorized data
use can be reliably detected by proactively introducing carefully designed randomness into
data and combining anytime-valid statistical tests with system-aware threat modeling, en-
abling tunable and provably bounded global false-detection guarantees. In addition, this
dissertation shows that these detection mechanisms can be mitigated somewhat using ad-
ditional data, either from other sites in the case of credential-database compromise or from
other data sources in the case of ML model training.

First, this dissertation revisits the security of existing honeyword-based credential-database
breach detection methods in scenarios where attackers possess passwords leaked from other
websites (Chapter 3). Our empirical analysis demonstrates that existing honeyword-generation
methods exhibit unfavorable trade-offs between false positives and false negatives when users
choose passwords manually. In particular, these approaches suffer from high false-negative
rates while also being prone to false alarms. We further examine scenarios in which user pass-
words are algorithmically generated, such as by password managers. Our results show that
existing honeyword-generation techniques provide only limited protection against attackers
in this setting. We then explore the use of algorithmic password generators to generate
honeywords for accounts protected by password managers and find that the most effective
strategy is to generate honeywords using the same password-generation algorithm employed
by the user, assuming the defender can identify the generator. Overall, these findings reveal

important limitations of current honeyword techniques and highlight new challenges and
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opportunities for improving the robustness of credential-breach detection mechanisms.

Building on insights from this analysis, Chapter 4 proposes the first anytime-valid hon-
eyword framework, LeakSentinel, that enables sites to detect credential-database breaches
while guaranteeing a tunable and provably bounded global false-detection rate. LeakSentinel
consists of a honeyword-generation algorithm compatible with arbitrary password generative
models and an online breach-detection algorithm that leverages sequential statistical testing
to analyze sequences of incorrect login attempts. Experimental evaluations validate its the-
oretical false-detection guarantees empirically and demonstrate that LeakSentinel effectively
identifies credential-database compromises.

Next, this dissertation addresses the problem of detecting unauthorized data use in ML
systems. In Chapter 5, it proposes a general framework that enables a data owner to audit
whether her data has been used in training a model, at both the dataset and instance levels.
Our auditing method builds upon arbitrary membership-inference techniques and integrates
them into an anytime-valid statistical test that we design, which enables the data owner to
continuously accumulate data-use evidence through querying the model and adaptively stop
at any time while maintaining a quantifiable and provably bounded false-detection rate.
Through extensive evaluations on diverse ML models—including image classifiers, visual
encoders, LLMs, as well as CLIP and BLIP models, we demonstrate the effectiveness and
generality of our approach across a wide range of ML tasks and settings.

Finally, this dissertation investigates the limitations of data-use auditing techniques by
proposing AcidWash, a general framework for purifying training data (Chapter 6). We show
that by introducing carefully crafted perturbations to potentially marked training inputs,
it is possible to mitigate data-use auditing methods while preserving the accuracy of the
trained model. Given a reference dataset, identifying such perturbations can be formulated
as a min-max optimization problem that can be approximately solved using a two-step
procedure. AcidWash performs effectively when the detector used to identify reference data
provides high precision, even if it is not perfect. We demonstrate the effectiveness and

generality of AcidWash by applying it to two representative data-use auditing methods:
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Radioactive Data and our auditing framework proposed in Chapter 5.
Together, these contributions establish a principled foundation for anytime-valid detec-
tion of unauthorized data use and clarify the capabilities of statistical auditing in security-

critical systems.

7.2 Future Work

An important direction for future research is how to generalize the core idea of this
dissertation—developing anytime-valid detection mechanisms—to a broader class of security-
critical systems.

Many security problems can be naturally abstracted as detection or binary classification
problems. For example, intrusion detection systems aim to determine whether observed
network traffic is benign or malicious, fraud detection systems seek to identify whether a
transaction is legitimate or fraudulent, and malware detection mechanisms classify software
as either benign or malicious. Similarly, credential-breach detection and data-use auditing
studied in this dissertation attempt to determine whether sensitive data has been used
legitimately or misused by an adversary. These examples suggest that detection mechanisms
play a central role across many security domains.

Many security monitoring systems operate continuously and analyze streams of events
over time, such as login attempts, network traffic, or model queries. Traditional statistical
tests are typically designed for a fixed sample size and may produce misleading results when
repeatedly applied during ongoing monitoring. Anytime-valid statistical tests address this
limitation by ensuring that the false-detection guarantee holds regardless of when the test
is stopped or how often it is evaluated. This property is particularly important for security
applications, where detection decisions must be made dynamically as new observations ar-
rive. Developing anytime-valid detection frameworks for a broader class of security-critical
systems that remain effective in adversarial environments therefore represents an important

and promising direction for future research.
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