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Abstract. Blocklisting is a common technique for preventing the use of
known malicious content. However, conventional blocklisting infrastruc-
tures require either the blocklist to be public or clients to reveal their
queries to the blocklist server. We introduce a private blocklisting frame-
work, Half-Moon Cookie, by which a client can check an item against a
proprietary blocklist held by a server, to determine whether the item
is close to any blocklist element in a metric space. Critically, our design
separates the embedding step from the blocklist check, enabling indepen-
dent choice of methods to compute them privately and e�ciently. Still,
this computation might be too costly to perform on the critical path of
using the item, and so our design also supports a very e�cient check that
an item previously passed the blocklist check. In doing so, we support
applications where one client can perform the blocklist check on the item
before sending it, and recipients can more e�ciently con�rm the previ-
ous result before using the item, thereby avoiding TOCTOU attacks. We
show how Half-Moon Cookie can be instantiated for similarity-based mal-
ware detection, to block malicious executables without revealing client
inputs or disclosing the blocklist.

Keywords: Private blocklisting · TOCTOU attacks · Malware detec-
tion.

1 Introduction

Blocklisting is a core primitive of computer security that is relied upon daily
to interfere with proliferation or use of malware [38, 50], unsolicited or fraudu-
lent email [21], and other malicious artifacts [1, 5, 6, 19, 47]. When the blocklist
and/or the artifacts checked against it are private or proprietary, verifying that
an artifact is not on a blocklist might require using a cryptographic protocol
to hide the blocklist from the client with the artifact and the artifact from the
blocklist server. Performing such a blocklist check immediately prior to artifact
use can be impractical in some cases, however, particularly if the blocklist check
requires a rich cryptographic functionality (e.g., an approximate set intersec-
tion [10, 13, 16, 23, 24] using the client's artifact and the server's blocklist) that
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incurs nontrivial cost. Checking the blocklist at an earlier, more manageable
time can lead to time-of-check vs. time-of-use (TOCTOU) vulnerabilities [4], if
the previous check is not rea�rmed right before the artifact's use.

In this paper we propose a framework by which a client can perform a block-
list check�even an approximate one�at a server, while ensuring privacy of the
artifact from the server and privacy of the blocklist from the client. If this ex-
plicit check passes, then the server adds a hiding and binding token for the
artifact to an allowlist, which this or another client can later con�rm has not
been revoked, via an implicit check with the server. Like the explicit check, the
implicit check preserves the privacy of the artifact (and the blocklist). However,
it is much faster and so more practical to perform on the critical path of the
artifact's use, rendering TOCTOU attacks less of a threat. As such, a client can
privately check an artifact against a server's blocklist (using an explicit check)
before sending it to many others, each of whom can quickly rea�rm this check
(via an implicit check) right before use. Due to our design that allowlists an
artifact after con�rming it is not similar to anything on a blocklist, we refer to
our design as �Half-Moon Cookie,� or �Half Moon,� for short.3

A core challenge in approximate blocklist checking is ensuring that the sender
embeds its artifact correctly; otherwise, a malicious sender could check an embed-
ding unrelated to the artifact it sends. A direct solution is to combine embedding
and checking into a single immutable computation, e.g., via a monolithic garbled
circuit [30]. However, as we show in Sec. 6, this approach does not scale with
the number of blocklist elements (or clusters in the embedding space). Ideally,
the computation should be independent of blocklist size. Even then, embedding
large executables inside a garbled circuit remains prohibitively expensive.

Half Moon addresses all of the above challenges. We summarize our contri-
butions as follows:
� We formally de�ne the Half Moon primitive, and provide a general framework
to design Half Moon protocols that support an explicit check and a more
e�cient implicit check that only takes 0.19 seconds and transmits 7.2 kB.

� We provide secure and e�cient Half Moon implementations for blocklists that
can be embedded into a metric space based on Hamming distance.

� We demonstrate how Half Moon can be applied to similarity-based malware
detection in email attachments. For this application and representative param-
eters, we show that performing an explicit check using a monolithic garbled
circuit is 231× the cost of Half Moon's method, while the network tra�c is
43,505× that of Half Moon for an average-size email attachment (194 kB).

2 Background: TOCTOU Attacks in Email Attachments

and URLs

The class of vulnerabilities known as time-of-check vs. time-of-use (TOCTOU)
arises when a resource deemed safe at validation time would be unsafe if rechecked
3 A half-moon, or black-and-white, cookie is a cookie with vanilla frosting on one half
and chocolate frosting on the other [8].
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at the moment of use [4]. TOCTOU vulnerabilities abound, and indeed the Ama-
zon AWS outage in October 2025 has been at least partly attributed to one [9].

We consider policy enforcement on content (e.g., email attachments) re-
ceived from an untrusted source, whether delivered directly or via reference
(e.g., URLs). Empirical analyses from major security vendors have con�rmed
that TOCTOU-style email threats are widespread [7, 40]. In a representative
TOCTOU exploitation scenario, a link initially deemed benign is later replaced
with malicious content (e.g., ransomware) between inspection and user access,
enabling credential theft and broader compromise.

A standard TOCTOU-resistant defense [11, 17, 39] requires the receiving
client to query a remote server hosting a proprietary blocklist of malicious arti-
fact descriptors (e.g., distance-preserving hashes [15,34,37,42,45]), immediately
prior to the artifact's execution. However, this model incurs privacy risks by ex-
posing benign content descriptors, and additionally adds latency on the critical
path. Our design improves this model in two ways. First, it enables privacy-
preserving interaction, protecting both client content and the server's blocklist.
Second, it shifts the costly blocklist check to the sender, removing it from the
receiver's critical path.

Because the receiving client does not trust the sending client in our sce-
nario, it requires evidence that the artifact was checked. A natural approach
would be for the service to (blindly) sign the content after verifying that it is
not blocklisted, and for the sender to forward this signature to the receiver.
However, if the receiver only locally veri�es this signature, then the TOCTOU
vulnerability is reintroduced: the blocklist may have changed after the signature
was issued. Content that was signed while policy-compliant may later become
blocked. Therefore, the receiver must still interact with the service at the time
of use to ensure that the artifact complies with the latest policy.

3 De�nition

We are concerned with building a three-party primitive, Half-Moon Cookie (Half
Moon in short), where a sending client (Csnd) checks whether its input w is
present on a blocklist held by a server (S). If not, the server will add a token
to an allowlist so that a receiving client (Crcv) can con�rm that the value w′ it
receives from Csnd is present on the allowlist. At the same time, w and w′ are
hidden from S, while S's blocklist is hidden from Csnd and Crcv.

3.1 Notation

Let g : K × D → R denote a function family with keyspace K, domain D, and
range R. For k ∈ K, we denote by gk : D → R the function with gk(d) = g(k, d)
for each d ∈ D. Let R≥0 denote the non-negative real numbers. We use F to
denote a �nite �eld, and p ∈ F[x] to denote a polynomial whose coe�cients

are drawn from F. A random polynomial p(x)
$← F[x] is a polynomial with

coe�cients uniformly sampled from F. Given two vectors −→v1,−→v2 ∈ Fθ, −→v1 ×−→v2 ∈
Fθ, and �×� is the Hadamard product.
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3.2 Half Moon De�nition

Half Moon takes an input w ∈ U from Csnd, where U is the input universe, and a
list of items Ublk ⊂ U from S. The primitive should produce to S a binding and
hiding mapping on w to add to S's allowlist only if w ̸∈ Ublk; if w ∈ Ublk, the
protocol should abort. Csnd then forwards w to Crcv. Crcv will interact with S to
privately test membership of w on S's allowlist.

That said, there are many scenarios where the blocklist Ublk is too large to
be speci�ed directly as an input to a Half Moon protocol (as we will show in
Sec. 6). Therefore, we focus on settings where the set Ublk can be embedded into
a metric space Fθ with distance metric d : Fθ×Fθ → R≥0. The embedded set can
be summarized by a much smaller set L ⊂ Fθ. That is, in lieu of specifying Ublk
to the protocol directly, S instead speci�es a blocklist L ⊂ Fθ, |L| ≪ |Ublk|, and a
threshold T such that elements of Ublk, once embedded in Fθ, should fall within
distance T of some element of L. Mathematically, for an output −→z embedded
from an element in Ublk,

blockedL,T (−→z )
def
=

(
∃
−→
l ∈ L : d

(−→z ,
−→
l
)
≤ T

)
.

Naturally, such an embedding will not be perfect, and will introduce non-zero
false-accept and false-reject rates. Here we consider a randomized embedding
function family of the form f : Kf×U → Fθ. For instance, the keyspace Kf might
include the random vectors used for projections in locality-sensitive hashing
algorithms (e.g., [20]). We then de�ne true- and false-reject rates as follows:

TRRUblk
L,T

def
= min

w∈Ublk

P
(
blockedL,T (−→z )

∣∣∣ kf $← Kf ,
−→z ← fkf (w)

)
FRRUblk

L,T

def
= max

w∈U\Ublk

P
(
blockedL,T (−→z )

∣∣∣ kf $← Kf ,
−→z ← fkf (w)

)
In words, TRRUblk

L,T is a lower bound on the probability of blocking an input

w that should be blocked, and FRRUblk

L,T is an upper bound on the probability
of blocking an input w that should not be blocked. As usual, false- and true-

accept rates can be de�ned by FARUblk

L,T
def
= 1−TRRUblk

L,T and TARUblk

L,T
def
= 1−FRRUblk

L,T ,

respectively. Naturally, we strive to maximize TRRUblk

L,T and TARUblk

L,T . The de�-
nition implies that inputs are not uniformly distributed, while keys are. This
corresponds to the applications, where inputs are user-chosen.

De�nition 1 (Half-Moon Cookie) A Half-Moon Cookie for blocklist Ublk is
a three-party protocol among a sending client (Csnd), a receiving client (Crcv),
and a server (S), consisting of two phases: explicit check and implicit check.

� Explicit Check: Csnd inputs w ∈ U and S inputs Ublk ⊂ U , L ⊂ Fθ, T ∈ R≥0

(with both L and T computed from Ublk). This phase succeeds with probability
at least TARUblk

L,T if w ̸∈ Ublk and with probability at most FARUblk

L,T otherwise. If
this phase succeeds, then Csnd outputs 1 and S outputs state ϕ. Otherwise, S
aborts and Csnd outputs 0.
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� Implicit Check: A client C ∈ {Csnd,Crcv} inputs w′ ∈ U and the server S
inputs ϕ. This phase succeeds if ϕ contains an output from a successful explicit
check using w′. If so, C outputs 1. Otherwise, C outputs 0. S has no output.

We will de�ne the guarantees that we want to provide from these steps depending
on the following threat models.

3.3 Threat model

The threat models we consider for our applications in Sec. 5 are:
T1 The server S and receiving client Crcv are honest, but Csnd is malicious, i.e.,

Csnd deviates from the protocol to circumvent the check. More speci�cally,
a malicious Csnd should be prevented from causing S to store a token for a
blocklisted input during explicit check, which is successfully veri�ed during
an honest implicit check initiated by Crcv. The malicious Csnd may also invoke
an implicit check to learn more information about the allowlist token, e.g.,
the secrets contributed by S in its computation. We require that the allowlist
token is binding, meaning that Csnd cannot generate an alternative input w′

that is consistent with an existing allowlist token. In addition, the protocol
should not leak more information about Ublk to Csnd than the decision (w ∈
Ublk or not) implies. We note that S needs to limit the number of explicit
check attempts. Otherwise, Csnd can online guess the blocklist entries.

T2 Csnd and Crcv are honest, but S is honest-but-curious. In this case, our con-
cern is leaking information about w to S from its interaction with Csnd and
Crcv. That is, the allowlist token is hiding, and S's ability to distinguish
between di�erent values of w is negligible.
We do not consider a threat model in which S is malicious, simply because

we do not �nd that reasonable in our applications, where S is contracted to,
say, provide malware defense for Csnd and Crcv. In such cases, S is incentivized
to perform policy checking correctly. In addition, we assume that Crcv is honest
since it is incentivized to perform the check correctly.

4 Half Moon Framework

4.1 Ideal Functionality

Half Moon is realized with a general cryptographic framework. In this section,
we will describe the individual building blocks of this framework as ideal func-
tionalities, and then show how to combine them. In Sec. 5, we will describe how
to realize these ideal functionalities.

Recall that Half Moon has two phases that share states, an explicit check
and an implicit check. To accommodate both threat models T1 and T2, we will
further split the explicit check functionality into two separate ideal function-
alities. Speci�cally, the explicit check can be viewed as a two-step process: i)
Embed-and-Map FEM, that embeds Csnd's input into the metric space Fθ, and ii)
Test-and-Commit FTC, that performs the predicate check blockedL,T (·) on the
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Parameters: An embedding function f : Kf×U → Fθ; a non-programmable ran-
dom oracle H : {0, 1}∗ → Fθ; and a one-time pairwise unpredictable permutation
family over the metric space P : KP

θ × Fθ → Fθ.

FEM: Embed-and-Map functionality

Inputs: Csnd inputs w ∈ U and −→m ∈ Fθ. S inputs kf ∈ Kf ,
−→s ∈ Fθ, and

−→
k1P,
−→
k2P ∈ KP

θ .

Output: FEM outputs −→p1 ← P−−→
k1P

(fkf (w)) and −→p2 ← P−−→
k2P

(−→y ) where −→y ←
−→s × H(w, fkf (w), kf ,

−→m) to Csnd; and S has no output.

FTC: Test-and-Commit Functionality

Inputs: Csnd inputs −→p1, −→p2 ∈ Fθ. S inputs L ⊂ Fθ, T ∈ R≥0, and keys
−→
k1P,−→

k2P ∈ KP
θ.

Output: If ¬blockedL,T (P−1
−−→
k1P

(−→p1)), then FTC outputs 1 and nonce to Csnd and
−→γ ← P−1

−−→
k1P

(−→p1) + P−1
−−→
k2P

(−→p2) to S. Otherwise, FTC outputs 0 to Csnd; S aborts and

learns {
−→
l ∈ L : d

(
P−1
−−→
k1P

(−→p1),
−→
l
)
≤ T}.4

FIC: Implicit Check Functionality

Inputs: Crcv inputs
−→z1 ,−→z2 ∈ Fθ. S inputs −→s ,−→γ ∈ Fθ.

Output: FIC outputs −→γ ′ ← −→z1 + −→s × −→z2 to S. If −→γ ?
= −→γ ′, Crcv receives 1;

otherwise, Crcv receives 0.

Fig. 1: Ideal Functionalities used in Half Moon

embedded input against the embedded blocklist L provided by S. Lastly, during
implicit check, Crcv and S participate in iii) Implicit check FIC, that allows fast
veri�cation on a previously checked input. We present the details for the three
ideal functionalities, which are summarized in Fig. 1.

4.2 Embed-and-Map

Given Csnd's input w and a random mask −→m, and S's keys kf ,
−−→
k1P,

−−→
k2P, and

a random mask −→s , this functionality �rst computes −→p1 ← P−−→
k1P

(fkf
(w)) and

−→p2 ← P−−→
k2P

(−→s × H(w, fkf
(w), kf ,

−→m)) where f is an embedding function, P :

KP
θ×Fθ → Fθ is a one-time pairwise unpredictable permutation family (de�ned

in App. A), and H is a hash function modeled as a non-programmable random
oracle (de�ned in the full version [54]). −→p1 and −→p2 are expected to be inputs to
the next functionality (i.e., Test-and-Commit). −→p1 will be used (after inversion)
for testing against the blocklist for approximate matching, and −→p2 will be used

4 Note that the server can implicitly learn this information even if the functionality
did not return it, as an abort would imply w is close to one of the server's inputs.
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for generating a hiding and binding token as an allowlist entry for the implicit
check.

4.3 Test-and-Commit

During Test-and-Commit, the functionality FTC inverts −→p1 and checks whether
P−1
−−→
k1P

(−→p1) (which should be equal to fkf
(w) if Csnd is honest) is blocklisted. If not,

FTC inverts −→p2 and outputs an allowlist token −→γ ← P−1
−−→
k1P

(−→p1)+P−1
−−→
k2P

(−→p2) to S for

updating the allowlist. If Csnd inputs the same −→p1 and −→p2 that it received from
FEM to FTC, then

−→γ = fkf
(w) +−→s × H(w, fkf

(w), kf ,
−→m).

Subsequently, Csnd forwards w and −→m to Crcv to use in an implicit check,
while S stores the key kf , the mask −→s , and the explicit check output −→γ for the

allowlist. For a successful check, S discards
−−→
k1P,

−−→
k2P stored from FEM, and adds

the token ⟨nonce, kf ,−→s ,−→γ ⟩ to its allowlist. We will explain the use of nonce
when describing FIC. Csnd only learns whether the explicit check succeeded in
setting up an allowlist token, but does not learn the token itself.

4.4 Implicit Check

During implicit check, Crcv can be provided the embedding key kf by S in the
clear, because each explicit check requires a new embedding key, and once Csnd

has set up −→γ during the explicit check, kf does not provide any additional
advantage to a malicious Csnd in evading the policy check. Crcv uses the forwarded
inputs w,−→m from Csnd to re-compute −→z1 ← fkf

(w) and −→z2 ← H(w, fkf
(w), kf ,

−→m)
locally. Then S and Crcv interactively and privately evaluate −→γ ′ ← −→z1 +−→s ×−→z2 .
Only S receives the output −→γ ′ and no further information is given to either Crcv

or S. S compares −→γ ′ against the −→γ stored from a previous explicit check. Crcv

learns whether the implicit check has succeeded, implying that −→γ ′ has matched
an −→γ from some allowlist token ⟨nonce, kf ,−→s ,−→γ ⟩ stored at S. As we will show,
−→γ is computationally binding, and so it is infeasible for a malicious Csnd to �nd
some pair of inputs w′,−→m′ that match an allowlist token generated from di�erent
inputs w,−→m during an explicit check.

Allowlist: Each explicit check inserts a new entry into the allowlist. The implicit
check is indexed by a nonce nonce and implemented as a fast hashtable lookup.
nonce is derived from the explicit check timestamp and is independent of the �le
content, preventing leakage about w. S's storage overhead grows linearly with
the number of explicit checks. This overhead is inherent to our security model:
each entry must include a per-check S secret to prevent Csnd probing.

As discussed in Sec. 2, Half Moon enables TOCTOU resistance. In particular,
S can revoke allowlist entries when the blocklist is updated. Crcv must then run
the explicit check, ensuring checks are performed against the latest policy.

Putting it all together: We present the full framework in Fig. 2, assuming
that FEM, FTC, and FIC are secure under the threat models in Sec. 3.3. We also
provide a proof sketch here; a formal security proof, based on the properties of
P and H, appears in the full version [54].
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Half Moon Framework

Inputs: Csnd inputs w ∈ U . S inputs L ⊂ Fθ, T ∈ R≥0, and
−→
k1P,
−→
k2P ∈ KP

θ.

Explicit check:

1. Csnd selects
−→m $← Fθ. S selects −→s $← Fθ and kf

$← Kf .

2. Csnd and S call FEM. Csnd inputs w and −→m. S inputs kf ,
−→s ,
−→
k1P,

−→
k2P. Csnd learns−→p1 ← P−−→

k1P
(fkf (w)) and −→p2 ← P−−→

k2P
(−→y ) where −→y ← −→s × H(w, fkf (w), kf ,

−→m).

S gets no output.
3. Csnd sets

−→p1 ′ ← −→p1, and −→p2 ′ ← −→p2.
4. Csnd and S call FTC. Csnd inputs −→p1 ′ and −→p2 ′. S inputs L, T ,

−→
k1P, and

−→
k2P.

If ¬blockedL,T (P−1
−−→
k1P

(−→p1 ′)) then Csnd receives 1 and nonce; S receives −→γ ←

P−1
−−→
k1P

(−→p1) + P−1
−−→
k2P

(−→p2). Otherwise, Csnd receives 0; S aborts and learns {
−→
l ∈ L :

d
(
P−1
−−→
k1P

(−→p1 ′),
−→
l
)
≤ T}.

Implicit check:

5. Csnd sets nonce
′ ← nonce, w′ ← w, −→m′ ← −→m and sends nonce′, w′ and −→m′ to

Crcv.
6. Crcv sends nonce′ to S. S indexes the allowlist ϕ with nonce′ and obtains
⟨kf ,−→s ,−→γ ⟩. S sets k′

f ← kf ,
−→s ′ ← −→s , and −→γ ′ ← −→γ . S sends k′

f to Crcv.
7. Crcv computes

−→z1 ← fk′
f
(w′) and −→z2 ← H(w′, fk′

f
(w′), k′

f ,
−→m′).

8. Crcv and S call FIC. Crcv inputs −→z1 ,−→z2 , and S inputs −→s ′. S receives −→γ † ←
−→z1 +−→s ′ ×−→z2 .

9. S checks whether −→γ † ?
= −→γ ′. If so, Crcv receives 1; otherwise, Crcv receives 0.

Fig. 2: Half Moon framework

Theorem 1. Assuming that there are secure protocols realizing FEM, FTC and
FIC, the framework described in Fig. 2 securely realizes Half Moon against the
adversaries described in Sec. 3.3.

Proof (sketch): We prove that the Half Moon framework is secure against threat
models T1 and T2.

Threat model T1: Consider an adversary that interacts with S. During explicit
check, the adversary may try to produce a �le input w that should be blocked, but
is not detected as such due to a false negative under the embedding function f .
Since the embedding key kf is randomly selected and unknown to the adversary,
it is hard for the adversary to produce such a false negative.

Alternatively, the adversary may produce �le inputs w ̸= w′ and masks
−→m ̸= −→m′, such that the explicit check succeeds with w,−→m as inputs. However,
the adversary sends w′,−→m′ to an honest receiving client Crcv and the implicit
check with w′,−→m′ succeeds. This implies that the adversary tricked S into au-
thenticating an input for an honest Crcv that was not veri�ed by a previous
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explicit check. If −→p1 ′ ̸= −→p1 or −→p2 ′ ̸= −→p2, then −→γ is unpredictable without
−−→
k1P,

−−→
k2P

(De�nition 4). In that case, the adversary produces w′,−→m′ that evaluates to −→γ
only with probability ≤ |F|/|KP|. So, it must be that fkf

(w′) = fkf
(w) and

H(w′, fkf
(w′), kf ,

−→m′) = H(w, fkf
(w), kf ,

−→m). Thus, an adversary that produces
w ̸= w′ such that H(w′, fkf

(w′), kf ,
−→m′) = H(w, fkf

(w), kf ,
−→m), also �nds a colli-

sion in the random oracle H, which occurs with probability negligible in θ log |F|.

Reusable
Garbled Circuit

ΠEM
Csnd S

w,−→m

−→p1 = P−−→
k1P

(fkf (w))

= −→κ1 × fkf (w) +−→κ2,

−→p2 = P−−→
k2P

(−→s ×
−→
h∗)

= −→κ1
′ × (−→s ×

−→
h∗) +−→κ2

′

kf ,
−→
k1P = ⟨−→κ1,

−→κ2⟩,
−→
k2P = ⟨−→κ1

′,−→κ2
′⟩,−→s

ΠTC

Fnpa

−→p1,−→r1

−→
l1 ,
−→
k1P,
−→r1 ′

−→r1 ′ × fkf (w) +−→r1 ×
−→
l1

Fnpa

. . .

−→p1,−→rn

−→
ln ,
−→
k1P,
−→rn′

−→rn′ × fkf (w) +−→rn ×
−→
ln

Fnpa

Test: ∀i ∈ [n]∣∣∣fkf (w)−
−→
li

∣∣∣ > 2t

−→p2,
∑n

i=1
−→ri

nonce

∑n
i=1
−→ri ′ × fkf (w) +−→ri ×

−→
li ,∑n

i=1
−→ri ′,
−→
k1P,
−→
k2P,
−→s

−→γ = fkf (w) +−→s ×
−→
h∗

Store ⟨nonce, kf ,−→s ,−→γ ⟩

Send −→m,w, nonce to Crcv

(a) Explicit check

Fole

ΠIC

Crcv S

fkf (w),
−→
h∗

−→s ,−→γ

fkf (w) +−→s ×
−→
h∗

(b) Implicit check

Fig. 3: High-level description of Half Moon in-

stantiation (
−→
h∗ ← H(w, fkf

(w), kf ,
−→m))

Threat model T2: The only in-
formation S obtains is whether
blockedL,T

Ublk
(fkf

(w)) and the value
−→γ . As mentioned in Fig. 1,
when blockedL,T

Ublk
(fkf

(w)), there
would be inevitable leakage to
S. So we ensure that S learns
strictly no information about w
if ¬blockedL,T

Ublk
(fkf

(w)). Since −→m
is selected randomly and H is a
non-programmable random ora-
cle, H(w, fkf

(w), kf ,
−→m) is uni-

formly distributed Fθ. Thus, −→γ
hides w from S. ⊓⊔

5 Protocol

In this section, we describe how
to e�ciently realize the ideal
functionalities leveraged in Half
Moon. Fig. 3a depicts the ex-
plicit check and Fig. 3b visual-
izes the implicit check.

5.1 Building Blocks

Oblivious Linear Evaluation
(Fole): OLE is a two-party
cryptographic primitive between a sender (e.g., a client) and a receiver (e.g.,
a server). The receiver's input is x ∈ F; the sender's inputs are u, v ∈ F. The
ideal function Fole returns to the receiver ux+ v without revealing u and v. No
information is revealed to the sender. In our protocols, we will use the maliciously
secure OLE construction by Ghosh, et al. [27].

Noisy Polynomial Addition (Fnpa): Ghosh, et al. [26] introduced a noisy
polynomial addition functionality Fnpa that takes as input pairs of vectors

−→r1 ,−→z ∈
Fθ from one party, say a client, and another pair of vectors −→r2 ,−→z ′ ∈ Fθ from
another party, say a server, and computes a linear combination of these vectors.
Speci�cally, the functionality returns the vector −→r2 ×−→z +−→r1 ×−→z ′ to either one
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or both of the parties, where �×� is the Hadamard product. The functionality
does not reveal −→r1 ,−→z to the server and −→r2 ,−→z ′ to the client (beyond what can
be learned from the output).

5.2 Protocol for Embed-and-Map

Malware Hashing and Embedding Function In FEM, f is a function map-
ping w to a vector in Fθ, that generates close outputs for similar inputs. We use
a hashing scheme embedding �les into Hamming space, LSH : Kf × {0, 1}∗ →
{0, 1}δ (see Sec. 6), and de�ne an injective map MX from bit-vectors to Fθ.

De�nition 2 (Hamming to Fθ map) The mapping function MX : {0, 1}δ →
Fθ is parameterized by the set of arbitrary points X ← {x1, . . . , xθ} ⊂ F for
θ ≥ 2δ + 1, and works as follows:

1. Map to set: Given −→w ∈ {0, 1}δ, use an injective function m : {0, 1}× [δ]→
F to create a set S−→w = {m(−→w [j], j)}j∈[δ], where [δ] = {1, . . . , δ} and −→w [j] is
the j-th component of −→w .

2. Create a polynomial: Compute a polynomial e−→w (x)←
∏

s∈S−→w

(x− s).

3. Evaluate the polynomial: Evaluate e−→w (x) at the points in X and output
a vector −→v ← ⟨e−→w (x1), . . . , e−→w (xθ)⟩.

Embedding with Reusable Garbled Circuits Given the description of the
embedding function f , a protocol realizing FEM will interactively compute −→p1 ←
P⟨−→κ1,

−→κ2⟩(fkf
(w)) = −→κ1 × fkf

(w) + −→κ2, and
−→p2 ← P⟨−→κ1

′,−→κ2
′⟩(
−→y ) = −→κ1

′ × −→y + −→κ2
′,

where −→y ← −→s ×H(w, fkf
(w), kf ,

−→m) and fkf
(w) = MX (LSHkf

(w)). While doing

so, it hides S's inputs (i.e., kf ,
−−→
k1P,

−−→
k2P,

−→s ) from Csnd, where
−−→
k1P = ⟨−→κ1,

−→κ2⟩
and
−−→
k2P = ⟨−→κ1

′,−→κ2
′⟩. It also hides Csnd's inputs (i.e., w,

−→m) from S. We realize
this requirement using garbled circuits [52,53]. A naive approach is impractical,
however, as the circuit size scales linearly with the input �le w.

To address this, we employ reusable garbled circuits. Unlike classical Yao
garbling, which requires fresh circuits per execution, reusable garbled circuits
support repeated evaluation with di�erent inputs. We adopt optimizations from
the CRGC framework [28], which transforms a Boolean circuit C and garbler
input a into obfuscated counterparts C ′ and a′ such that C(a, b) = C ′(a′, b)
for any evaluator input b. This allows the evaluator to treat the garbled circuit
as a reusable �black-box program� without learning intermediate state across
executions. Our construction relies on two key CRGC security guarantees:

1. Balanced gates (e.g., XOR/XNOR) in the reusable portion hide garbler input
bits under CRGC security assumptions [28, Lemma 2].

2. Gates in the non-reusable portion do not leak garbler input bits under stan-
dard Yao garbling security [28, Lemma 4].
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5.3 Protocol for Test-and-Commit

Test: To begin with, the functionality FTC privately compares Csnd's input
fkf

(w) ← P−1
−−→
k1P

(−→p1) against S's blocklist embeddings. To perform this compari-

son privately, we can apply an assumption-free5 fuzzy PSI scheme that compares
vectors in Hamming space. However, fkf

(w) is not a bit vector, but rather a vec-

tor in a �eld Fθ generated using the map MX (De�nition 2). We overcome this
problem by de�ning a metric such that computing the distance between two vec-
tors in Fθ provides the Hamming distance between their preimages under MX .
Then, we modify an existing assumption-free fuzzy PSI [13] protocol to compute
Hamming distance using this metric.

This metric is called symmetric uncommon roots (SUR), de�ned as follows.
For polynomial p(x) ∈ F[x], let Rp(x) be its set of (unique) roots. Let S1△S2
denote the symmetric di�erence between sets S1 and S2, i.e., (S1 \S2)∪(S2 \S1).

De�nition 3 (Symmetric Uncommon Roots ∥·∥SUR) Let X ← {x1, . . . ,
x2δ+1} be a set of 2δ + 1 unique, �xed elements in F. For vector −→v = ⟨v1,
. . . , v2δ+1⟩ ∈ F2δ+1, let p−→v (x) ∈ F[x] be the unique polynomial of degree ≤ 2δ
that interpolates the set of points {(xk, vk)}k∈[2δ+1]. Then, for

−→v1,−→v2 ∈ F2δ+1,

∥−→v1 −−→v2∥SUR
def
=

∣∣∣Rp−→v1 (x)
△Rp−→v2 (x)

∣∣∣
=

∣∣∣Rp−→v1 (x)

∣∣∣+ ∣∣∣Rp−→v2 (x)

∣∣∣− 2 ·
∣∣Rp(x)

∣∣
where p(x) = gcd(p−→v1(x), p−→v2

(x)) is the greatest common divisor of p−→v1(x) and
p−→v2(x).

Since the cardinality of symmetric di�erence between two sets is a metric,
SUR is also a metric. Moreover, the Hamming distance between two bit vectors
−→w ∈ {0, 1}δ and

−→
l ∈ {0, 1}δ can be computed by∥∥∥−→w −−→l ∥∥∥

H
≤ t ⇐⇒

∥∥∥MX (−→w )−MX (
−→
l )

∥∥∥
SUR
≤ T (1)

where T = 2t.
One advantage of using ∥·∥SUR is that we can compute the distance between

two vectors contributed by mutually untrusting parties without explicitly reveal-
ing the vectors to each other. The process is as follows. Csnd and S sample random

polynomials r1(x)
$← F[x] and r2(x)

$← F[x] respectively, of degree δ. Then, they
locally compute −→r1 ← ⟨r1(x)⟩x∈X and −→r2 ← ⟨r2(x)⟩x∈X . For each element l in
S's blocklist, the protocol uses calls to Fnpa to compute −→r1×fkf

(w)+−→r2×fkf
(l),

which preserves the SUR distance with high probability, enabling private distance
evaluation (see the full version [54]).

5 An assumption-free fuzzy PSI scheme does not require any speci�c conditions on the
data distribution. Since the output of malware hashes are not constrained to any
speci�c distribution, we must leverage assumption-free schemes only.
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Commit: If the distance check is satis�ed, ΠTC computes −→γ ← P−1
−−→
k1P

(−→p1) +
P−1
−−→
k2P

(−→p2) via Fnpa , yielding an authentication token while hiding all intermediate

values. Finally, S stores the output authentication token ⟨nonce, kf ,−→s ,−→γ ⟩, while
Csnd receives no output from ΠTC other than a con�rmation that the check
passes. Csnd can now forward −→m,w, nonce to any Crcv.

5.4 Implicit Check

After receiving the �le w, the mask −→m and a nonce nonce, the client Crcv forwards
nonce to S. nonce allows the server to identify the authentication token −→γ for
the �le, the embedding key kf , and the mask −→s . Crcv recomputes fkf

(w) and
H(w, fkf

(w), kf ,
−→m) after obtaining kf from S. Then, Crcv and S invoke Fole , to

compute −→γ , which is output to S (see Fig. 3b). Finally, Crcv learns whether
−→γ

was previously stored at S, which implies w was checked. The full protocol is
described in the full version [54].

6 Evaluation

We implemented the Half Moon-based malware detection in C++116. We bench-
marked these implementations on a Ubuntu 22.04 machine with 12 cores and
32GB of RAM as the server, and multiple machines that are each equipped with
4 cores and 16GB of RAM as the clients. We used the emp-toolkit [2] for OT
and garbled circuit operations, and CRGC for reusable garbled circuits. We used
the NTL [3] library for �nite �eld arithmetic. The operations were performed in
a 128-bit prime-order �eld. We implemented Ghosh et al.'s OLE [27] and Ghosh
et al.'s PSI [25] as building blocks for Half Moon. Our construction works for
any metrics that can be embedded into Hamming distance.

6.1 Dataset

As discussed in Sec. 2, our Half Moon-based malware detection can be applied
to email attachments. We used the Enron dataset [32] for collecting the general
email attachment size distribution. We ignored �les with size less than 500B.
The average size of an attachment was 193.6 kB in the Enron dataset7, while
the median was 98.8 kB. We separated out the executables (�les with extensions
.exe, .dll, etc.), which had a mean size of 13.7 kB and a median of 3.8 kB. We
conducted our experiments based on such statistics.

For the malware blocklist, we used the Ember dataset [29], embedding the
16,356,790 malware instances to clusters of di�erent radii.

6 https://github.com/zxinyuan/Half-Moon-Cookie
7 https://trec-legal.umiacs.umd.edu/corpora/trec/legal10/

https://github.com/zxinyuan/Half-Moon-Cookie
https://trec-legal.umiacs.umd.edu/corpora/trec/legal10/
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6.2 Explicit check

Choosing a hash function Unlike cryptographic hashes, malware hashes (e.g.,
locality sensitive hashes, context triggered piecewise hashes) support similarity
estimation between �les. Common choices are TLSH [42], ssdeep [34], and sd-
hash [45], which are widely used in platforms such as VirusTotal and VirusShare.
Their accuracy is typically tuned via a similarity threshold on digests. The com-
putational and communication costs of Half Moon are independent of this thresh-
old. Practitioners can therefore choose thresholds to meet accuracy goals without
a�ecting e�ciency.

hash RGCs
Comm.
(MB)

Response
Time (s)

TLSH
✗ 6.8e4 1.0e3
✓ 6.0e1 4.8e0

ssdeep
✗ 5.5e3 2.0e2
✓ 5.3e1 5.4e0

sdhash
✗ 5.8e4 9.7e2
✓ 1.3e2 2.4e1

Table 1: Embed-and-map (ΠEM )
costs with (✓) and without (✗)
reusable garbled circuits (RGCs),
with w of size 5 kB

We evaluate the RGC-based optimiza-
tion from Sec. 5.2 for implementing these
hashes within the Embed-and-Map proto-
col (ΠEM ), as shown in Table 1. The ta-
ble reports communication and response
time, measured at Csnd from invocation
to completion against a lightly loaded S.
For each hash, we compare implementa-
tions without (✗, standard garbled cir-
cuits) and with (✓) RGCs. The input
size is 5 kB, roughly the median size of
an email-attachment executable. Across
all three hash functions, our RGC op-
timization reduces ΠEM communication
by over two orders of magnitude and re-
sponse time by at least one order. The
no-RGC results in Table 1 are a very conservative lower bound for a mono-
lithic garbled-circuit implementation of explicit check. TLSH yields the fastest
response time and ssdeep minimizes communication volume. ΠEM using sdhash
(with RGCs) incurs roughly 4× the latency of ssdeep and 5× that of TLSH, and
about 2× the communication of the others.

Although ssdeep is otherwise e�cient, it embeds into edit distance, which
is incompatible with Half Moon. To use it in explicit check, we further embed
edit distance into Hamming distance via edit-sensitive parsing [18], so that the
embedding will be compatible with Chakraborti, et al. [13]. This adds 1.23 s
latency and 4.46MB communication in ΠEM , and requires larger embedding
vectors to o�set approximation error, increasing the cost of ΠTC . Consequently,
ssdeep yields a higher end-to-end explicit check latency than TLSH, as re�ected
in Table 2a and Table 2b.

We also tested using sdhash, which transforms w to a Bloom �lter whose size
scales linearly with w. This expansion signi�cantly increases the communication
and computation required during FTC, ultimately slowing overall performance.
As such, TLSH outperforms both ssdeep and sdhash in the the overall explicit
check for all parameter settings we tested (Table 2). Therefore, we pick TLSH
for the rest of our Half Moon protocol benchmarking.
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si
ze

o
f
w
(k
B
)

5e0
1e1
1e2
2e2
1e3

|L|
1e2 5e2 1e3 5e3 1e4

14 45 83 391 781
19 50 88 397 786
111 138 178 485 876
209 240 283 587 978
1013 1040 1078 1388 1773

(a) TLSH

|L|
1e2 5e2 1e3 5e3 1e4

45 169 319 1548 3113
62 187 337 1567 3130
338 456 607 1839 3400
632 757 905 2137 3710
3033 3161 3319 4548 6101

(b) ssdeep

|L|
1e2 5e2 1e3 5e3 1e4

46 77 114 422 813
101 132 170 477 868
658 684 715 1032 1420
1254 1282 1325 1631 2026
6057 6085 6121 6428 6819

(c) sdhash

Table 2: Explicit check response time (s) for di�erent fuzzy hashes.

Explicit check throughput To evaluate throughput of explicit check in Half
Moon, we increased the number of concurrent client requests to S until satura-
tion. Results are shown in Fig. 4, where the x-axis is the number of concurrent
requests and the y-axis reports the response time per client request, averaged
over all clients' invocations.
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m
e
(s
)

0 200 400

0

5e2

1e3

clients

(a) Varying blocklist
size: |L| = 1e2 (�);
1e3 (� �); or 1e4 (· ·).
w is 10 kB.

0 200 400

0

5e2

1e3

clients

(b) Varying input
size: w is 1e1 (�);
1e2 (� �); or 2e2 (· ·)
kB. |L| = 1e2.

Fig. 4: Explicit check throughput; note that
the axes are linearly scaled.

The black solid line in both
plots corresponds to Csnd with in-
put size 10 kB and |L| = 100. Re-
sponse time is low and increases
gradually at small concurrency lev-
els, with a single request complet-
ing in 19.11 s. However, as the con-
currency level increases, response
time reaches a noticeable in�ection
point around 250 simultaneous re-
quests. At this load, the average
response time spikes, suggesting
that the server reached a satura-
tion threshold beyond which queu-
ing and resource contention domi-
nate system performance. The red
solid line represents the same func-
tionality in a monolithic garbled circuit. It takes 247 s for a single client to �nish
the task, while the performance signi�cantly degrades at around �ve clients.

In Fig. 4a, increasing the blocklist size |L| leads to faster throughput degra-
dation, as larger sets increase communication cost and network overhead. Conse-
quently, the saturation point shifts to lower concurrency levels: around 80 clients
for |L| = 1,000 and about 20 clients for |L| = 10,000.

In Fig. 4b, varying the input size has a much smaller impact. Thanks to
reusable garbled circuits (Sec. 5.2), server-side workload is independent of input
size, and only client-side computation scales. Thus, latency increases modestly
with input size, while the overall throughput curve and saturation point remain
largely unchanged.
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6.3 Implicit check

As discussed in Sec. 7, the design of Half Moon is closely related to an asymmet-
ric fuzzy PSI, which enables one party to learn approximate matches between
its set and another party's input under a given distance metric. We compare
implicit check to a one-shot fuzzy PSI in Table 3 for two reasons. First, implicit
check amortizes matching costs by avoiding repeated proximity checks against
the blocklist when the same Csnd input is validated multiple times. Second, it
mitigates TOCTOU attacks: in a naive fuzzy PSI approach, the proximity check
on w is decoupled from its use unless recomputed each time. Thus, asymmet-
ric fuzzy PSI serves as a natural baseline with comparable functionality and
security.

Comm.

(MB)
Response

Time (s)

ΠIC 7.2e−3 1.9e−1
[13] 3.4e1 1.6e2
[10] 2.0e3 2.6e3
[44] 6.3e2 6.1e1

Table 3: Implicit check
cost comparison on w of
size 100 kB.

We compare with Chakraborti, et al. [13] and Blass
and Noubir [10], which are Hamming-distance-based
and support asymmetric set sizes. With TLSH embed-
dings of 35 bytes, Chakraborti, et al.'s outperforms
Blass and Naoubir's, since its cost is independent of
vector length. We also include Randal and Schopp-
mann [44], a state-of-the-art semi-honest exact PSI
that operates on Ublk rather than embeddings L.

As ΠIC requires only a few Fole executions for re-
constructing the token and then performs an exact
match over the token, it signi�cantly outperforms ei-
ther a fuzzy PSI or an exact PSI by at least two orders of magnitude in response
time and three orders of magnitude in communication volume. Moreover, its cost
is independent of the blocklist size.

7 Related Work

Outsourced malware defense: A driving application for Half Moon is to en-
able a sender of an executable to perform an explicit check with a policy server
so that recipients can more e�ciently con�rm the result via an implicit check,
enabling recipients to avoid TOCTOU attacks. Our framework is best suited to
malware detection by fuzzy hashing [37, 45] and provides the content privacy
necessitated by outsourcing this scanning to a third-party service with a propri-
etary blocklist. CloudAv [41] was the �rst work to outsource malware scanning to
a cloud that runs the anti-virus engines. SplitScreen [12] and RScam [48] enhance
client and malware vendor privacy by sending only compact representations of
the �les/malware signatures over the network, but provide no cryptographic pro-
tections to the data. Perhaps closest to our envisioned design, Sun, et al. [49]
proposed a privacy-preserving cloud-based malware detection scheme. However,
it exactly matches client input �les with malware signatures, necessitating a very
large blocklist�and resulting high protocol cost�to achieve e�ective coverage.

Private blocklist matching: A line of research has focused on enabling a
client to query whether an item appears on a blocklist while preserving the
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con�dentiality of the client's input. This paradigm has been adapted to applica-
tions such as spam �ltering [31], and credential breach checks [36]. Kogan and
Corrigan-Gibbs [33] provide a generic private blocklist lookup construction with
two-server PIR. Private Hash Matching [35] is a service designed for end-to-end
encrypted messaging, where a server matches a client's media content against a
set of images (e.g., child sexual abuse material) while hiding the server's hash set
or nonmatching content from the client. But none of the above schemes generate
a hiding and binding token after the match to allow for faster veri�cations later
on the same content (as in our implicit check).

Some OPRF variations are similar to our Half Moon primitive, as well. Pro-
grammable OPRFs (OPPRF) [14] and oblivious key-value stores (OKVS) [22]
both �program� an OPRF so that the server gets a PRF output for an input w
i� w matches a server list item, while the output is pseudorandom elsewhere.
All solutions above support only exact matching against the blocklist, requiring
everything to be blocked to be explicitly enumerated on the blocklist. Scanna-
pieco, et al. [46] consider approximate matching over database records but rely
on a trusted third party to facilitate the check.

PSI-based mechanisms: A part of our design relies on approximately matching
an item against a set privately (e.g., using fuzzy PSI mechanisms). Structure-
aware PSIs [23,24] rely on spatial hashing, which guarantees reasonable compute
costs only under certain assumptions about the data in one (or both) of the input
sets. Approximate PSI [16] is a similarly motivated concept that also works only
under certain distribution assumptions. As it is unclear if these distribution
assumptions hold across a variety of applications, we cannot generally use a
structure-aware PSI or an approximate PSI as a building block for a Half Moon.

Distance-aware PSI [13] and Fuzzy PSI [10] perform fuzzy matching over two
sets without any data distribution assumptions. While these incur higher costs
than both structure-aware PSI and approximate PSI, distance-aware PSI and
fuzzy PSI can be applied more broadly because they are agnostic to the data
distribution. We use Chakraborti, et al. [13] as a building block for ΠTC , as we
detail in the full version [54]. Unlike Chakraborti, et al. [13], the method of Blass
and Noubir [10] operates directly on binary vector inputs and is therefore not
compatible with ourΠEM . All above solutions either assume a semi-honest client
or require non-trivial modi�cations to ensure a consistent client input between
the fuzzy PSI matching and the computation of a hiding and binding token to
store at S, to enable a subsequent implicit check. Half Moon does not trust the
client during an explicit check and, in particular, detects when the client submits
inconsistent inputs from embedding to subsequent checking.

Beyond application-agnostic designs, Wang, et al. [51] realize an approximate
edit-distance check on genome data. Similar to a Half Moon, they utilize an
embedding phase and a test phase to compare entries at the client and the server.
Also related is similarity-aware compromised credential checking (C3) [43]. These
solutions work in semi-honest models only, however. In addition, Half Moon
removes the assumptions on the structure of input data in Wang, et al. [51],
which is tailored to genome data and may not be applicable to other data.
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Protocol Computation Communication Client
TOCTOU
resilient

Half Moon

explicit check GCf (ℓ) + FPSI(|L|) GCf (ℓ) + FPSI(|L|) Mal ✓

implicit check EMB(ℓ) + OLE OLE SH ✓

PSI PSI(|Ublk|) PSI(|Ublk|) Mal ✓

Fuzzy PSI EMB(ℓ) + FPSI(|L|) FPSI(|L|) SH ✓

Garbled Circuit GCf (ℓ) + GCblocked (|L|) GCf (ℓ) + GCblocked (|L|) Mal ✓

Blind Signature PSI(|Ublk|) PSI(|Ublk|) Mal ✗

Table 4: Protocol comparison. GCf and GCblocked denote the costs of executing a
garbled circuit computing f or blocked , respectively. PSI and FPSI denote the
costs of plain PSI and fuzzy PSI, respectively. OLE denotes the cost of performing
an OLE, and EMB denotes the cost of running the embedding algorithm f outside
the garbled circuit. ℓ denotes the size of the client input w. �Mal� and �SH�
indicate security against malicious and only semi-honest clients, respectively.

In Table 4, we summarize the costs and key guarantees of Half Moon and
several cryptographic alternatives.

8 Conclusion

This paper presents Half-Moon Cookie, which enables a client to determine if its
item approximately matches any item of a server's blocklist, without requiring
the client to disclose its item to the server or the server to disclose its blocklist
to the client. If the client's item passes this check, the server is provided a hid-
ing and binding token to that item to store on its allowlist until the blocklist is
updated, so that future clients can more e�ciently con�rm that the item they re-
ceived was checked against the latest blocklist. We apply Half Moon to malware
defense, wherein a sending client performs the (relatively expensive) blocklist
check before sending an executable, permitting receiving clients to perform only
the (relatively inexpensive) allowlist check before using the executable, enabling
them to e�ciently avoid TOCTOU attacks. Through judicious protocol con-
struction, Half Moon scales e�ciently in the sizes of both the item to be checked
and the blocklist.
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A One-time pairwise unpredictable function

We will require a function that is one-time pairwise unpredictable. Intuitively, a
keyed-function g : K × D → R is one-time pairwise unpredictable if given the
output at a speci�c point under a randomly chosen key, an adversary cannot
guess the output at another distinct point. The function is one-time in the sense
that each new invocation of the function requires a new random key selection
to preserve unpredictable outputs. We extend this notion to a one-time pair-
wise unpredictable permutation over vectors in a �nite �eld Fθ. We de�ne the
properties required from such a permutation below.

De�nition 4 Let F be a �nite �eld and θ ≥ 1. A keyed-function g : Kθ×Fθ → Fθ

is one-time pairwise unpredictable over Fθ if for any pair of input −→w ,−→w ′ ∈ Fθ

for which |−→w∆−→w ′| = d and outputs −→x ,−→y ∈ Fθ,

P(gk(−→w ) = −→x ) = 1
|F|θ (2)

P(gk(−→w ) = −→x | gk(−→w ′) = −→y ) =
(

|F|
|K|

)d

(3)

where the probability is over the choice of the key k ∈ Kθ. Here |−→w∆−→w ′| = d
means that −→w and −→w ′ di�er in at least d components.
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