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Abstract. Motivated by the need to outsource ﬁle storage to untrusted
clouds while still permitting limited use of that data by third parties, we
present practical protocols by which a client (the third-party) can evaluate a deterministic ﬁnite automaton (DFA) on an encrypted ﬁle stored
at a server (the cloud), once authorized to do so by the ﬁle owner. Our
protocols provably protect the privacy of the DFA and the ﬁle contents
from a malicious server and the privacy of the ﬁle contents (except for the
result of the evaluation) from an honest-but-curious client (and, heuristically, from a malicious client). We further present simple techniques to
detect client or server misbehavior.

1

Introduction

Outsourcing ﬁle storage to storage service providers (SSPs) and “clouds” can
provide signiﬁcant savings to ﬁle owners in terms of management costs and
capital investments. However, because cloud storage can heighten the risk of
ﬁle disclosure, prudent ﬁle owners encrypt their cloud-resident ﬁles to protect
their conﬁdentiality. This encryption introduces diﬃculties in managing access
to these ﬁles by partially trusted third parties, however. Third-party service
providers who are contracted to analyze ﬁles stored in the cloud generally cannot do so if the ﬁles are encrypted. For example, periodically “scanning” ﬁles
to detect new malware, as is common today for PC platforms, cannot presently
be performed on encrypted ﬁles by a third party. Moreover, with some exceptions (see §2), third-party customers generally cannot search the ﬁles if they are
encrypted. Searches on genome datasets, pharmaceutical databases, document
corpora, or network logs are critical for research in various ﬁelds, but the privacy
constraints of these datasets may mandate their encryption, particularly when
stored in the cloud.
These diﬃculties are compounded when the third party views its queries on
the ﬁles to be sensitive, as well. New malware signatures may be sensitive since
releasing them enables attackers to design malware to evade them (e.g., [37]).
Customers of datasets in numerous domains (e.g., pharmaceutical research) may
view their research interests, and hence their queries, as private.
As a step toward resolving this tension among ﬁle protection, search access
by authorized third parties, and privacy for third-party queries, in this paper
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we introduce protocols by which a third-party (called the “client”) can perform
private searches on encrypted ﬁles (stored at the “server”), once it is authorized
to do so by the ﬁle owner. The type of searches that our protocols enable is
motivated by the scenarios above, which in many cases involve pattern matching
a ﬁle against one or more regular expressions. Multi-pattern string matching is
especially common in analysis of content for malware (e.g., [31,24]) and also is
commonplace in searches on genome data, for example. In fact, there are now
a number of available genome databases (e.g., [1,2]) and accompanying tools
for multi-pattern matching against them (e.g., [6]). With the goal of improving
privacy in such applications, we develop protocols to evaluate a deterministic
ﬁnite automaton (DFA) of the client’s choice on the plaintext of the encrypted
ﬁle and to return the ﬁnal state to the client to indicate which, if any, of the
patterns encoded in the DFA were matched. We stress that while there is much
work on secure two-party computation including the speciﬁc case of private DFA
evaluation on a private ﬁle (see §2), few works have anticipated the possibility
that the ﬁle is available only in encrypted form. This setting will become more
common as data-storage outsourcing grows.
The security properties we prove for our protocols include privacy of the DFA
and ﬁle contents against arbitrary server adversaries, and privacy of the ﬁle (except what is revealed by the evaluation result) against honest-but-curious client
adversaries. Though our proofs are limited to only honest-but-curious client adversaries, we also provide heuristic justiﬁcation for the security of our protocols
against arbitrary client adversaries. Our protocols appear to be extensible with
standard techniques to provably protect ﬁle privacy against arbitrary client adversaries, but we stop short of doing so in light of the substantially greater cost
it would impose and our motivating scenarios involving third parties that the ﬁle
owner must authorize and so presumably trusts to some extent. We do, however,
discuss eﬃcient heuristics to detect a misbehaving client or server that highlight
new opportunities in the cloud storage setting.
A central observation that facilitates our protocols is that a DFA transition
function can be encoded as a bivariate polynomial over the ring of an additively
homomorphic encryption scheme with which the ﬁle characters are encrypted.
In our protocols, the client, who has this polynomial as input, and the server,
who has the encrypted ﬁle as input, obliviously perform DFA state transitions
by jointly evaluating this polynomial. Neither party learns the current state at
any point of the protocol execution; instead, they share the current state at each
step, requiring that the polynomial be adapted in each round to accommodate
this sharing.
We believe our protocols will be eﬃcient enough for many practical scenarios.
They support evaluation of any DFA over an alphabet Σ on any ﬁle consisting
of  symbols drawn from Σ, and require the ﬁle to be stored using m ciphertexts where m = |Σ|. Since m is a multiplicative factor in the storage cost,
our protocols are best suited to small alphabets Σ, e.g., bits (m = 2), bytes
(m = 256), alphanumeric characters (m = 36), or DNA nucleotides (m = 4 for
“A”, “C”, “G”, and “T”). Speciﬁcally, in §4, we present a protocol that leverages
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additively homomorphic encryption (e.g., [28]) and transmits O(κnm) bits, for κ
a security parameter, to evaluate a DFA of n states. In §5, we leverage additively
homomorphic encryption that also supports one homomorphic multiplication of
ciphertexts (e.g., [8]) to construct a protocol that transmits only O(κ(n + m))
bits. Our techniques could also be utilized with fully homomorphic encryption to
produce a noninteractive protocol with a communication cost of O(nm) fully homomorphic ciphertexts and, in particular, that is independent of the ﬁle length
. Before describing our protocols, we discuss related work in §2 and clarify our
goals in §3.

2

Related Work

The functionality oﬀered by our protocols could be implemented with general
“computing on encrypted data” [30] or two-party secure computation [36,18].
These techniques tend to yield less eﬃcient protocols than one designed for a
speciﬁc purpose, and our case will be no exception. The former achieves computations non-interactively using fully homomorphic encryption, for which existing implementations [14,11,32,33] are much more costly than the techniques we
use [15]. The latter utilizes a “garbled circuit” construction that is of size linear
in the circuit representation of the function to be computed. Despite progress
on practical implementations of this technique [26,5,29], this limitation renders
it much more communication-intensive for the problem we consider.
Two-party private DFA evaluation, in which a server has a ﬁle and a client
has a DFA to evaluate on that ﬁle, has been a topic of recent focus. TroncosoPastoriza et al. [34] presented the ﬁrst such protocol, which they proved secure
in the honest-but-curious setting. Frikken [12] presented a protocol for the same
setting that improved on the round complexity and computational costs. Gennaro et al. [13] developed a protocol that they proved secure against arbitrary
adversaries, and Mohassel et al. [27] presented a protocol for arbitrary adversaries that signiﬁcantly reduces the number of asymmetric operations. Our work
diﬀers from these in that in our protocols, the ﬁle is available to the parties
only in ciphertext form. In this respect, the protocol of Blanton and Aliasgari [7]
is relevant; they proposed a protocol for an “outsourcing” model, in which the
DFA owner and ﬁle owner secret-share the DFA and ﬁle, respectively, between
two other hosts, who then interactively evaluate the DFA on the ﬁle without
reconstructing either one. While our protocol utilizes secret sharing, as well —
in our case, of the ﬁle owner’s ﬁle-decryption key — it shares much less data
and does not share the client’s DFA (or thus require two parties between which
to share it) at all.
By two-party sharing the ﬁle-decryption key and using this to compute on
encrypted data, our protocols are related to Choi et al.’s [9]. This work developed a protocol based on garbled circuits by which two parties can evaluate a
general function after a private decryption key has been shared between them.
This protocol can be used to solve the problem we propose, but inherits the
aforementioned limitations of garbled circuits.

526

L. Wei and M.K. Reiter

Two-party pattern-matching and search problems other than DFA evaluation
have also been studied, e.g., by Jha et al. [22], Hazay and Lindell [19], Katz and
Malka [23], and Hazay and Toft [20]. Again, these works input the plaintext ﬁle
to one party and so do not directly apply to our setting. Of particular note,
though, is a protocol due to Ishai and Paskin [21] to evaluate a branching program (which can be used to encode a DFA) on encrypted data. Translated to
our context, their scheme enables a client holding a branching program P and
provided the ciphertext c1 for plaintext data σ ∈ Σ  to compute a ciphertext
c2 of P (σ). Conceivably if the data owner shared the decryption key between
the client and the server who provided c1 (as in our protocol), the client could
then recover P (σ) by jointly decrypting c2 with the server, without involvement
from the data owner. However, when this protocol is applied to DFAs, c1 could
be of length quadratic in  and, because c2 is encrypted in a nested fashion, its
joint decryption would seem to require  rounds of interaction, each round with
messages of length O().
Additional related work is discussed in our accompanying technical report [35].

3

Problem Description

A deterministic ﬁnite automaton M is a tuple Q, Σ, δ, qinit  where Q is a set
of |Q| = n states; Σ is a set (alphabet ) of |Σ| = m symbols; δ : Q × Σ → Q is
a transition function; and qinit is the initial state. (A DFA can also specify a set
F ⊆ Q of accepting states. We will discuss extensions of our protocols to this
case.)
Our goal is to enable a client holding a DFA M to interact with a server holding
the ciphertext of a ﬁle to evaluate M on the ﬁle plaintext. More speciﬁcally, the
client should output the ﬁnal state to which the ﬁle plaintext drives the DFA; i.e.,
if the plaintext ﬁle is a sequence σk k∈[] where [] denotes the set {0, 1, . . . ,  −
1} and where each σk ∈ Σ, then the client should output δ(. . . δ(δ(qinit , σ0 ),
σ1 ), . . . , σ−1 ). We also permit the client to learn the ﬁle length  and the server
to learn both  and the number of states n in the client’s DFA.1 The client should
learn nothing else about the ﬁle, however, and the server should learn nothing
else about the ﬁle or the client’s DFA.
Because the ﬁle exists in the system only in encrypted form, some private-key
information must be injected into the protocol to enable a DFA to be evaluated
on the ﬁle plaintext. Since (only) the data owner holds the private key, one
approach would be to involve the data owner in the protocol. However, in keeping
with the goals of cloud outsourcing, our protocols require the data owner only
to authorize the client to perform DFA evaluations with the server — but not
to participate in those evaluations herself. In our protocols, this authorization
1

Since exposing the ﬁnal state reduces ﬁle entropy by log 2 n bits, presumably the
server should learn n so as to monitor for excessive exposure or to charge for the
information learned by the client. Moreover, the client can arbitrarily inﬂate n by
adding unreachable states. As such, we consider disclosing n to the server to be
practically necessary but of little threat to the client.
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occurs by the data owner sharing the private ﬁle-decryption key between the
client and server. As a result, a client and server that collude could pool their
information to decrypt the ﬁle. Here we assume no such collusion, however, for
two reasons. First, we are primarily motivated by scenarios in which the client
represents a partially trusted service provider or customer, and so even if the
cloud server were to be compromised, we presume this party would not be the
cause. So, we prove security against only a client or server acting in isolation
and with primary attention to only an honest-but-curious client (though we
also heuristically justify the security of our protocol against an arbitrary client).
Second, even without sharing the ﬁle decryption key between the client and
server, the functionality oﬀered by our protocol (i.e., evaluating a DFA on the ﬁle)
would enable a colluding client and server to evaluate arbitrary (and arbitrarily
many) DFAs on the ﬁle, eventually permitting its decryption anyway. The only
defense against collusion that we see would be to involve the data owner in the
protocol; again, we do not explore this possibility here.
Our protocols do not retrieve the ﬁle based on the DFA evaluation results,
e.g., in a way that hides from the server what ﬁle is being retrieved. However,
once the client learns the ﬁnal state of the DFA evaluation, it can employ various techniques to retrieve the ﬁle privately (e.g., [17]). Moreover, some of our
motivating scenarios in §1, e.g., malware scans of cloud-resident ﬁles by a third
party, may not require ﬁle retrieval but only that matches be reported to the ﬁle
owner.

4

A Secure DFA Evaluation Protocol

In this section we present a protocol that meets the goals described in §3. We
give the construction in §4.1, and then we deﬁne and prove security against server
and client adversaries in §4.2 and §4.3, respectively.
4.1

Construction
$

Let “←” denote assignment and “s ← S” denote the assignment to s of a
randomly chosen element of set S. Let κ denote a security parameter.
Encryption Scheme.

Our scheme is built using an additively homomorphic

encryption scheme with plaintext space R where R, +R , ·R  denotes a commutative ring. Speciﬁcally, an encryption scheme E includes algorithms Gen, Enc, and
Dec where: Gen is a randomized algorithm that on input 1κ outputs a publickey/private-key pair (pk , sk ) ← Gen(1κ ); Enc is a randomized algorithm that
on input public key pk and plaintext m ∈ R (where R can be determined
as a function of pk ) produces a ciphertext c ← Encpk (m), where c ∈ Cpk
and Cpk is the ciphertext space determined by pk ; and Dec is a deterministic algorithm that on input a private key sk and ciphertext c ∈ Cpk produces
a plaintext m ← Decsk (c) where m ∈ R. In addition, E supports an operation +pk on ciphertexts such that for any public-key/private-key pair (pk , sk ),
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Decsk (Encpk (m1 ) +pk Encpk (m2 )) = m1 +R m2 . Using +pk , it is possible to implement ·pk for which Decsk (m2 ·pk Encpk (m1 )) = m1 ·R m2 .
We also require E to support two-party decryption. Speciﬁcally, we assume
there is an eﬃcient randomized algorithm Share that on input a private key sk
outputs shares (sk 1 , sk 2 ) ← Share(sk ), and that there are eﬃcient deterministic
algorithms Dec1 and Dec2 such that Decsk (c) = Dec2sk 2 (c, Dec1sk 1 (c)).
An example of an encryption scheme E that meets the above requirements is
due to Paillier [28] with modiﬁcations by Damgård and Jurik [10]; we henceforth
refer to this scheme as “Pai”. In this scheme, the ring R is ZN where N = pp
∗
and p, p are
primes, and the ciphertext space Cpk
 is ZN 2 .
We use pk to denote summation using +pk ; R to denote summation using
+R ; and R to denote the product using ·R of a sequence. For any operation op,
we use top to denote the time required to perform op; e.g., tDec is the time to
perform a Dec operation.
Encoding δ in a Bivariate Polynomial over R. A second ingredient for
our protocol is a method for encoding a DFA Q, Σ, δ, qinit , and speciﬁcally the
transition function δ, as a bivariate polynomial f(x, y) over R where x is the
variable representing a DFA state and y is the variable representing an input
symbol. That is, if we treat each state q ∈ Q and each σ ∈ Σ as distinct elements
of R, then we would like f(q, σ) = δ(q, σ). We can achieve this by choosing f to
be the interpolation polynomial
f(x, y) =


R

σ∈Σ

(fσ (x) ·R Λσ (y))

where

Λσ (y) =

 y − σ
R
R
σ −R σ 


(1)

σ ∈Σ
σ =σ

is a Lagrange basis polynomial and fσ (q) = δ(q, σ) for each q ∈ Q. Note that
Λσ (σ) = 1 and Λσ (σ  ) = 0 for any σ  ∈ Σ \ {σ}.
Calculating (1) requires taking multiplicative inverses in R. While not every
element of a ring has a multiplicative inverse in the ring, fortunately the ring
ZN used in Paillier encryption, for example, has negligibly few elements with no
inverses, and so there is little risk of encountering an element with
no inverse. Usm−1
ing (1), we can calculate coeﬃcients λσj j∈[m] so that Λσ (y) = R j=0 λσj ·R y j .
For our algorithm descriptions, we encapsulate this calculation in the procedure
λσj σ∈Σ,j∈[m] ← Lagrange(Σ).
Each fσ needed to compute f(x, y) can again be determined as a Lagrange
n−1
interpolating polynomial and then expressed as fσ (x) = R i=0 aσi ·R xi . In our
pseudocode, we encapsulate this calculation as aσi σ∈Σ,i∈[n] ← ToPoly(Q, Σ, δ).
Protocol Steps. Our protocol, denoted Π1 (E), is shown in Fig. 1. Pseudocode
for the client is aligned on the left of the ﬁgure and labeled c101–c116; the server
pseudocode is on the right of the ﬁgure and labeled s101–s112; and messages
exchanged between them are aligned in the center and labeled m101–m106. The
client receives as input a public key pk under which the ﬁle (at the server) is
encrypted; a share sk 1 of the private key sk corresponding to pk ; another public
key pk  ; and the DFA Q, Σ, δ, qinit . The server receives as input the public
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key pk ; a share sk 2 of the private key sk ; the alphabet Σ; and ciphertexts
ckj ← Encpk ((σk )j ) of the k-th ﬁle symbol σk, for each j ∈ [m] and for each
k ∈ [] where  denotes the ﬁle length in symbols. We assume that sk 1 and
sk 2 were generated as (sk 1 , sk 2 ) ← Share(sk ). Note that no information about
sk  (the private key corresponding to pk  ) is given to either party, and so pk 
ciphertexts (ρ created in c107 and c115 and sent in m103 and m105, respectively)
are indecipherable and ignored in the protocol. These ciphertexts are included to
simplify the proof of privacy against client adversaries (§4.3) and can be elided
in practice. We do not discuss these values further in this section.
The protocol is strucclient(pk , sk 1 , pk  ,
server(pk , sk 2 , Σ,
tured as matching for
Q, Σ, δ, qinit )
ckj k∈[],j∈[m] )
loops executed by the
s101. m ← |Σ|
client (c105–c113) and server c101. n ← |Q|, m ← |Σ|
s102. λσj σ∈Σ,j∈[m]
c102. π0 ← I
(s103–s111). The client
$
c103. π1 ← Injs(Q → R)
← Lagrange(Σ)
begins the k-th loop itc104. α ← Encpk (π1 (qinit ))
n
eration with an encrypm101.

tion α of the current DFA
m102. 
state after being blinded
c105. for k ← 0 . . .  − 1
s103. for k ← 0 . . .  − 1
c106. β ← Dec1sk 1 (α)
by a random injection
c107. ρ ← Encpk  (π1 )
π1 : Q → R it chose
α,β,ρ
in the (k − 1)-th loop at
m103.
s104. γ ← Dec2sk 2 (α, β)
line c109 (or, if k = 0,
c108. π0 ← π1
s105. for σ ∈ Σ
then in line c103), where
m−1

$
c109. π1 ← Injs(Q → R)
s106.
Ψσ ← pk λσj ·pk ckj
Injs(Q → R) denotes the
j=0
set of injections from Q
c110. δ  ← Blind(δ, π0 , π1 )
s107.
for i ∈ [n]
c111. aσi σ∈Σ,i∈[n]
s108.
μσi ← γ i ·pk Ψσ
to R. The client uses its
← ToPoly(Q, Σ, δ  ) s109.
endfor
share sk 1 of sk to cres110. endfor
ate the “partial decrypμσi σ∈Σ,i∈[n]
m104.
tion” β of α (c106) and
 n−1

sends α, β to the server
c112. α ←
pk
pk aσi ·pk μσi
σ∈Σ i=0
(m103). The server uses
c113. endfor
s111. endfor
its share sk 2 to complete
c114. β ← Dec1sk 1 (α)
c115. ρ ← Encpk  (π1 )
the decryption of α to obα,β,ρ
tain the blinded state γ
m105.
s112. γ ∗ ← Dec2sk 2 (α, β)
(s104). We stress that beγ∗
cause γ is blinded by π1 ,
m106. 
γ reveals no information
c116. return π1−1 (γ ∗ )
about the current DFA
state to the server. The
Fig. 1. Protocol Π1 (E ), described in §4
server then computes, for
each σ ∈ Σ (s105), a value Ψσ such that Λσ (σk ) = Decsk (Ψσ ) (s106) by utilizing
coeﬃcients λσj σ∈Σ,j∈[m] output from Lagrange (s102). The server then returns
(in m104) values μσi σ∈Σ,i∈[n] created so that Decsk (μσi ) = γ i ·R Λσ (σk ) (s108).
$

Meanwhile, the client selects a new random injection π1 ← Injs(Q → R)
(c109). The client then constructs a new DFA transition function δ  reﬂecting

530

L. Wei and M.K. Reiter

the injection it chose in the last round (now denoted π0 , see line c108) and the
new injection π1 it chose for this round. Speciﬁcally, it creates a new DFA state
transition function δ  deﬁned as δ  (q, σ) = π1 (δ(π0−1 (q), σ)) for all σ ∈ Σ and
q ∈ π0 (Q) where π0 (Q) = {π0 (q)}q∈Q ; we denote this step as δ  ← Blind(δ, π0 , π1 )
in line c110. That is, δ  “undoes” the previous injection π0 , applies δ, and then
applies the new injection π1 . The client then interpolates a bivariate polynomial
f(x, y) such that f(q, σ) = δ  (q, σ) in line c111, using the algorithm described
previously. The client then uses these coeﬃcients and μσi σ∈Σ,i∈[n] sent from
the server (message m103) to assemble a ciphertext α of the new DFA state
under the injection π1 (c112).
After  loop iterations, the client interacts with the server once more to decrypt
the ﬁnal state. It sends α and its partial decryption β to the server (m105), for
which the server completes the decryption (s112) and returns the result (m106).
Protocol Π1 (E) can be modiﬁed to return only a binary indication of whether
the DFA’s ﬁnal state is an accepting one, if the DFA speciﬁes a set F of accepting
states. Speciﬁcally, the client can construct a polynomial fˆ(x) that evaluates to
1 on states in F and 0 on other states. Then, rather than interacting with the
server to decrypt the ﬁnal state, the client can interact with the server once to
evaluate fˆ(x) on the (unknown) ﬁnal state and again to decrypt this result. We
omit details here due to space limitations.
For brevity, Fig. 1 omits numerous checks that the client and server should
perform to conﬁrm that the values each receives are well-formed. For example,
the client should conﬁrm that μσi ∈ Cpk for each σ ∈ Σ and i ∈ [n], upon
receiving these in m104. The server should similarly conﬁrm the well-formedness
of the values it receives.
An Alternative Using Fully Homomorphic Encryption. Our technique
of encoding the DFA transition function δ using a bivariate polynomial f(x, y)
over R could also be used with fully homomorphic encryption [14,11] to create a
noninteractive protocol. The client could encrypt each coeﬃcient aσi of f under
the public key pk and send these ciphertexts to the server, enabling the server
to perform computations c112 by itself. At the end, the server could send a half
decrypted ﬁnal state back to the client, who would complete the decryption to
obtain the result. This protocol achieves communication costs of O(nm), which
is independent of the ﬁle length. That said, existing fully homomorphic schemes
are far less eﬃcient than additively homomorphic schemes, and so the resulting
protocol will be less communication-eﬃcient than Π1 (E) for many practical ﬁle
lengths and DFA sizes.
4.2

Security against Server Attacks

In this section we show that the server, by executing this protocol (even arbitrarily maliciously), gains no advantage in either determining the DFA the client
is evaluating or the plaintext of the ﬁle in its possession. That is, we show only
the privacy of the ﬁle and DFA inputs against server adversaries. In this section,
we are not concerned with showing that a client can detect server misbehavior,
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s-dfa
Experiment ExptΠ
(S1 , S2 )
1 (E)
(pk, sk ) ← Gen(1κ )
(sk 1 , sk 2 ) ← Share(sk )
(pk  , sk  ) ← Gen(1κ )
(, σk k∈[] , M0 , M1 , φ) ← S1 (pk , sk 2 )
if M0 .Q = M1 .Q or M0 .Σ = M1 .Σ
then return 0
$

clientOr(pk ,sk ,pk  ,Mb )

s-file
Experiment ExptΠ
(S1 , S2 )
1 (E)
(pk, sk ) ← Gen(1κ )
(sk 1 , sk 2 ) ← Share(sk )
(pk  , sk  ) ← Gen(1κ )
(, σ0k k∈[] , σ1k k∈[] , M, φ) ← S1 (pk , sk 2 )

$

b ← {0, 1}
m ← |M.Σ|
for k ∈ [], j ∈ [m]
ckj ← Encpk ((σbk )j )

b ← {0, 1}
m ← |Mb .Σ|
for k ∈ [], j ∈ [m]
ckj ← Encpk ((σk )j )
1
b ← S2
if b = b
then return 1
else return 0
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(φ, ckj k∈[],j∈[m] )

s-dfa
(a) Experiment ExptΠ
1 (E)

clientOr(pk ,sk ,pk  ,M)

1
b ← S2
if b = b
then return 1
else return 0

(φ, ckj k∈[],j∈[m] )

s-file
(b) Experiment ExptΠ
1 (E)

Fig. 2. Experiments for proving security of Π1 (E ) against server adversaries

a property often called correctness. Π1 (E) could be augmented using standard
tools to enforce correctness, with an impact on performance; we do not explore
this here. Instead, in §6 we describe novel extensions to Π1 (E) that could be
used to detect server misbehavior.
We formalize our claims against server compromise by deﬁning two separate server adversaries. The ﬁrst server adversary S = (S1 , S2 ) attacks the DFA
M = Q, Σ, δ, qinit  held by the client, as described in experiment ExptsΠ-1dfa
(E) in
Fig. 2(a). S1 ﬁrst generates a ﬁle σk k∈[] and two DFAs M0 , M1 . (Note that we
use, e.g., “M0 .Q” and “M1 .Q” to disambiguate their state sets.) S2 then receives
the ciphertexts ckj k∈[],j∈[m] of its ﬁle, information φ created for it by S1 , and
oracle access to clientOr(pk , sk 1 , pk  , Mb ) for b chosen randomly.
clientOr responds to queries from S2 as follows, ignoring malformed queries.
The ﬁrst query (say, consisting of simply “start”) causes clientOr to begin the
protocol; clientOr responds with a message of the form n (i.e., of the form of
m101). The second invocation by S2 must include a single integer  (i.e., of the
form of m102); clientOr responds with a message of the form α, β, ρ, i.e., three
values as in m103. The next  − 1 queries by S2 must contain nm elements
of Cpk , i.e., μσi σ∈Σ,i∈[n] as in m104, to which clientOr responds with three
values as in message m103. The next query to clientOr again must contain nm
elements of Cpk as in m104, to which clientOr responds with three values as in
m105. The next (and last) query by S2 can consist simply of a value in R, as in
message m106.
(S) = 1 only if b = b. We say
Eventually S2 outputs a bit b , and ExptsΠ-1dfa
 (E)

the advantage of S is Advs-dfa (S) = 2 · P Expts-dfa (S) = 1 − 1 and deﬁne
Π1 (E)

Π1 (E)

s-dfa
AdvsΠ-1dfa
(E) (t, , n, m) = maxS AdvΠ1 (E) (S) where the maximum is taken over all
adversaries S taking time t and selecting a ﬁle of length  and DFAs containing
n states and an alphabet of m symbols.
We reduce DFA privacy against server attacks to the IND-CPA [4] security
of the encryption scheme. IND-CPA security is deﬁned using the experiment
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ˆ and access to
in Fig. 3, in which an adversary U is provided a public key pk
b̂
an oracle Encpk
ˆ (·, ·) that consistently encrypts either the ﬁrst of its two inputs

(if b̂ = 0) or the second of those inputs (if b̂ = 1). Eventually U outputs a
-cpa (U) = 1 only if b̂ = b̂. The IND-CPA advanguess b̂ at b̂, and Exptind
E


ind-cpa
ind-cpa
(U) = 2 · P ExptE
(U) = 1 − 1. Then,
tage of U is deﬁned as AdvE
Advind-cpa (t, w) = max Advind-cpa (U) where the maximum is taken over all
U

E

E

adversaries U executing in time t and making w queries to Encb̂pk
ˆ (·, ·).
Our theorem statements throughout this paper omit terms that are negligible
as a function of the security parameter κ. The following theorem is proved in
our accompanying technical report [35].
ind-cpa

s-dfa
Theorem 1. AdvΠ
(t, , n, m) ≤ 2AdvE
1 (E)
tShare .

(t ,  + 1) for t = t + tGen +

The second server adversary S = (S1 , S2 ) attacks
ind-cpa
Experiment ExptE
(U)
the ﬁle ciphertexts ckj k∈[],j∈[m] as in experiment
ˆ , sk
ˆ ) ← Gen(1κ )
(
pk
s-file
$
ExptΠ1 (E) shown in Fig. 2(b). S1 produces two equalb̂ ← {0, 1}
length plaintext ﬁles σ0k k∈[] , σ1k k∈[] and a DFA
Encb̂ˆ (·,·)
ˆ)
(pk
b̂ ← U pk
M. S2 receives the ciphertexts ckj k∈[],j∈[m] for ﬁle

if b̂ = b̂
then return 1
σbk k∈[] where b is chosen randomly. S2 is also given
else return 0
oracle access to clientOr(pk , sk 1 , pk  , M). Eventually
s-file


S2 outputs a bit b , and ExptΠ1 (E) (S) = 1 iﬀ b = b.
-cpa (U)
Fig. 3. Exptind
E
We say the advantage of S is AdvsΠ-1file
(S) = 2 ·
(E)


P Expts-file (S) = 1 − 1 and then Advs-file (t, , n, m) = max Advs-file (S)
Π1 (E)

Π1 (E)

S

Π1 (E)

where the maximum is taken over all adversaries S = (S1 , S2 ) taking time t and
producing (from S1 ) ﬁles of  symbols and a DFA of n states and alphabet of
size m. The following theorem is proved in our technical report [35].
-cpa (t , +1) + Advind-cpa (t , m)
s-file
(t, , n, m) ≤ 2Advind
Theorem 2. AdvΠ
Pai
Pai
1 (Pai)
for t = t + tGen + tShare .
4.3

Security against Client Attacks

In this section we show security of Π1 (E) against honest-but-curious client adversaries and heuristically justify its security against malicious ones. (We also
introduce novel extensions to detect a misbehaving client in §6.) Since the client
has the DFA in its possession, privacy of the DFA against a client adversary
is not a concern. The proof of security against the client therefore is concerned
with the privacy of only the ﬁle. However, by the nature of what the protocol
computes for the client — i.e., the ﬁnal state of a DFA match on the ﬁle —
the client can easily distinguish two ﬁles of its choosing simply by running the
protocol correctly using a DFA that distinguishes between the two ﬁles it chose.
For this reason, we adapt the notion of indistinguishability to apply only to
ﬁles that produce the same ﬁnal state for the client’s DFA. So, in the experiment
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ExptcΠ-1file
(E) (Fig. 4) that we use to deﬁne ﬁle security against client adversaries,
the adversary C = (C1 , C2 ) succeeds (i.e., ExptcΠ-1file
(E) (C) returns 1) only if the
two ﬁles σ0k k∈[] and σ1k k∈[] output by C1 both drive the DFA M, also
output by C1 , to the same ﬁnal state (denoted M(σ0k k∈[] ) = M(σ1k k∈[] )).
This caveat aside, the experiment
c-file
(C1 , C2 )
is straightforward: C1 receives public Experiment ExptΠ
1 (E)
κ
)
(pk
,
sk
)
←
Gen(1
key pk , private-key share sk 1 , and an(sk 1 , sk 2 ) ← Share(sk )
other public key pk  , and returns the
(pk  , sk  ) ← Gen(1κ )
(, σ0k k∈[] , σ1k k∈[] , M, φ)
two -symbol ﬁles (for  of its choos← C1 (pk , sk 1 , pk  )
ing) σ0k k∈[] and σ1k k∈[] and a DFA
if M(σ0k k∈[] ) = M(σ1k k∈[] )
then return 0
M. Depending on how b is then cho$
b ← {0, 1}
sen, one of these ﬁles is encrypted using
m ← |M.Σ|
pk and then provided to the server, to
for k ∈ [], j ∈ [m]
ckj ← Encpk ((σbk )j )
which C2 is given oracle access (denoted
serverOr(pk ,sk 2 ,M.Σ,ckj k∈[],j∈[m] )

b
← C2
(φ)
serverOr(pk , sk 2 , M.Σ, ckj k∈[],j∈[m] )).
if b = b
Adversary C2 can invoke serverOr
then return 1
else return 0
ﬁrst with a message containing an integer n (i.e., with a message of the
c-file
Fig. 4. Experiment ExptΠ
form m101), to which serverOr returns
1 (E)
 (m102). C2 can then invoke serverOr
up to  + 1 times. The ﬁrst  such invocations take the form α, β, ρ and correspond to messages of the form m103. Each such invocation elicits a response
μσi σ∈Σ,i∈[n] (i.e., of the form m104). The last client invocation is of the form α,
β, ρ and corresponds to m105. This invocation elicits a response γ ∗ (i.e., m106).
Malformed or extra queries are rejected by serverOr.
As discussed in §1, we show ﬁle privacy against honest-but-curious client adversaries C = (C1 , C2 ), i.e., C2 invokes serverOr exactly as Π1 (E) prescribes, using
DFA M output by C1 . We deﬁne the advantage of C to be hbcAdv cΠ-1file
(E) (C) =


c-file
c-file
(C) = 1 −1 and hbcAdv
(t, , n, m) = max Advc-file (C)
2·P Expt
C

Π1 (E)

Π1 (E)

Π1 (E)

where the maximum is taken over honest-but-curious client adversaries C running in total time t and producing ﬁles of length  and a DFA of n states over
an alphabet of m symbols. Our technical report [35] proves:
ind-cpa 
(t , m(1 + n)) for t = t +
Theorem 3. hbcAdv c-file (t, , n, m) ≤ Adv
tGen + ( + 1) · tDec .

Π1 (Pai)

Pai

We have found extending this result to fully malicious client adversaries to be
diﬃcult for two reasons. First, ExptcΠ-1file
(E) does not make sense for a malicious
client, since C2 is not bound to use the DFA M output by C1 . As such, C2 can
use a diﬀerent DFA — in particular, one that enables it to distinguish between
the ﬁles output by C1 . Second, even ignoring the ﬁnal state γ ∗ sent back to
the client, we have been unable to reduce the ability of the client adversary to
distinguish between two ﬁles on the basis of m104 messages to breaking the
IND-CPA security of E; intuitively, the diﬃculty derives from the simulator’s
inability to decrypt α values provided by C2 . (The ciphertext ρ enables the
simulator to “track” the plaintext of α in the honest-but-curious case — see the
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proof of Theorem 3 in
our technical report [35]
— but ρ might contain useless information
in the malicious case.)
Nevertheless, since
only ciphertexts for
which the client does
not hold the decryption
key are sent to the
client in those messages, we are conﬁdent
in conjecturing that
our protocol leaks no
information to even a
malicious client about
the ﬁle, beyond what it
gains from the protocol
output γ ∗ , assuming
E is IND-CPA secure.
Of course, the above
proof diﬃculties for a
malicious client could
be ameliorated by introducing zero-knowledge
proofs to the protocol to enforce correct
behavior, but with considerable added expense
to the protocol. Instead,
in §6 we introduce
more novel (albeit still
heuristic)
approaches
to detecting client (or
server) misbehavior in
our setting.

5

client(pk , sk 1 , pk  ,
Q, Σ, δ, qinit )

server(pk , sk 2 , Σ,
ckj k∈[],j∈[m] )

c201. n ← |Q|, m ← |Σ|
c202. π0 ← I

s201. m ← |Σ|
s202. λσj σ∈Σ,j∈[m]

$

c203. π1 ← Injs(Q → R)
c204. α ← Encpk (π1 (qinit ))

← Lagrange(Σ)

n

m201.
m202. 
c205. for k ← 0 . . .  − 1
c206. β ← Dec1sk 1 (α)
c207. ρ ← Encpk  (π1 )
m203.

-


s203. for k ← 0 . . .  − 1

α,β,ρ

-

s206.

γ ← Dec2sk 2 (α, β)
for σ ∈ Σ
m−1

Ψσ ←
pk λσj ·pk ckj

s204.
s205.

c208.

π0 ← π1

c209.

π1 ← Injs(Q → R)

$

j=0



c210.

δ ← Blind(δ, π0 , π1 )

s207.

endfor

c211.

aσi σ∈Σ,i∈[n]
← ToPoly(Q, Σ, δ  )

s208.
s209.
s210.
s211.
s212.

r←R
γ ← γ +R r
for i ∈ [n]
νi ← Encpk (r i )
endfor

$

γ,Ψσ σ∈Σ ,νi i∈[n]

c212.
c213.
c214.
c215.

c216.

m204. 
for σ ∈ Σ, i ∈ [n]
μσi ← γ i ·pk Ψσ
endfor
âσi σ∈Σ,i∈[n]
← Shift(νi i∈[n] ,
aσi σ∈Σ,i∈[n] )
 n−1
 
α←
pk
pk âσi
pk μσi
σ∈Σ i=0

c217. endfor
c218. β ← Dec1sk 1 (α)
c219. ρ ← Encpk  (π1 )
m205.
m206. 
c220. return π1−1 (γ ∗ )

s213. endfor

α,β,ρ
γ∗

-

s214. γ ∗ ← Dec2sk 2 (α, β)

Fig. 5. Protocol Π2 (E ), described in §5

An Alternative Protocol

The second protocol we present has the same goals as Π1 (E) but incurs less communication costs. Speciﬁcally, whereas the communication cost of Π1 (E) is O(κnm)
bits, the protocol we present in this section, called Π2 (E), sends only O(κ(n+m))
bits. Π2 (E) accomplishes this in part by exploiting a cryptosystem that is additively homomorphic and that oﬀers the ability to homomorphically “multiply”
ciphertexts once. That is, the cryptosystem supports a new operator pk that
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satisﬁes Decsk (Encpk (m1 ) pk Encpk (m2 )) = m1 ·R m2 , but the result of a pk
operation (or any other ciphertext resulting from +pk or ·pk operations in which
it is used) cannot be used in a pk operation. After we present our protocol, we
will discuss various options for instantiating this encryption scheme within it.
Protocol Π2 (E) is shown in Fig. 5. Note that the input arguments to both
the client and the server are identical to those in Π1 (E). The structure of the
protocol is also very similar to Π1 (E), with the only diﬀerences being in how
the server performs each loop iteration (s204–s212) and how the client forms
the new encrypted DFA state α (c212–c216). We now summarize the primary
innovations represented by these diﬀerences.
After the k-th m203 message, the server constructs an encryption Ψσ of Λσ (σk )
(s206). Rather than computing μσi ← γ i ·pk Ψσ , however, the server sends Ψσ σ∈Σ
to the client in m204. Each μσi is then built at the client, instead (c212–c214),
which is the main reason we get better communication eﬃciency.
Since each μσi is built at the client, the server must send γ in m204. To hide the
current DFA state from the client, the server blinds γ with a random r ∈ R (s208–
s209) before returning it. So, the client needs to accommodate r without knowing
it when performing the DFA state transition. The client cannot perform the polynomial evaluation using the f(x, y) it constructed (c211) on the μσi σ∈Σ,i∈[n] as in
Π1 (E) since f(x, y) is designed for an input q ∈ π0 (Q), not q + r. To overcome this,
the client constructs a shifted polynomial f  (x, y) such that f  (q + r, σ) = f(q, σ)
for all q ∈ π0 (Q), and so f  (x, y) will correctly translate the blinded input to the
next DFA state. What is left to describe is how to construct f  (x, y).

n−1
If we set f  (x, y) = R σ∈Σ (fσ (x) ·R Λσ (y)) where fσ (x) = R i=0 aσi ·R xi ,
then it suﬃces if fσ (x +R r) = fσ (x) for all σ ∈ Σ. Note that
fσ (x −R r) =

n−1

R

n−1


aσi ·R (x −R r)i =

R

i=0

=

i=0

n−1


n−1−i


R

aσ(i+i ) ·R

R

i =0

i=0

aσi ·R


i + i
i

i 

i
R

i =0





·R xi−i ·R (−R r)i

i


·R (−R r)i

(2)

·R xi

where (2) follows from the binomial theorem. Therefore, setting
aσi

←

n−1−i

R

a

σ(i+i )

i =0




i + i
·R
·R (−R 1)i ·R ri
i

(3)

ensures fσ (x +R r) = fσ (x) and so f  (x +R r, σ) = f(x, σ).

The client knows all the terms in (3) except ri . That is exactly the reason
i
the server sends in m204 the ciphertext νi of r , for each i ∈ [n] (see s211). The
client can then calculate a ciphertext âσi of the coeﬃcient of xi in fσ by using
the additive homomorphic property of the encryption scheme:
âσi

n−1−i


←

pk

i =0

aσ(i+i ) ·R




i + i
·R (−R 1)i
i

·pk νi

(4)
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In our pseudocode, the calculations (4) are encapsulated within the operation
âσi σ∈Σ,i∈[n] ← Shift(νi i∈[n] , aσi σ∈Σ,i∈[n] ) on line c215.
After the client obtains âσi σ∈Σ,i∈[n] and μσi σ∈Σ,i∈[n] , it performs polynomial evaluation at step c216 to assemble the ciphertext of the next DFA state
by taking advantage of the one multiplication homomorphism of the cryptosystem. This is where the additional homomorphism helps to achieve much better
communication complexity.
The privacy of the ﬁle and DFA from server adversaries and the privacy of the
ﬁle from client adversaries can be proved for Π2 (E) very similarly to how they
are proved for Π1 (E). In fact, Theorems 1–3 hold for Π2 (E) unchanged, once
instantiated with a suitable encryption scheme E. That said, certain choices of
E can require that the protocol be adapted, as discussed below.
Instantiating E. Protocol Π2 (E) requires an additively homomorphic encryption scheme E that also supports the “one time” homomorphic multiplication
operator pk . Perhaps the most well-known such cryptosystem is due to Boneh,
Goh and Nissim [8], and moreover, this cryptosystem also supports two-party decryption with a cost comparable to regular decryption [8]. The primary diﬃculty
in instantiating E with this cryptosystem, however, is that decryption — and
speciﬁcally in Π2 (E), the operation Dec2sk 2 — requires computing a discrete logarithm in a large group, which is generally intractable. That said, if the ciphertext
is known to encode one of a small number of possible plaintexts, then Dec2sk 2
can be adapted to test the ciphertext for each of these plaintexts eﬃciently. As
such, to adapt Π2 (E) to employ this cryptosystem, we can augment messages
m203 and m205 with π1 (Q) (listed in random order), for the injection π1 at the
time the message is sent. This would permit the server to perform Dec2sk 2 (α, β) in
lines s204, s214 by testing for these n possible plaintexts. It does, however, have
the unfortunate side eﬀect of enabling our proofs for the analogs of Theorems 1
and 2 for Π2 (E) to go through only for honest-but-curious server adversaries.
Π2 (E) instantiated in this way still appears to be secure even against malicious
server adversaries, though at this point we can claim this only heuristically.
Two other possibilities for instantiating E in Π2 (E) are due to Gentry, Halevi
and Vaikuntanathan [16]2 and Lauter, Naehrig, and Vaikuntanathan [25]. The
primary challenge posed by these cryptosystems is that two-party decryption algorithms for them have not been investigated. Each of these schemes is amenable
to sharing its private key securely, after which decryption can be performed using
generic two-party computation [36,3]. These instantiations retain Π2 (E)’s provable security against malicious server adversaries (i.e., the analogs of Theorems 1
and 2), but Π2 (E) instantiated this way may be less cost-eﬃcient than Π1 (Pai)
for many values of n and m.3 Of course, customized two-party decryption algo2

3

Because we require the plaintext ring to be commutative, we would restrict the
plaintext space of the Gentry et al. cryptosystem to diagonal square matrices, versus
the arbitrary square matrices over which it is deﬁned.
For example, for the Gentry et al. scheme, a “garbled” arithmetic circuit [3] for secure
two-party decryption using additively shared keys would be of size O(κ6 log5 (n+m))
bits.
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rithms for these cryptosystems could restore the eﬃciency of Π2 (E), suggesting
a useful open problem for the community.

6

Heuristics to Detect Misbehavior

In this section we describe simple extensions to our protocols to detect client or
server misbehavior. The detection ability oﬀered by these techniques is only heuristic, but they provide a practical deterrent to misbehavior and, at least as importantly, highlight possibilities outside standard techniques (zero-knowledge proofs)
that might be brought to bear to detect misbehavior in data outsourcing situations.
Detecting server Misbehavior. We showed in §4.2 that both the ﬁle privacy
and the client’s DFA privacy are protected against an arbitrarily malicious server.
That said, a malicious server could cause the protocol to return an incorrect
result by undetectably executing the protocol incorrectly. Here we describe a
defense that, while oﬀering weak guarantees, gives insight into new opportunities
provided in the cloud outsourcing setting studied in this paper.
The central idea is that in addition to the authentic encrypted ﬁle, the data
owner also stores at the server (i) another “decoy” encrypted ﬁle of the same length
as the authentic ﬁle and (ii) the plaintext of the decoy ﬁle, digitally signed by the
data owner. However, the server is not told which one of the two encrypted ﬁles
is the decoy. When a client wants to evaluate a DFA M on the (authentic) ﬁle, it
executes two instances of the protocol in parallel with the server on each of the two
encrypted ﬁles, while also retrieving (and authenticating, by its digital signature)
the plaintext of the decoy ﬁle. If the client’s DFA when applied to the plaintext of
the decoy ﬁle evaluates to state q, then the client checks that at least one of the
two protocol executions results in q. If neither outcome is q, then it detects that
the server has behaved incorrectly. (Of course, if the client divulges when it has
detected the server misbehaving, then this might enable the server to infer which
of the encrypted ﬁles is the decoy, though the client could nevertheless report the
misbehavior to the data owner outside the view of the server.)
A malicious server could try to guess which ﬁle is the decoy and execute
the protocol faithfully on that ﬁle, while misbehaving on the other one to alter
the result. Obviously the chance it guesses correctly is 12 . A server could also
misbehave for both ﬁles, hoping that one of the protocol executions results in
the correct ﬁnal state for the decoy ﬁle. The probability of succeeding in this
attack is a function of the decoy ﬁle and of the speciﬁc DFA that the client is
evaluating. To improve the probability of detecting a misbehaving server, the
client could also create more DFA queries to evaluate on both ﬁles. Moreover,
additional decoy ﬁles could be stored at the server to increase the chance that a
misbehaving server is detected.
Detecting client Misbehavior. A similar but slightly more involved technique
could be used to heuristically detect client misbehavior in our protocols. In this
technique, at the beginning of the protocol in which the client will use DFA
Q, Σ, δ, qinit , the server creates and sends to the client another DFA Q, Σ  ,
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δ  , qinit  where Σ  ∩ Σ = ∅, i.e., another DFA with the same states and the
same initial state but a diﬀerent (and nonoverlapping) alphabet. Note that to
create this DFA, the server need only know Q and qinit , which in the absence of δ
reveal nothing about the pattern for which the client is searching (aside from the
number n, which is conveyed to the server in the protocol already). The client
then executes the protocol using the combined DFA Q, Σ ∪ Σ  , δ ∪ δ  , qinit .4
As above, the client runs two instances of the protocol in parallel: the server uses
the authentic ﬁle in one instance; in the other, it creates and uses another ﬁle of
the same length but consisting of characters in Σ  . After the protocol completes,
the client sends the ﬁnal states back to the server, which checks to be sure that
the pair of ﬁnal states include the result of applying Q, Σ  , δ  , qinit  to the ﬁle it
created before telling the client which of the pair of states is the correct result.5
This technique for detecting client misbehavior relies on the inability of the
client to detect which of the two ﬁles consists of elements of Σ and which consists
of elements of Σ  — a property that we argued heuristically in §4.3 holds against
a malicious client. It also depends on the ﬁle and DFA created by the server; as
in the defense against server misbehavior above, this can be strengthened with
multiple DFAs and ﬁles.

7

Conclusion

With the growth of cloud storage, it is imperative to develop eﬃcient techniques
for enabling the same sorts of third-party access to cloud-resident ﬁles that is
commonplace today for privately stored ﬁles — e.g., malware scans or searches
by authorized partners. Encryption of cloud-resident ﬁles, however, hinders these
sorts of third-party access.
In this paper, we have developed protocols for enabling DFA evaluation on
encrypted ﬁles by third parties authorized by the ﬁle owner. Our protocols provably protect the privacy of the DFA from an arbitrarily malicious server holding
the ciphertext ﬁle, as well as the privacy of the ﬁle from the server and from
an honest-but-curious client performing the DFA evaluation (and even from an
arbitrarily malicious client, heuristically). Our protocols employ additively homomorphic cryptosystems or small extensions thereof, for which practical implementations exist. The costs of our protocols in terms of storage, communication
and computation suggest that they are practical for many domains, particularly
ones where ﬁles consist of symbols from a limited alphabet, and are more practical than protocols that would result from applying general private two-party
computation or fully homomorphic encryption to this problem.
4
5

Because doing so requires the server to hold ciphertexts ckj k∈[],j∈[|Σ|+|Σ |]\[|Σ|] ,
the data owner must additionally provide these ciphertexts when it stores the ﬁle.
Divulging the ﬁnal states to the server reveals minimal information about the pattern
for which the client was searching (assuming the elements of Q are encoded as random
elements of R), speciﬁcally whether the ﬁnal state was qinit . Even this leakage can be
avoided by designing the DFA so it never returns to qinit .
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