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A power grid is a complex system connecting electric power generators to consumers through power transmis-
sion and distribution networks across a large geographical area. System monitoring is necessary to ensure
the reliable operation of power grids, and state estimation is used in system monitoring to best estimate the
power grid state through analysis of meter measurements and power system models. Various techniques
have been developed to detect and identify bad measurements, including interacting bad measurements
introduced by arbitrary, nonrandom causes. At first glance, it seems that these techniques can also defeat
malicious measurements injected by attackers.

In this article, we expose an unknown vulnerability of existing bad measurement detection algorithms
by presenting and analyzing a new class of attacks, called false data injection attacks, against state estima-
tion in electric power grids. Under the assumption that the attacker can access the current power system
configuration information and manipulate the measurements of meters at physically protected locations
such as substations, such attacks can introduce arbitrary errors into certain state variables without being
detected by existing algorithms. Moreover, we look at two scenarios, where the attacker is either constrained
to specific meters or limited in the resources required to compromise meters. We show that the attacker
can systematically and efficiently construct attack vectors in both scenarios to change the results of state
estimation in arbitrary ways. We also extend these attacks to generalized false data injection attacks, which
can further increase the impact by exploiting measurement errors typically tolerated in state estimation.
We demonstrate the success of these attacks through simulation using IEEE test systems, and also discuss
the practicality of these attacks and the real-world constraints that limit their effectiveness.
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1. INTRODUCTION

A power grid is a complex system connecting a variety of electric power generators
to customers through power transmission and distribution networks across a large
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Fig. 1. A power grid connecting power plants to customers via power transmission and distribution
networks.

geographical area, as illustrated in Figure 1 (adapted from National Security Telecom-
munications Advisory Committee (NSTAC) — Information Assurance Task Force
(IATF)). The security and reliability of power grids has critical impact on society. For ex-
ample, on August 14, 2003, a large portion of the Midwest and Northeast United States
and Ontario, Canada, experienced an electric power blackout, which affected an area
with a population of about 50 million people. The estimated total costs ranged between
$4 billion and $10 billion (U.S. dollars) in the United States, and totaled $2.3 billion
(Canadian dollars) in Canada [U.S.-Canada Power System Outage Task Force 2004].

1.1. System Monitoring and State Estimation

System monitoring is necessary to ensure the reliable operation of power grids. It pro-
vides pertinent information on the condition of a power grid based on the readings of
meters placed at important components of a power grid, such as substations. The meter
measurements may include bus voltages, bus real and reactive power injections, and
branch reactive power flows in every subsystem of a power grid. These measurements
are typically transmitted to a control center, where the control center staff, with the
assistance of computers, collect crucial system data and provide centralized monitor-
ing and control capability for the power grid. Measurements are usually stored in a
telemetry system, which is also known as Supervisory Control And Data Acquisition
(SCADA) system.

State estimation is used in system monitoring to best estimate the power grid state
through analysis of meter measurement data and power system models. State estima-
tion is the process of estimating unknown state variables in a power grid based on the
meter measurements. The control center staff use the output of state estimation as
they perform contingency analysis, in which they reason about potential operational
problems in the grid, the actions they may take to avoid those problems, and the po-
tential side effects of those actions. For example, they may choose to increase the yield
of a power generator in order to maintain reliable operation even in the presence of
faults (e.g., a generator breakdown).

State estimation uses power flow models. A power flow model is a set of equations
that depict the energy flow on each transmission line of a power grid. An AC power
flow model is a power flow model that considers both real and reactive power and is
formulated by nonlinear equations. State estimation using an AC power flow model
can be computationally expensive and does not always converge to a solution. Thus,
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power system engineers sometimes use a linearized power flow model, DC power flow
model, to approximate the AC power flow model [Li et al. 2008; Hertem et al. 2006].

1.2. Previous Defense against Bad Measurement in State Estimation

It is conceivable that an attacker may attempt to introduce malicious measurements
to achieve her goals. For example, the attacker may directly compromise substation
meters in a power system or hack computers that store meter measurements to inject
malicious data. If these bad measurements affect the outcome of state estimation, the
resulting misinformation can reduce the control center operators’ level of situational
awareness, thus helping the attacker reach or get closer to her malicious goals.

Power systems researchers have realized the threat of bad measurements and devel-
oped techniques for processing them (e.g., [Monticelli 1999; Mili et al. 1985; Monticelli
and Garcia 1983; Monticelli et al. 1986; Mili et al. 1984; Lin and Pan 2007]). These
techniques first detect if there are bad measurements, and then identify and remove
the bad ones if there are any. Some of these techniques (e.g., [Monticelli 1999; Monticelli
et al. 1986; Mili et al. 1984]) were targeted at arbitrary, interacting (i.e., correlated)
bad measurements. At first glance, it seems that these approaches can also defeat the
malicious measurements injected by attackers, since such malicious measurements
can be considered as interacting bad measurements.

1.3. False Data Injection Attacks

However, in the research reported in this article, we discover that if an attacker knows
the current configuration of the power system, all existing algorithms for bad measure-
ment detection and identification in DC power flow models have a common vulnerability
that allows an attacker to bypass their safeguards. The fundamental reason for this
failure is that all existing algorithms for bad measurement detection in DC power flow
models rely on the same assumption that “when bad measurements take place, the
squares of differences between the observed measurements and their corresponding
estimates often become significant [Lin and Pan 2007].” Our investigation indicates
that this assumption is not always true. If the attacker can determine the current
power system configuration, she can systematically generate bad measurements so
that the above assumption is violated, thus bypassing bad measurements detection.

In this article, to gain insights of the aforementioned vulnerability, we present and
analyze a new class of attacks, called false data injection attacks, against state esti-
mation in electric power grids. If the attacker can determine the current configuration
of a power system, she can inject malicious measurements that will mislead the state
estimation process without being detected by any of the existing techniques for bad
measurement detection. We also extend false data injection attacks to a generalized
version, which we referred to as generalized false data injection attacks. In such an
attack, an attacker can utilize the small measurement errors typically tolerated by
state estimation algorithms so that she can further increase the impact of false data
injection attacks without being detected.

In this article, as the first step in our research, we focus on attacks against state
estimation using DC power flow models. We present false data injection attacks from
the attacker’s perspective. We first show that it is possible for the attacker to inject
malicious measurements that can bypass existing techniques for bad measurement
detection. We then look at two plausible attack scenarios. In the first attack scenario,
the attacker is constrained to accessing some specific meters due to, for example,
different physical protection of the meters. In the second attack scenario, the attacker
is limited in the resources available to compromise meters. For both scenarios, we
consider two possible attack goals: random false data injection attacks, in which the
attacker aims to find any attack vector as long as it can lead to a wrong estimation of

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



13:4 Y. Liu et al.

state variables, and targeted false data injection attacks, in which the attacker aims to
find an attack vector that can inject arbitrary errors into certain state variables. We
show that the attacker can systematically and efficiently construct attack vectors for
false data injection attacks in both attack scenarios with both attack goals.

We further look at generalized false data injection attacks, which are extensions to
false data injection attacks. The primary objective is to see if an attacker can achieve
more impact by taking advantage of the small measurement errors typically tolerated
by state estimation algorithms. As we did for false data injection attacks, we show how
an attacker can construct a valid attack vector to bypass detection and inject errors
to the outcome of state estimation in both attack scenarios with both attack goals.
Moreover, we quantify the possible gains that generalized false data injection attacks
offer through theoretical analysis.

We validate these attacks through simulation using IEEE test systems, including
IEEE 9-bus, 14-bus, 30-bus, 118-bus, and 300-bus systems [Zimmerman and Murillo—
Sanchez 2007]. The simulation results demonstrate the success of these attacks. For
example, to inject a specific malicious value into one target state variable, the attacker
only needs to compromise 10 meters in most cases in the IEEE 300-bus system, which
has 1,122 meters in total. In addition, for generalized false data injection attacks, we
perform simulation on IEEE test systems to examine the additional impact an attacker
achieves beyond false data injection attacks. The simulation results show that even if
the attacker fails to launch the original false data injection attacks, she can still inject
errors to state estimation through the generalized version of attacks. Moreover, the
impacts on large systems are greater than those on small systems, and errors injected
to the estimates of certain state variables in large systems (e.g., IEEE 300-bus system)
are significantly larger than those injected to the estimates of other state variables.

1.4. Requirements and Practical Implications

False data injection attacks do pose strong requirements for the attackers. First, the
attackers must know the current configuration of the target power system, particularly
the topology of the system. This system configuration changes frequently due to planned
daily maintenance of power grid equipment and unplanned events such as unexpected
equipment outage. Normally such information is only available at the control centers of
power companies. Physical access to control centers is highly regulated and protected,
given the sensitivity of the control centers. Thus, it is nontrivial for the attackers to
obtain such configuration information to launch these attacks.

Another requirement for the attackers is the manipulation of the meter measure-
ments. The attackers need to physically tamper with the meters, or manipulate the
meter measurements before they are used for state estimation in the control center.
Many of these meters are located in places where there is protection against unau-
thorized physical accesses (e.g., substations). Thus, it is nontrivial to manipulate the
meter measurements.

The primary benefit of studying false data injection attacks is to expose the vulnera-
bility in existing state estimation techniques. The exact impact of such attacks depends
not only on the introduced errors, but also on how the measurement data (and thus
the measurement errors) will be used in the end applications. In a typical application
in the power grid today, control center personnel are usually involved in the decision-
making process. Experienced operators may be able to identify anomalies caused by
such attacks. Additional research is necessary to clarify the implication of such attacks
in different scenarios.

It should be noted that we assume DC power flow models in state estimation. For
large power systems, nonlinearities become prominent, so that the DC power flow
model is no longer accurate. Hence, false data injection attacks based on the DC power

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



False Data Injection Attacks against State Estimation in Electric Power Grids 1355

flow model may lead to limited impact on large power systems. However, the DC power
flow model is the starting point of our research, and the current results can serve as
the foundation for future research on more complicated models than the DC model. As
an example, following the preliminary version of this article [Liu et al. 2009], recent
work in Sandberg et al. [2010] considered the AC power flow model and proposed a
new targeted false data injection attack, whose goal is to manipulate one power flow
measurement without triggering alarms [Sandberg et al. 2010]. This attack requires
less knowledge about the system than the targeted attacks presented in this article.

1.5. Organization

The rest of the article is organized as follows. Section 2 gives some background infor-
mation and discusses related work. Sections 3 and 4 present the basic principles of
false data injection attacks and generalized false data injection attacks, respectively,
and provide approaches for implementing both random and targeted false data injec-
tion attacks in the two attack scenarios. Section 5 demonstrates the success of these
attacks through simulation. Section 6 concludes and points out some future research
directions.

2. PRELIMINARIES

Power System (Power Grid). A power transmission system (or simply a power system)
consists of electric generators, transmission lines, and transformers that form an elec-
trical network [Wood and Wollenberg 1996]. This network is also called a power grid.
It connects a variety of electric generators together with a host of users across a large
geographical area. Redundant paths and lines are provided so that power can be routed
from any power plant to any customer, through a variety of routes, based on the eco-
nomics of the transmission path and the cost of power. A control center is usually used
to monitor and control the power system and devices in a geographical area.

State Estimation. In order to ensure that a power system continues to operate even
when some components fail, power engineers use meters to monitor system compo-
nents. Those meters take measurements such as real power injections of buses and
real power flows of branches in the power system, and report their measurements
to the control center, which then estimates the state variables of power system us-
ing meter measurements. Examples of state variables include bus voltage angles and
magnitudes.! After obtaining estimates of state variables, the control center can de-
cide whether or not the power system is operating properly. In simple terms, the state
estimation problem is to estimate power system state variables using meter measure-
ments.

A more precise definition of state estimation is given as follows. Let x = (x1, x9, .. .,
x)T and z = (z1,29,...,2m)" denote state variables and meter measurements,
respectively, where n is the number of state variables, m is the number of meter mea-
surements, and m > n. Further let e = (eq, es, ..., e, T denote measurement errors.
The state variables are related to the measurements through the model z = h(x) + e
[Monticelli 1999], where h(x) = (h1(X), ..., An(x))T and A;(x) is a function of x. Given
z, the state estimation problem is to find the estimate X of x according to this model.

For state estimation using the DC power flow model, the relation between measure-
ments and state variables can be represented by a linear regression model,

z=Hx+e, (1)

IIn DC power flow model, voltage magnitudes and reactive power flows are of little concern, and thus state
variables are usually voltage angles.
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where H is an mx n full rank matrix to allow estimating x from z [Wood and Wollenberg
1996]. Three statistical estimation criteria are commonly used in state estimation: the
maximum likelihood criterion, the weighted least-square criterion, and the minimum
variance criterion [Wood and Wollenberg 1996]. When meter error is assumed to be
normally distributed with zero mean, these criteria lead to an identical estimator (i.e.,
minimum mean squared error (MMSE) estimator) with the following matrix solution,

% = (HTWH) 'HTWz, (2)

where W is a diagonal matrix whose elements are reciprocals of the variances of meter
errors. That is,

-2

where o is the variance of the i-th meter (1 <i < m).

Bad Measurement Detection. Bad measurements may be introduced due to various
reasons such as meter failures and malicious attacks. Techniques for bad measurement
detection have been developed to protect state estimation [Wood and Wollenberg 1996;
Monticelli 1999]. Intuitively, normal meter measurements usually give an estimate
of the state variables close to their actual values, while abnormal ones may “move”
the estimated state variables away from their true values. Thus, there is usually “in-
consistency” among the good and the bad measurements. Power systems researchers
proposed to calculate the measurement residual z — HX (i.e., the difference between the
vector of observed measurements and the vector of estimated measurements), and use
its 2-Norm ||z — HX|| to detect the presence of bad measurements. Specifically, |z — HX||
is compared with a threshold 7, and the presence of bad measurements is inferred if
|lz—HX| > 7. Note that there exist other bad measurement detection methods. For ex-
ample, the normalized infinity-norm of the residual may be used to detect the presence
of bad measurements [Abur and Expédsito 2004]. In this article, we focus on 2-Norm
detector, since it is one of the most commonly used bad measurement detectors.

The selection of 7 is a key issue. Assume that all the state variables are mutually
independent and the meter errors follow the normal distribution. It can be math-
ematically shown that ||z — H%|/2, denoted £(x), follows a x2(v)-distribution, where
v = m— nis the degree of freedom. According to Wood and Wollenberg [1996], T can be
determined through a hypothesis test with a significance level «. In other words, the
probability that £(x) > t2 is equal to «. Thus, £(x) > 72 indicates the presence of bad
measurements, with the probability of a false alarm being «.

2.1. Related Work

Many researchers have considered the problem of bad measurement detection and
identification in power systems (e.g., [Mili et al. 1985; Schweppe et al. 1970; Handschin
et al. 1975; Monticelli and Garcia 1983; Garcia et al. 1979; Xiang et al. 1982; 1983; Xiang
and Wang 1981; Quintana et al. 1982; Monticelli 1999; Monticelli et al. 1986; Mili et al.
1984; Asada et al. 2005; Gastoni et al. 2003; Chen and Abur 2006; Zhao and Abur 2005;
Chen and Abur 2005; Zhu and Abur 2007]). Early power system researchers realized
the existence of bad measurements and observed that a bad measurement usually led
to large normalized measurement residual. After the presence of bad measurements
is detected, they mark the measurement having the largest normalized residual as
the suspect and remove it [Schweppe et al. 1970; Handschin et al. 1975; Monticelli
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and Garcia 1983; Garcia et al. 1979; Xiang et al. 1982, 1983; Xiang and Wang 1981;
Quintana et al. 1982]. For example, Schweppe et al. [1970] proposed to filter one
measurement having the largest normalized residual at each loop, and then rerun
the same process on the reduced measurement set until the detection test is passed.
Handschin et al. [1975] proposed a grouped residual search strategy that can remove
all suspected bad measurements at one time.

It was found that the largest normalized residual criterion only worked well for
independent, non-correlated bad measurements called noninteracting bad measure-
ments [Monticelli 1999; Monticelli et al. 1986; Mili et al. 1984]. In practice, there
exist correlated bad measurements, which make the normalized residual of a good
measurement the largest. Such bad measurements are called interacting bad measure-
ments. The largest normalized residual method does not work satisfactorily in dealing
with interacting bad measurements. To address this problem, Hypothesis Testing
Identification (HTI) [Mili et al. 1984] and Combinatorial Optimization Identification
(COI) [Monticelli et al. 1986; Asada et al. 2005; Gastoni et al. 2003] were developed.
HTI selects a set of suspected bad measurements according to their normalized
residuals, and then decides whether an individual suspected measurement is good
or bad through hypothesis testing. COI uses the framework from the decision theory
to identify multiple interacting bad measurements. For example, Asada et al. [2005]
proposed an intelligent bad data identification strategy based on tabu search to deal
with multiple interacting bad measurements.

Recently, the focus in bad measurement processing has been on the improvement
of the robustness using phasor measurement units (PMUs) [Chen and Abur 2006;
Zhao and Abur 2005; Chen and Abur 2005; Zhu and Abur 2007]. For example, Chen
and Abur [2006] used PMUs to transform the critical measurements into redundant
measurements such that the bad measurements can be detected by the measurement
residual testing.

It seems that the approaches targeting at arbitrary, interacting bad measurements
(e.g., [Mili et al. 1984; Monticelli et al. 1986; Asada et al. 2005; Gastoni et al. 2003])
can also defeat the malicious ones injected by attackers, since such malicious mea-
surements are indeed arbitrary, interacting bad measurements. However, despite the
variations in these approaches, all of them use the same method (i.e., |z — HX|| > 1) to
detect the existence of bad measurements. Although power engineers have realized the
vulnerability of this detection approach (e.g., nondetectability of topology errors [Wu
and Liu 1989]), our attempt is the first to consider this vulnerability from the per-
spective of attackers and systematically show how attackers can bypass detection and
inject errors into the output of state estimation even if they are restrained in accesses
and resources.

The preliminary version of this article [Liu et al. 2009] has attracted several re-
search groups to investigate how to defend against false data injection attacks (e.g.,
[Bobba et al. 2010; Sandberg et al. 2010; Kosut et al. 2010a; 2010c; 2010b; Dan and
Sandberg 2010]). In particular, Bobba et al. [2010] provided a lower bound on the num-
ber of meters that need to be protected to thwart the attacks, Sandberg et al. [2010]
introduced indices that quantify the least effort needed to achieve attack goals while
avoiding detection by defenders, and Kosut et al. [2010c] proposed a Bayesian frame-
work that leverages the knowledge of prior distribution on the states to detect false
data injection attacks. All those works are complementary to ours. There exists a con-
current work [Bobba et al. 2010] that also points to the existence of generalized false
data injection attacks. However, methods to generate attack vectors and the impacts
of the attacks are not touched. In this work, we not only show that it is possible for
the attackers to take advantage of the small errors tolerated by state estimation to
cause extended impact, but also show how the attacker can generate attack vectors for
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different combinations of scenarios and goals, and we give a detailed analysis on the
impacts of generalized false data injection attacks.

3. FALSE DATA INJECTION ATTACKS

We assume that there are m meters that provide m measurements z1, . .., 2, and there
are n state variables x1, .. ., x,,. The relationship between these m meter measurements
and n state variables can be characterized by an m x n matrix H, as discussed in
Section 2. In general, the matrix H of a power system is determined by the topology
and line impedances of the system. How the control center constructs H is illustrated
in Monticelli [1999]. We also assume that the attacker can have access to the matrix H
of the target power system, and can inject malicious measurements into compromised
meters to undermine the state estimation process.

As discussed earlier, we consider two possible attack goals: random false data injec-
tion attacks, in which the attacker aims to find any attack vector as long as it can result
in a wrong estimation of state variables, and targeted false data injection attacks, in
which the attacker aims to find an attack vector that can inject a specific error into
certain state variables. While the latter attacks can potentially cause more damage to
the system, the former are easier to launch, as shown in Section 5.

Besides describing the basic false data injection attacks, we also use the following
two plausible attack scenarios to facilitate the discussion on how the attacker can
construct attack vectors to bypass the current bad measurement detection approaches.
Note, however, that the false data injection attacks are not constrained by these attack
scenarios.

—Scenario I — Limited access to meters. The attacker is restricted to accessing some
specific meters due to different physical protections of meters. For example, meters
located in substations with physical perimeter control may be much harder to access
than those located in a locked box outside of a building.

—Scenario II — Limited resources available to compromise meters. The attacker is
limited in the resources required to compromise meters. For example, the attacker
only has resources to compromise up to 2 meters (out of all the meters). Due to the
limited resources, the attacker may also want to minimize the number of meters to
be compromised.

In the following, we first show the basic principle of false data injection attacks. We
then focus on the two attack scenarios and show how to construct attack vectors for
both random and targeted false data injection attacks.

3.1. Basic Principle

Let z, represent the vector of observed measurements that may contain malicious
data. z, can be represented as z, = z + a, where z = (21, ...,2,)" is the vector of
original measurements and a = (a1, ..., a,)" is the malicious data added to the original
measurements. We refer to a as an attack vector. The ith element ¢; being nonzero
means that the attacker compromises the ith meter, and then replaces its original
measurement z; with a phony measurement z; + q;.

The attacker can choose any nonzero arbitrary vector as the attack vector a, and
then construct the malicious measurements z, = z + a. The traditional bad measure-
ment detection approach computes the 2-Norm of the measurement residual to check
whether there exist bad measurements or not. However, as shown in Theorem 3.1, such
a detection approach can be bypassed if the attack vector a is a linear combination of
the column vectors of H.
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TuEOREM 3.1. Suppose the original measurements z can pass the bad measurement
detection. The malicious measurements z, = Z + a can pass the bad measurement de-
tection if a is a linear combination of the column vectors of H, that is, a = He.

PROOF. Xpaq, the vector of estimated state variables obtained from z,, is computed
by
Rpaa = (H'"WH) 'H'"Wz, = (H'"WH) '"H'W(z + a)
= %+ H"WH) 'H"Wa.
If a = He (for any ¢), the 2-Norm of the measurement residual is

|za — HXpaa|l = Iz +a — HE&E + (H'WH) 'H Wa)||
= ||z — HX + (a — HH"WH) 'H"Wa)||
|z — H& + (Hec — HH*WH) 'HT"WHc)|
= |z— HX+ (He — He)|| = ||z — HX|| <, 4)
where 1 is the detection threshold. Therefore, the 2-Norm of the measurement residual

of z, is less than the threshold 7, and z, can also pass the bad measurement detection.
The injected error is Kpaa — X = (HTWH) 'HTWa=c O

In this article, we refer to an attack in which the attack vector a equals He, where ¢
is an arbitrary nonzero vector, as a false data injection attack. By launching false data
injection attacks, the attacker can manipulate the injected false data to bypass the bad
measurement detection and also introduce arbitrary errors into the output of the state
estimation (since each element of ¢ could be an arbitrary number).

3.2. Scenario | — Limited Access to Meters

We assume that the attacker has access to k& specific meters. Intuitively, the attacker
can only modify the measurements of these £ meters. As a result, the attacker cannot
simply choose any ¢ and use a = He as the attack vector. For those meters that cannot
be accessed by the attacker, the injected errors must remain 0.

Formally, we let Z,1er = {i1,...,1r} be the set of indices of the £ meters that the
attacker has access to. The attacker can modify measurements z;,, where i; € Zprer. To
launch a false data injection attack without being detected, the attacker needs to find a
nonzero attack vector a = (ay, ..., a,)T such that a; = 0 for i ¢ Z,., (i.e., the attacker
cannot change the meters that she cannot access) and a is a linear combination of the
column vectors of H (i.e., a = He).

3.2.1. Random False Data Injection Attack. In a random false data injection attack, the
attacker aims to cause wrong estimation of state variables, where the errors injected
into the wrong estimation could be any value. Thus, the attack vector a should satisfy
the condition a = (aq, ..., a,)" = He with a; = 0 for i ¢ Znerer, Where T, is the set of
indices of the meters that can be accessed by the attacker.

In the following, we develop a method for the attacker to construct such an attack
vector. We first show in Theorem 3.2 that ¢ is redundant and can be eliminated from
our formulation, and a = He can be transformed into an equivalent but more straight-
forward form, which only has one variable a. This equivalent form will allow us to
easily generate an attack vector a that satisfies the above condition.

TuEOREM 3.2. a = He if and only if Ba = 0, where B= HHTH) 'HT — L

Proor. Let P = HHTH) 'HT and B = P — I. According to Brockwell and Davis
[1991], for any a € R™, Pa = a if and only if a is a linear combination of column vectors
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of H (i.e., a = He). Therefore,
a=HcesPa=asPa-a=0sP-Da=0<Ba=0. (5)
This means a satisfies a = Hc if and only if it satisfies Ba=0. O

Generating a. The attacker needs to find a nonzero attack vector a such that Ba = 0
and ¢; = 0 for i ¢ Zerr- Represent a as a = (0,...,0,¢;,0,...,0,a,,0,...,0,q;,,
0,...,0)7 where Qi Qi,, - - ., &;, are the unknown variables. Let B = (by, ..., b,,), where
b; (1 <i < m) is the ith column vector of B. Thus,

Ba=0<:>(...,bil,...,biz,...,bik,...)(0,...,0,a,-1,
0,...,0,a,,0,...,0,a,0,...,07 =0.

Let the m x k£ matrix B’ = (b;,, ..., b;,) and the length % vector a’ = (q;,, ..., aL-k)T. We
have

Ba=0<Ba =0. (6)

If the rank of B’ is less than &, B’ is a rank-deficient matrix, and there exist infinite
number of nonzero solutions a’ that satisfy B'a’ = 0 [Meyer 2001]. According to Meyer
[2001], the solution is a’ = (I — B~ B')d, where B~ is the Matrix 1-inverse of B’ and d
is an arbitrary nonzero vector of length k. With a nonzero solution a’, the attacker can
generate the attack vector a by filling Os as the remaining elements in a.

If the rank of B’ is £, then B’ is not a rank-deficient matrix and B'a’ = 0 has a unique
solution a’ = 0 [Meyer 2001]. This means that no error can be injected into the state
estimation, and the attack vector does not exist. In other words, the attacker cannot
launch the attack. In Section 5 we show that the chance that the attack vector exists
increases as k increases. Moreover, we prove in Theorem 3.3 that the attack vector
always exists if £ > m — n.

THEOREM 3.3. Let k be the number of specific meters that can be accessed by the
attacker. If k > m — n, the attacker can always generate an attack vector that satisfies
the condition a = (a1, ..., a,)" = He with a; = 0 for i ¢ Tyeter, Where Lpeser is the set of
indices of meters that can be accessed by the attacker.

Proor. When generating an attack vector, the attacker needs to look at the rank of
matrix B'. If rank(B’) < k, then the attack vector exists. Otherwise, the attack vector
does not exist. Thus, in the following, we prove that if 2 > m — n, rank(B’) is always
less than k.

H is an m x n full rank matrix and P = HHHTH) 'HT is a projection matrix of H.
According to Meyer [2001], rank(P) = rank(H) = n, and rank(B) = rank(P — I) = m—n.
Note that B’ is a submatrix of B. Hence, rank(B’) < rank(B) < k.

Therefore, B’ is a rank-deficient matrix and there exist infinite number of nonzero
solutions for a’ that satisfy B'a’ = 0. With a nonzero solution a’, the attacker can
generate the respective attack vector a by filling Os as the remaining elements ina. O

When & > m— n, the attacker does not need to compute the matrices B and B’ to obtain
the attack vector. Instead, the attacker can perform elementary column operations on
H to generate the attack vector. Appendix 6 shows the details.

3.2.2. Targeted False Data Injection Attack. In a targeted false data injection attack, the
attacker not only wants to inject errors into state estimation, but also wants to precisely
control the errors injected into the estimation of certain chosen state variables. In
some sense, targeted false data injection attacks can be viewed as an advanced form of
random attack.
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This attack can be represented mathematically as follows. Let Zyoriqpre = {i1, - - ., ir},
where r < n, denote the set of indexes of the r target state variables chosen by the
attacker. (That is, the attacker has chosen x;,, x;,, . . ., x;. to compromise.) In this attack,
the attacker intends to construct an attack vector a such that the resulting estimate
Rpad = X + ¢, where ¢ = (c1,¢9,...,cp)T and ¢; for i € Zyuriape is the specific error that
the attacker has chosen to inject to &;. In other words, the attacker wants to replace
Xiys ..., and &; with &, +¢;,, ..., and &;, + ¢;,, respectively.

We consider two cases for the targeted false data injection attack: A constrained
and an unconstrained case. In the constrained case, the attacker wants to launch a
targeted false data injection attack that only changes the target state variables but
does not pollute the other state variables. The constrained case represents the situation
where the control center (software or operator) may know ways to verify the estimates
of the other state variables. In the unconstrained case, the attacker has no concerns
on the impact on the other state variables when attacking the chosen ones. In the
following, we show how an attacker generates an attack vector for the constrained and
unconstrained cases, respectively.

Constrained Case. The construction of an attack vector a becomes rather simple in
the constrained case. The error injected into the estimates X of state variables is ¢. Let
Toariabie denote the set of indexes of the target state variables chosen by the attacker.
Every element ¢; in c is fixed, which is either the chosen value when i € Z,4iqpse, Or 0
when i ¢ 7,4ria0.. Therefore, the attacker can substitute ¢ back into a = He, and check
ifa; = 0 for all i ¢ Z,eser. If yes, the attacker succeeds in constructing the (only) attack
vector a. Otherwise, the attack is impossible.

Unconstrained Case. To launch a targeted false data injection attack in the un-
constrained case, the attacker need to generate an attack vector a that satisfies the
following three conditions: (1) a = He; (2) a; = 0 for all i ¢ Z,eser; and (3) ¢; of ¢ is the
specific value chosen by the attacker, where i € Z,4riqp.. To generate such an attack
vector, we first show that a = He can be converted into an equivalent form without
having ¢, and then generate a based on the equivalent form.

TueoreM 3.4. a =Hec if and only if Bsa =y, where Bs = H(HIH,)1HT — 1,
Hs is the submatrix of H containing columns whose indices are not in Zyurigbie,
b = Z.jezuariable hjcj’ and y= B;b.

Proor. Assume that the number of target variables is r. Let ¢s = (cj,,...,cj,, )7,
where j; ¢ Zogriapie for 1 <i <n-—r.

a=Hec & a= Z h;c; + Z hjci =Hscs+b < a—b =Hscs

1T ariable €T ariabie
& Hy(H'H,) 'Hl(a — b) = H(H'H,) 'H'Hc; =Hscs—=a—b
& Hy(HTH,) 'H! —T)a = (H,(H'H,) 'HI - I)b
< Bsa=Bb < Bsa=y. (7)
Hence, a satisfies a = He if and only if a satisfies Bsa=y. O

Generating a. The attacker needs to find an attack vector a such that Bga = y where

a; = 0 for i ¢ Zeter- There are £ unknown elements in a at positions iy, ..., ;. We
follow the same reasoning as in Section 3.2.1 to denote B, = (bsl.l, e bsik) and a’ =
(ai,, ...,a;)T. Then we have

Ba =y<Ba=y. (8
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If the rank of B, is the same as that of the augmented matrix (B.|y), B,a' =y is a
consistent equation, and there exist infinite solutions a’ = By + (I — B B,)d that
satisfy B a’ =y, where B is the Matrix 1-inverse of B, and d is an arbitrary nonzero
vector of length £ [Meyer 2001]. The attacker can generate an attack vector a from any
a #0.

If the rank of B; is not the same as the rank of the augmented matrix (B|y), then the
relation B_a’ =y is not a consistent equation, and thus has no solution. This means
that the attacker cannot generate an attack vector to inject the specific errors into the
chosen state variables.

How the attacker chooses specific errors c; for j € Z,oriane affects the feasibility
of launching targeted attacks. Note that y =Bsb =Bs} ., . hjc;. If the attacker

chooses c; such that Bs) ;.; . hjc; is a linear combination of columns of By or
BsY ez, i = 0, then the rank of the augmented matrix (Bj|y) is the same as

that of By and the attacker can generate an attack vector. Otherwise, the attacker
cannot generate an attack vector.

3.3. Scenario Il - Limited Resources Available to Compromise Meters

In Scenario II, we assume the attacker has resources to compromise up to £ meters.
Unlike Scenario I, there is no restriction on what meters can be chosen. For the sake
of presentation, we call a length-m vector a k-sparse vector if it has at most £ nonzero
elements. Thus, the attacker needs to find a k-sparse, nonzero attack vector a that
satisfies the relation a = He. As in Scenario I, we consider both random and targeted
false data injection attacks in Scenario II.

Note that the existence conditions of the attacks follow the same criteria as in Sce-
nario I. Thus, we focus on investigating how the attacker can construct attack vectors.

3.3.1. Random False Data Injection Attack. With the resources to compromise up to %
meters, the attacker may use a brute-force approach to construct an attack vector. That
is, the attacker may try all possible as consisting of £ unknown elements and m — &
zero elements. For each candidate a, the attacker may check if there exists a nonzero
solution of a such that Ba = 0 using the same method as discussed in Section 3.2.1. If
yes, the attacker succeeds in constructing an attack vector. Otherwise, the attacker has
to try the next candidate. However, the brute-force approach could be time consuming.
In the worst case, the attacker needs to examine (',Z) candidate attack vectors.

To improve the time efficiency, the attacker may take advantage of the following
observation. Since a successful attack vector is a linear combination of the column
vectors of H (i.e., a = He), the attacker can perform column transformations to H to
reduce the number of nonzero elements in the transformed column vectors. As this
process continues, more column vectors in the transformed H will have fewer nonzero
elements. The column vectors with no more than k& nonzero elements can be used as
attack vectors. In particular, when the matrix H is a sparse matrix (which is usually the
case in real power systems), it does not take many column transformations to construct
a desirable attack vector.

A Heuristic Approach. We give a heuristic approach to exploit this observation. The
attacker can initialize a size-n priority queue with the n column vectors of H. The
attacker then repeats the following process: Take the column vector t with the minimum
number of nonzero elements out of the queue. If t is a k-sparse vector, the algorithm
returns and t can be used as the attack vector. If not, for each column vector s in the
queue, the attacker checks if linearly combining t and s can result in a column vector
with less zero elements than t. If yes, the attacker appends the resulting vector to the
queue. The attacker repeats this process until a k-sparse vector is found or the set is
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empty. It is easy to see that a k-sparse vector constructed in this way must be a linear
combination of some column vectors of H, and can serve as an attack vector.

The heuristic approach could be quite slow for a general H. However, it works pretty
efficiently for a sparse matrix H, which is usually the case for real-world power systems.
For example, in our simulation, when k£ = 4 in the IEEE 300-bus test system, it takes
the heuristic approach about 110ms on a regular PC to find an attack vector.

The heuristic approach does not guarantee the construction of an attack vector even
if it exists, nor does it guarantee the construction of an attack vector that has the
minimum number of nonzero elements. Nevertheless, it runs pretty quickly when it
can construct an attack vector, and thus could still be a useful tool for the attacker.

Ideally, in order to reduce the attack costs, the attacker would like to compromise as
few meters as possible. In other words, the attacker wants to find the optimal attack
vector a with the minimum number of nonzero elements. The attacker may use the
brute-force approach, discussed at the beginning of Section 3.3.1 with £ being 1 initially,
and gradually increase %k until an attack vector is found. Apparently, such an attack
vector gives the optimal solution with the minimum number of compromised meters.
There are possibilities to improve such a brute-force approach, for example, by using a
binary search in identifying the minimum 4.

3.3.2. Targeted False Data Injection Attack. We follow the notation used in Scenario I to
describe the targeted false data injection attack. Let Z,4riqp0e = {i1, ..., i}, Wherer < n,
denote the set of indexes of the r target state variables chosen by the attacker. In this
attack, the attacker intends to construct an attack vector a to replace %;,, ..., and &;,
with &, +c¢;,, ..., and &;_ + ¢;,, respectively, where c;,, . .., ¢; are the specific errors to be
injected. Similar to Scenario I, we consider both constrained and unconstrained cases.

Constrained Case. As discussed earlier, in the constrained case, the attacker intends
to only change the estimation of the chosen target state variables, but does not modify
the others. Thus, all elements of ¢ are fixed. So the attacker can substitute ¢ into
the relation a = He. If the resulting a is a k-sparse vector, the attacker succeeds in
constructing the attack vector. Otherwise, the attacker fails. The attack vector derived
in the constrained case is the only possible attack vector; there is no way to further
reduce the number of compromised meters.

Unconstrained Case. In the unconstrained case, only the elements ¢; of ¢ for i €
Zvariatle are fixed; the other c; for j ¢ Zyariqpe can be any value. According to Eq. (7),
a=Hc < Bga =y. (Note that the derivation of Eq. (7) does not assume any specific
compromised meters. Thus, Eq. (7) also holds in the unconstrained case in Scenario II.)

To construct an attack vector, the attacker needs to find a k-sparse attack vector a
that satisfies the relation Bga = y. A closer look at this problem reveals that it is the
Minimum Weight Solution for Linear Equations problem [Garey and Johnson 1979],
which is an NP-complete problem: Given a matrix A and a vector b, compute a vector x
satisfying Ax = b such that x has at most £ nonzero elements. Several efficient heuristic
algorithms have been developed to deal with this problem, for example, the Matching
Pursuit algorithm [Natarajan 1995; Pati et al. 1993; Lovisolo et al. 2005]; the Basis
Pursuit algorithm [Chen 1995; Georgiev and Cichoki 2004]; and the Gradient Pursuit
algorithm [Blumensath and Davies 2008]. The attacker can use these algorithms to
find a near optimal attack vector. In our simulation, we choose the Matching Pursuit
algorithm, since it is the most widely used algorithm for computing the sparse signal
representations and has an exponential rate of convergence [Huggins and Zucker 2007].

The attacker may want to minimize the number of meters to be compromised, that is,
to find an attack vector a with the minimum number of nonzero elements that satisfies
a = He such that the chosen elements in ¢ have the specific values. This problem is
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the MIN RVLS= problem [Amaldi and Kann 1998]: Given a matrix A and a vector
b, compute a vector x satisfying Ax = b such that x has as few nonzero elements as
possible. The Matching Pursuit algorithm can again be used to find an attack vector,
since this problem is the optimization version of the minimum weight solution for
linear equations problem.

3.4. Impact Analysis

In this section, we analyze the impact introduced by false data injection attacks. Note
that the analysis is not limited to the two scenarios discussed earlier. Instead, it ap-
plies to any false data injection attacks that inject errors into state variables through
compromised meter measurements.

3.4.1. Problem Formulation. Since the state estimation problem is commonly solved as
a weighted least squares problem [Monticelli 1999], the vector Xp.q of the estimated
state variables obtained from observed measurements z, can be represented as

Xpaa = (HTWH) 'HTWz,, 9

where W is a diagonal matrix whose elements are reciprocals of the variances of meter
errors (see Section 2). Therefore,

|1Za — Hfpadall = [HRpaa — Zall = [(HH"WH) TH'W — I)(z + a)|| = |F(z + a)|,

where F = HHTWH) 'H™W — 1. If |[Fa|| = 0, ||za — H&paall = |Fz| = |z — HX||. On
the other hand, it follows from Eq. (9) that

[&paa — %[ = ((H"WH) TH'W(z + a) - (H"WH) 'H"Wz| = |Qa]|,

where Q = (HTWH) 'HTW. Assume Zer = {i1, ..., iz} is the set of indices of meters
that are compromised by the attacker. Further represent F as F = (fy, ..., f,,). Since
the attacker can only inject errors into the meters that she compromises (i.e., a; = 0
for i ¢ Tneter), 1Qall = |Qa’| and |Fal| =0 < |F'a’|| =0, where F' = (f;, ..., f;),
Q = (q;....,9;), and a’' = (ail,...,aik)T. Let Z,ariapte = {J1, ..., J-} denote the set
of indexes of target state variables chosen by the attacker. (Z,4riqpe consists of the
indexes of all state variables when the attacker does not target at any specific state
variables.) The error introduced by the attacker can be obtained by solving the following
optimization problem:

!

Maximize |Q"a’||
s.t. IF'a’|| =0,
where Q" is a submatrix of Q and is formed by the j;-th,...,ji-th row of Q'.

3.4.2. Injected Error. Note that when F’ is a full rank matrix (i.e., Rank (F') = k),
|F'a’|| = 0 has a unique solution a’ = 0 [Meyer 2001]. Therefore, |Q"a’|| = 0 and no
error can be injected into the state estimation. However, when F’ is a rank deficient
matrix (i.e., Rank (F') < k), the amount of introduced error is unbounded, as shown in
Theorem 3.5.

TueoreEM 3.5. For false data injection attacks, if Rank (F') < k, the maximum of
the 2-Norm of error an attacker can introduce to the outcome of state estimation is
unbounded.

Proor. We need to maximize ||Q’a’| under the condition that |F'a’|| = 0. If F’
is a rank deficient matrix, there exist nonzero solutions a’ that satisfy F'a’ = 0 and
a’' = (I - F~F)d, where F'~ is the Matrix 1-inverse of F' and d is an arbitrary nonzero
vector of length k. Thus, |Q"a’|| = |Q"[(I — FF"F')d]||. Note that d can be any nonzero
vector. Therefore, the 2-Norm of injected error ||Q’a’|| is unbounded. O

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



False Data Injection Attacks against State Estimation in Electric Power Grids 13:15

4. GENERALIZED FALSE DATA INJECTION ATTACKS

In this section we extend false data injection attacks to a generalized version, which we
referred to as generalized false data injection attacks. The primary objective is to see if
an attacker can achieve higher impacts by taking advantage of the small measurement
errors typically tolerated by state estimation algorithms.

As for false data injection attacks, we consider both random and targeted generalized
false data injection attacks. In random generalized false data injection attacks, the
attacker aims to mislead the control center to get wrong estimates of state variables,
whereas in targeted generalized false data injection attacks, the attacker aims to make
the estimates of selected state variables to be specific values. For both random and
targeted false data injection attacks, we show how an attacker constructs an attack
vector in Scenarios I and II, respectively.

4.1. Basic Principle

Similar to false data injection attacks, we consider a power system consisting of m
meters and n state variables for generalized false data injection attacks. Recall that
the compromised measurements z, can be represented as z, = z + a, where z is the
vector of original measurements and a is the attack vector. Xpaq, the estimated state
variables obtained from z,, can be represented as X + ¢, where ¢ is the introduced error
and X is the true estimate. Therefore, the 2-Norm of the measurement residual of z, is

Za — HRpaall = [z+a—-HE&+ o)
= ||lz—HX + (a— Hoe)|
< llz— HX| + [[(a — He)|.

Let t denote the detection threshold and 7, = 7 — |z — HX||. If |]a — He|| < 7, then
|lza — HXpaqll < t and the attacker can bypass the detection. We refer to an attack in
which the attack vector a satisfies |a — He|| < 7, as a generalized false data injection
attack. That is, in false data injection attacks, the attack vector a should satisfy the
condition ||a — He| = 0, while the generalized false data injection attacks relax this
condition so that any vector a that satisfies ||a — He| < 7, can be used as the attack
vector.

4.2. Scenario | — Limited Access to Meters

Let Zeter = {i1,...,1;} represent the set of indices of the £ meters whose measure-
ments can be compromised by the attacker. Thus, the attacker can only change the
measurement of the i;jth meter to a wrong value, where i; € Zpter.

4.2.1. Random Generalized False Data Injection Attacks. Assume a — He = t, where t is a
length-m vector that reflects the difference between a and He. The attacker can bypass
detection as long as ||t|| = ||la — He| < 7,. In random generalized false data injection
attacks, the vector ¢ (i.e., the errors introduced to the state variables) can be any value.
Note that a can be represented asa =(0,...,0,¢;,0,...,0,@;,,0,...,0,a;,,0, ..., 07,

where q;, a;,, ..., q; are the unknown variables to be determined. Following Egs. (5)
and (6), we can obtain an equivalent form of the relation a — t = He as follows:
a—-t=Hec < B(a—t)=0 < Ba=Bt < Ba =Bt. (10)

where B = (b1, ....,b,) = HHTH)'H' - I, B' = (b;,,....,b;),a = (@;,...,,)", and
t is a vector whose 2-Norm is less than 1, (i.e., ||f|| < 15). Thus, the attacker can solve a’
from equation B'a’ = Bt to get the attack vector a. Details are given in the Appendix.

4.2.2. Targeted Generalized False Data Injection Attacks. By launching targeted generalized
false data injection attacks, the attacker intends to inject specific errors into the
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estimation of chosen state variables, while resulting in small residuals. We also
consider both constrained and unconstrained cases.

In the constrained case, the attacker modifies the target state variables but keeps
the other state variables unchanged. Note that the introduced error ¢ is a fixed vector,
and thus the attacker can directly substitute ¢ into a = He + t and adjust t to obtain
the attack vector a. Specifically, the attacker can first use a zero vector as the initial
t=,....t) . Letf=(f1,..., f)T =He.For1 <i <m,if f; # 0 and i ¢ Zeter, then
the attacker can set t; to — f;. Finally, the attacker checks whether the 2-Norm of the
updated t is less than 7, or not. If yes, the attack vector equals to He + t. Otherwise,
the attack vector does not exist.

In the unconstrained case, the attacker modifies the target state variables without
any concern about the impact on the other state variables. This means only the elements
¢; of ¢ for i € Zygriqne are fixed, and the other elements c; for j ¢ Zygriqne can be
any values, where Z,4rqp0e = {i1,...,1-} denote the set of indexes of the r target state
variables chosen by the attacker. Note thata—t =He =3 .,  ‘hic;+> ;.7 . ‘hjc;.
Letb = ZjEImriable hjc; and Hy = (hj,, ..., hj, ), where j; ¢ Zygriapie for 1 <i <n-—r.
Following Egs. (7) and (8), a — t = He can be transformed into the following equivalent
forms:

a—t=Hc & Bs(a—t)=Bsb < Bsa=Bs(t+b) < Ba =Bs(t+b), (11)

where Bg = (bs,, ..., bs,) = H(HTH,)'H -1, B, = (s, ,....bg ), a =(a;,..., a,)’,
and t is a vector whose 2-Norm is less than t,. Hence, the attacker can solve a’ from
equation B a’ = Bst + Bsb to get the attack vector a. Details are given in the Appendix.

4.3. Scenario Il — Limited Resources Available to Compromise Meters

In Scenario II, the attacker can compromise up to £ meters, but there is no restriction
on what meters can be compromised. The attacker needs to find a k-sparse, nonzero
attack vector a that satisfies the inequality ||a — He| < .

For random generalized false data injection attacks and targeted generalized false
data injection attacks in the unconstrained case, the attacker needs to find a k-sparse
vector a that satisfies equation Ba = Bt and Bga = B4(t + b), respectively. The attacker
can directly reduce the problem to the Minimum Weight Solution for Linear Equations
problem by using any vector with 2-Norm less than or equal to 7, as t. After the
reduction, the attacker can take advantage of existing algorithms such as Matching
Pursuit [Natarajan 1995; Pati et al. 1993; Lovisolo et al. 2005]; Basis Pursuit [Chen
1995; Georgiev and Cichoki 2004]; and Gradient Pursuit [Blumensath and Davies 2008]
to find a k-sparse solution for equation Ba = Bt or Bga = B4(t + b).

For targeted generalized false data injection attacks in the constrained case, the
attack vector a should be a k-sparse vector that satisfies a = He + t. Note that the
introduced error c¢ is a fixed vector. Thus, if He is k-sparse, then t = 0 and a = He.
Otherwise, assume that there are g (¢ < ¢ < m) nonzero elements in He. The attacker
first adjusts t such that ¢ — 2 nonzero elements in He can be canceled when t is added
to He, and then checks whether the 2-Norm of t is less than or equal to z,. If yes, He + t
is an attack vector. Otherwise, the attack vector does not exist.

4.4. Impact Analysis

In this section we analyze the impact introduced by generalized false data injection
attacks, particularly the additional errors beyond the (original) false data injection
attacks. Note that our results are not limited to the above two attack scenarios, but
are applicable to any generalized false data injection attacks, where errors are injected
into a set of state variables through a set of compromised meters.
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4.4.1. Problem Formulation. According to Section 3.4.1, ||Xpaa — X|| = (|Qa| = ||Q"a].
Note that

Za — HRXpaal = [F(z + a)|| < [Fz|| + |[Fa],

where F = HHTWH) 'H™W — I. Let t, = 1 —||Fz||. If |Fa|| < 7, then ||za—HXpaall < 7.
Therefore, the error introduced by the attacker can be obtained by solving the following
optimization problem:

Maximize ||Q"a’||

s.t. IF'a| < 1.

4.4.2. Injected Error. When Rank (F') < k, the amount of error injected by false data in-
jection attacks is unbounded. Note that generalized false data injection attacks include
false data injection attacks, and thus the amount of error introduced by generalized
attacks is also unbounded.

When Rank (F') = &, the original false data injection attacks cannot introduce errors
to the output of state estimation, as discussed in Section 3.4. However, as shown in
Theorem 4.1, generalized false data injection attacks can still inject nonzero errors,
and the 2-Norm of the injected errors is bounded by a constant.

TuEOREM 4.1. Suppose Rank (F') = k. In generalized false data injection attacks, the
maximum of the 2-Norm of injected error is Tya/ max, Where Amqy 1S the largest eigenvalue

of matrix D = [ FTF)T]"4(QTQ")~FTF) L.
Proor. In generalized false data injection attacks,

1Qa’'|* = a™(Q"Q"a’ (12)
and

IFa|? =aTFTF)a'. (13)
FTF is a nonsingular k& x k matrix, since F' is full rank. Let w = vFTFa’. Thus,
a' = (VFTF)lw. Substituting w = +vFTFa’ and a' = (VFTF)w into Egs. (12)
and (13), we can obtain

1Qa1* = wI/EFTF)T QT IVFTF) 'w,

and

IF'a'|?2 = wIlyFTF)T L{(VFTF)w = wiw.
Let D = [/(FTF)"-1(Q"Q")(VFTF) ! and y = ¥. Thus,
1Q"a’|* = w'Dw = 72(y"Dy) (14)
and
IFa'|? = wiw = t2(yTy).

Therefore, the maximum amount of injected error can be obtained by solving the fol-
lowing optimization problem:

Maximize y Dy

s.t. yly < 1.

Note that y # 0 and matrix D is a symmetric matrix (i.e., DT = D). Let A and vmax
denote the largest eigenvalue of D and the eigenvector associated with the largest
eigenvalue, respectively. According to the Rayleigh—Ritz theorem [Golub and Van Loan
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Table I. Summary of Original and Generalized False Data Injection Attacks

Attacks Scenarios Goals Results
Random B’a’ = 0, B’ is rank deficient.
Limited access Targeted constrained a = He, cis fixed
Targeted unconstrained | B; "a” =y, rank(B]) = rank(B][y)
Basic Random Ba =0, a is k-sparse.
Limited resources | Targeted constrained a = He, c is fixed.
Targeted unconstrained | Bsa =y, a is k-sparse.
Random B’a’ = Bt, |t] < 1,
Limited access Targeted constrained a=Hc+t,cisafixedand [t]| <z,
Generalized Targeted unconstrained | Bla’=B; (t + b), [t < 7,
Random Ba = Bt, ||t|| < 74, and a is k-sparse.
Limited resources | Targeted constrained a=Hc+t,cisafixedand [t]| <z,
Targeted unconstrained | B; a = B (t + b), [[t] < 74, and a is k-sparse.

1989], y™Dy < AnaxY'y, and yIDY = A y'y When y = vmax. The eigenvectors of
matrix D are orthogonal to each other, since D is a symmetric matrix [Golub and
Van Loan 1989]. Hence, v;ﬁaxvmax =1 and the maximum value of yTDy equals ..
Substituting A, into Eq. (14), we can obtain the maximum error

max ”Q//a/” = Tav/ Amax (15)
with a’ = (WFTF) lw= (WFTF) lr,y= (WFTF) 1 tavmax. O

We have presented false data injection attacks and the generalized versions in this and
the previous sections. In the following, we summarize in Table I the main results, par-
ticularly the attack existence conditions, to facilitate the understanding of the overall
situation.

5. EXPERIMENTAL RESULTS

In this section we validate both original and generalized false data injection attacks
through experiments using IEEE test systems, including the IEEE 9-bus, 14-bus, 30-
bus, 118-bus, and 300-bus systems. The IEEE 9-bus, 14-bus, 30-bus, and 118-bus rep-
resent portions of American Electric Power System (in the Midwestern U.S.) in the
early 1960s, while the IEEE 300-bus system was developed by the IEEE Test Systems
Task Force in 1993 [Christie 1999].

In our experiments, we simulate attacks against state estimation using the DC
power flow model. We extract the configuration of the IEEE test systems (particularly
matrix H) from MATPOWER, a MATLAB package for solving power flow prob-
lems [Zimmerman and Murillo—Sanchez 2007].2 We perform our experiments based on
matrix H and meter measurements obtained from MATPOWER. For each test system,
the state variables are voltage angles of all buses, and the meter measurements are
real power injections of all buses and real power flows of all branches.

5.1. Objectives of Experimental Evaluation

For false data injection attacks in Scenario I, we have shown that the attacker cannot
always generate valid attack vectors to inject random (or specific) errors into estimates
of all state variables (or target state variables). Therefore, in our experiments, we are
primarily interested in the possibility of generating valid attack vectors, and show how
likely the attacker can find valid attack vectors to attack the IEEE test systems.

For false data injection attacks in Scenario II, we pointed out that generating attack
vectors for Scenario II is an NP-complete problem. Although it seems difficult for the
attacker to find an optimal attack vector in Scenario II due to the NP hardness, we

2In MATPOWER, the shift injection vector is set to 0 for state estimation to use the DC power flow model.
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Fig. 2. Probability of finding an attack vector for random false data injection attacks.

would like to check experimentally if the attacker can take advantage of existing tools
to find a near-optimal attack vector within a practical time window. We also want to
see the minimum effort the attacker needs to spend compromising meters in order to
launch false data injection attacks.

For generalized false data injection attacks, when F’ is a rank deficient matrix,
both false data injection attacks and their generalized versions can achieve similar
impacts. However, when F’ is a full rank matrix, an attacker cannot launch false data
injection attacks but can launch generalized attacks (Theorem 4.1). Therefore, in our
experiments for generalized attacks, we focus on the latter situation (i.e., F' is a full
rank matrix). We would like to investigate how much the attacker can affect the output
of state estimation even if the attacker fails to launch false data injection attacks.

5.2. False Data Injection Attacks: Scenario |

As mentioned earlier, in Scenario I, the attacker is limited to accessing % specific meters.
In other words, the attacker can only modify the measurements of these £ meters. Our
evaluation objective in this scenario is mainly two-fold. First, we would like to see how
likely the attacker can use these £ meters to achieve her attack goal. Second, we want
to see the computational effort required for finding an attack vector. In our evaluation,
we consider (1) random false data injection attacks; (2) targeted false data injection
attacks in the unconstrained case; and (3) targeted false data injection attacks in the
constrained case.

Based on our evaluation objective, we use two evaluation metrics: the probability that
the attacker can successfully construct an attack vector given the k specific meters, and
the execution time required to either construct an attack vector or conclude that the
attack is infeasible.

We perform the experiments as follows. For random false data injection attacks, we let
the parameter %k range from 1 to the maximum number of meters in each test system.
(For example, k£ ranges from 1 to 490 in the IEEE 118-bus system.) For each &, we
randomly choose k-specific meters to attempt an attack vector construction. We repeat
this process 100 times for both IEEE 118-bus and 300-bus systems and 1,000 times for
the other systems,? and estimate the success probability p, as p, = %W.

Let R, denote the percentage of the specific meters under the attacker’s control (i.e.,

Fmorars)- Figure 2 shows the relationship between p, and Rj for random false data

31t takes significantly more time to exhaustively examine the IEEE 118-bus and 300-bus systems with all
possible ks. We reduce the number of trials for them so that the simulation can finish within a reasonable
amount time.
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Fig. 3. Probability of finding an attack vector for targeted false data injection attacks (unconstrained case).

injection attacks. We can see that p, increases sharply as R; becomes larger than a
certain value in all systems. For example, p; of the IEEE 300-bus system increases
quickly when R; exceeds 20%. Moreover, the attacker can generate the attack vector
with the probability close to 1 when R;, is large enough. For example, p; is almost 1
when R, passes 60% and 40% in the IEEE 118-bus and 300-bus systems, respectively.
Finally, larger systems have higher p, than smaller systems for the same Rj. For
example, py is about 0.6 for IEEE 300-bus system and 0.1 for IEEE 118-bus system
when the attacker can compromise 30% of the meters in both systems.

For targeted false data injection attacks in the unconstrained case, we also let the
parameter £ range from 1 to the maximum number of meters in each test system,
and perform the following experiments for each k. We randomly pick 10 target state
variables for each test system (8 for the IEEE 9-bus system, since it only has 8 state
variables). For each target state variable, we use twice its real estimate as the injected
error and perform multiple trials (1,000 trials for the IEEE 9-bus, 14-bus, and 30-bus
systems, 100 trials for the IEEE 118-bus system, and 20 trials for the IEEE 300-bus
system).* In each trial, we randomly choose %2 meters and test if an attack vector
that injects false data into this target variable can be generated. If yes, we mark the
experiment as successful. After these trials, we can compute the success probability
Dr.» for this particular state variable v as pp, = m+gllstm. Finally, we compute the
overall success probability p, as the average of py s for all the chosen state variables.

Figure 3 shows the relationship between p, and R}, for targeted false data injection
attacks in the unconstrained case. We observe the same trend in this figure as in
Figure 2, though the probability in this case is in general lower than that in Figure 2.
For example, p; increases sharply as R passes 60% for both the IEEE 118-bus and
300-bus systems. Moreover, for both systems, the probability that the attacker can
successfully generate the attack vector is larger than 0.6 when R, passes 70%. For
targeted false data injection attacks, larger systems also tend to have higher p, than
smaller systems for the same Ry.

It is critical to note that Figures 2 and 3 represent the success probabilities of “blind
trials”. In this case, an attacker needs to compromise 30 to 70% of the meters to get
a reasonable probability to construct an attack vector. However, as shown later in
Section 5.3.1, when an attacker targets the “weakest link” of a power system, she only
needs to compromise a few meters in these test systems.

4In this case, it take even more time than random false data injection attacks to exhaustively examine the
IEEE 118-bus, and 300-bus systems with all possible ks. Thus, we reduce the number of trials for these two
systems so that the simulation can finish within a reasonable amount time.

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



False Data Injection Attacks against State Estimation in Electric Power Grids 13:21

Table 1. Timing Results in Scenario | (ms)

Targeted attack
Test system Random attack (unconstrained)
IEEE 9-bus 0.17-2.4 0.21-2.2
IEEE 14-bus 0.16-5.6 0.26-11.3
IEEE 30-bus 0.35-14.9 0.24-314
IEEE 118-bus 0.34-867.9 0.42-1,874.5
IEEE 300-bus 0.55-8,549.6 0.73-18,510

The targeted false data injection attack in the constrained case is the most challeng-
ing one for the attacker. Due to the constraints on the specific meters, the targeted
state variables, and the necessity of no impact on the remaining state variables, the
probability of successfully constructing an attack vector is in fact very small, though
nonzero. We perform experiments for this case slightly differently. We randomly pick
6 sets of meters for the IEEE 118-bus and 300-bus systems. In each set, there are 350
meters and 700 meters for the IEEE 118-bus and 300-bus systems, respectively. We
then check the number of individual target state variables that can be affected by each
set of meters without affecting the estimation of the remaining state variables. The
results show that the attacker can affect 8 to 11 and 13 to 16 individual state variables
in the IEEE 118-bus and 300-bus systems, respectively. Thus, though the targeted false
data injection attack in the constrained case is hard, it is still possible to modify some
target state variables.

In Scenario I, all attacks can be performed fairly quickly. When the attack is feasible,
it takes little time to actually construct an attack vector. Table II shows the execution
times required by the random and the targeted false data injection attacks in the
unconstrained case. The time required for the targeted false data injection attack in
the constrained case is even less, since the computation is just the multiplication of
a matrix and a column vector. For example, the time required for the IEEE 300-bus
system ranges from 1.2ms to 11ms.

5.3. False Data Injection Attacks: Scenario Il

In Scenario I, the attacker has resources to compromise up to 2 meters. Compared with
Scenario I, the restriction on the attacker is relaxed in the sense that any & meters
can be used for the attack. Similar to Scenario I, we would also like to see how likely
the attacker can use the limited resources to achieve her attack goal, and at the same
time, examine the amount of computation required for attacks. We use two evaluation
metrics in our experiments: (1) number of meters to compromise in order to construct
an attack vector; and (2) execution time required for constructing an attack vector.

Due to the flexibility for the attacker to choose different meters to compromise in
Scenario I, the evaluation of Scenario II generally requires more experiments to obtain
the evaluation results. In the following, we examine (1) random false data injection at-
tacks; (2) targeted false data injection attacks in the constrained case; and (3) targeted
false data injection attacks in the unconstrained case, respectively.

5.3.1. Results of Random False Data Injection Attacks. Random false data injection attacks
are the easiest among the three types of attacks under evaluation, mainly due to the
least constraints that the attacker has to follow. We perform a set of experiments
to construct attack vectors for random false data injection attacks in the IEEE test
systems. We assume the attacker wants to minimize the attack cost by compromising
as few meters as possible. This means the attacker needs to find the attack vector
having the minimum number of nonzero elements.

The brute-force approach is too expensive to use for finding such an attack vector due
to its high time complexity. Thus, in our experiments, we use the heuristic algorithm
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Table Ill. Random False Data Injection Attacks

Y. Liu et al.

# meters to
Test system compromise | Execution time (ms)
IEEE 9-bus 4 0.88
IEEE 14-bus 4 3.47
IEEE 30-bus 4 4.31
IEEE 118-bus 4 19.58
TEEE 300-bus 4 110.51

discussed in Section 3.3.1 to find an attack vector that has near minimum number of
nonzero elements for the IEEE test systems.

Table III shows the results. In all test systems, the number of meters that need to be
compromised is surprisingly small. For all test systems, the attacker can construct an
attack vector for random false data injection attacks by only compromising 4 meters,
with execution time ranging from 0.88ms to about 110ms. We looked into the experi-
mental data, and found that this is mainly due to the fact that the H matrices of all
these IEEE test systems are sparse. For example, the H matrix of the IEEE 300-bus
system is a 1,122 x 300 matrix, but most of the entries are 0s. In particular, the sparsest
column in H only has 4 nonzero elements. This column is selected by the algorithm as
the attack vector. Note that power systems with sparse H matrices are not rare cases.
In practice, components in a power system that are not physically adjacent to each
other are usually not connected.

5.3.2. Results of Targeted False Data Injection Attacks in Constrained Case. Similar to Scenario
I, targeted false data injection attacks in the constrained case are the most challenging
among all types of attacks due to all the constraints the attacker has to follow in attack
vector construction. In the constrained case, the attacker aims to change specific state
variables to specific values and keep the remaining state variables as they are.

In our experiments, we randomly choose [ (1 <[ < 10) target state variables and
generate the specific errors for each of them. The specific error is set to be twice as much
as the real estimates of the state variables. We then examine how many meters need
to be compromised in order to inject the specific errors (without changing the other
nontarget state variables) into target state variables. For each value of I, we perform
the above experiment 1,000 times to examine the distribution of the number of meters
that need to be compromised.

Figure 4 shows the results of the IEEE 300-bus system. We use a box plot® to show
the relationship between the number of target state variables and the number of
meters to compromise. In the worst case, to inject specific errors into as many as 10
state variables, the attacker needs to compromise 55 to 140 meters in the IEEE 300-
bus system. Given 1,122 meters in the IEEE 300-bus system, the attacker only needs
to compromise a small fraction of the meters to launch targeted false data injection
attacks even in the constrained case.

We also exhaustively examine a special situation of targeted false data injection
attacks in the constrained case. Specifically, for each state variable, we examine the
number of meters that need to be compromised if the attacker aims at this variable.
Figure 5 shows the results. We can see that the attacker can inject specific errors into
any single state variable using less than 35 meters for the IEEE 118-bus system and
less than 40 meters for the IEEE 300-bus system. For all systems, the median values
of the number of compromised meters is around 10.

5In these box plots, each box shows the first, the second, and the third quartiles. The whiskers that extend
from the box cover the minimum and maximum points.
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In the constrained case, since c is fixed, the attack vectors can be computed directly.
Thus, the execution time in all the experiments is very short. For example, it costs only
0.45ms on the test computer to generate an attack vector that injects false data into
10 state variables in the IEEE 300-bus system.

5.3.3. Results of Targeted False Data Injection Attacks in Unconstrained Case. In the uncon-
strained case, the attacker wants to inject specific errors into specific state variables,
but the attacker does not have to keep the other state variables unchanged. As dis-
cussed in Section 3.3.2, we use the Matching Pursuit algorithm [Natarajan 1995; Pati
et al. 1993; Lovisolo et al. 2005] to find attack vectors. We perform the same set of exper-
iments as in Section 5.3.2 to obtain the two evaluation metrics: the number of meters
to compromise and the execution time. Note that in the unconstrained case, it takes
significantly more time to construct an attack vector than the previous experiments.
Thus, we show more detailed results on execution time in this case.

Figure 6 shows the relationship between the number of meters to compromise and the
number of specific state variables to compromise for the IEEE 300-bus system. Figure 7
shows the corresponding execution time of the Matching Pursuit algorithm for finding
an attack vector successfully. We can see that the attacker needs to compromise 60
to 140 meters for the IEEE 300-bus system, if the attacker wants to inject specific
error into as many as 10 state variables. These meters can be quickly identified within
6 seconds.

We also exhaustively examine the special situation of injecting a specific error into a
single state variable for all the IEEE test systems, as in the constrained case. Figures 8
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and 9 show the number of meters to compromise for these systems and the correspond-
ing execution time, respectively. As shown in Figures 8 and 9, for example, the attacker
can inject a specific error into any single state variable of the IEEE 300-bus system by
compromising at most 27 meters, and it costs less than 1.4 seconds to find the attack
vector.
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These experimental results indicate that the false data injection attacks are practical
and easy to launch if the attacker has the configuration information of the target system
and can modify the meter measurements.

5.4. Generalized False Data Injection Attacks

For generalized false data injection attacks, we would like to see what an attacker
may achieve beyond false data injection attacks. Hence, we focus on the case when an
attacker fails in launching false data injection attacks but is still able to launch the
generalized version of attacks.

5.4.1. Experiment Setup. For false data injection attacks, the attack probability py is
almost 0 if the attacker cannot compromise more than 10% of the meters. Therefore,
to examine the extra impact of generalized false data injection attacks, we require
that the number of compromised meters is not larger than 0.1 x m in all the following
experiments, where m is the total number of meters in the system. Also, we generate
the diagonal matrix W by using random numbers that range from 250 to 1,000 as
diagonal elements.® To be consistent with our analysis, we do not limit our attention
to any specific attack scenarios and goals, but look at general situations where errors
are injected to a set of state variables through a set of compromised meters. In all our
experiments, we set 7 to 100 and let 7, range from 0.1t to t to see how the change of
7, affects the impact of the generalized attacks. Note that ¢ is a parameter chosen by
system operators based on the noise in their system. Thus, different systems may have
different T values. Herein, we use a fixed t for the purpose of illustration. We also use
the 2-Norm of injected errors as the evaluation metric.

5.4.2. Impact on All State Variables. We first evaluate the impact of generalized false data
injection attacks on all state variables. We randomly choose ¢ x m meters and assume
they are compromised by an attacker, where rf is a parameter between 0.01 and 0.1,
denoting the fraction of compromised meters. We then calculate the maximum error
that can be injected into the outcome of state estimation using Eq. (15). For each ry,
We repeat the above trial 1,000 times and record the average of the results.

Figure 10 shows the average maximum injected error for different ry and systems
when 7, = 0.1t. We can see that the maximum injected error increases as the system
becomes large. In particular, the injected error is less than 1 for the IEEE 9-bus system
but exceeds 10 for the IEEE 300-bus system. Larger systems have higher injected

6MATPOWER does not provide W of the test systems. Hence, we use random numbers close to diagonal
elements of W in example 3.7 of Monticelli [1999] as diagonal elements of our W.

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



13:26 Y. Liu et al.

10% | ——300-bus

. —+— 118-bus

o —&—30-bus

5] —o— 14-bus

g —<—9-bus B ASlAEEIATEs |

[0) BFRRRC e

g 1 M ‘*(*

c :

>

1S 1

2 e

ey e eeee e ]
2 : BRI
AT RDuDY f

002 004 006 008 0.1
Fraction of compromised meters

Fig. 10. Maximum impact of generalized false data injection attacks on all state variables.

250

- rf=0.02

o
=]

S 200} +rf=0.04
o -

8 —o— rf—0.06
B 1507 —=-r=0.08
Q f

£

1S

3

£

x

©

=

501

Fig. 11. Maximum impact of generalized false data injection attacks on all state variables as 7, changes for
300-bus system.

errors, and thus they are more vulnerable to generalized attacks than smaller systems.
Figure 11 shows the maximum injected errors on all state variables as 7, changes from
0.17 (i.e., 10) to 7 (i.e., 100) for the IEEE 300-bus system. Larger 7, and higher r; can
result in higher injected error.

According to Theorem 4.1, the maximum injected error is T,a/Amax, Where Apq, is
the largest eigenvalue of matrix D = [/(FTF)T]"1(Q"TQ")(vFTF)!. Note that D has
three factor matrices (i.e., [ (FTF)T]"1, QTQ’, and (+/FTF)1). We would like to
find out which factor matrix is more sensitive to the system change. We randomly
select 0.1 x m meters and calculate the maximum eigenvalues of each factor matrix.
We repeat this process 1,000 times and record the average of the results as shown in
Table IV. Note that the eigenvalue of [\/(F'TF)T]~! is equal to that of (+vF'TF')~!, since
[VFTF)T! = (VFTF) L.

Table IV shows that the maximum eigenvalue of Q’TQ” increases more quickly than
that of [/(F'TF)T]-1/(vFTF')! as the system becomes large. Such an increase is quite
significant for the IEEE 300-bus system. In particular, the maximum eigenvalue of
Q'TQ’ is about 450 times more than that in the IEEE 9-bus system, whereas the

maximum eigenvalue of [/(FTF)T]"1//(VFTF')~! is less than twice as much as that in
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Table IV. Maximum Eigenvalues of the Matrices that form D

Test system | [VETF)T]Y/(VFTF) ! | QTQ"
IEEE 9-bus 1.3870 0.0055
IEEE 14-bus 1.5170 0.0171
IEEE 30-bus 1.6903 0.0487
IEEE 118-bus 2.0808 0.0713
IEEE 300-bus 2.4353 2.7643
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the IEEE 9-bus system. This observation reveals that the factor matrix Q'TQ” is more
sensitive to the system change than the other factor matrices. Note that the dramatic
increase of the maximum eigenvalue of Q'TQ" for the IEEE 300-bus system is visually
consistent with the sharp raise of the maximum errors injected into the system as
shown in Figure 10.

5.4.3. Impact on Individual State Variables. We further look at the impact of generalized
false data injection attacks on individual state variables. For each state variable, we
randomly choose £ meters and assume that those meters are compromised by an at-
tacker, where & is set to 0.01 x m, 0.05 x m, and 0.1 x m in our experiments. We then
calculate the maximum injected error based on Eq. (15). We repeat this process 1,000
times and use the average of the results as the maximum impact of generalized attacks
on that state variable.

Figures 12 and 13 show the empirical cumulative distribution function (CDF) curves
of maximum injected errors when t, = 0.17. A point (x, ¥) on the curve indicates that
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y% state variables have the maximum injected error less than or equal to x. For all
state variables in the IEEE 118-bus system and most of the state variables in the IEEE
300-bus system, the maximum injected error is quite small (e.g., when &2 = 0.1m, the
error injected into any state variable of the IEEE 118-bus system is less than or equal
to 0.7 and about 90% state variables of the IEEE 300-bus system are injected with
errors that are less than or equal to 2). However, some state variables of the IEEE
300-bus system still have large injected errors, which can be as high as 8.5. Figures 14
and 15 show the empirical CDF curves of maximum injected error for different values
of 7, when k equals to 0.1 x m. Again, larger 7, achieves higher injected error.

As shown in Table IV and Figure 10, the maximum injected error is related to
the maximum eigenvalue of Q'TQ". Hence, we perform an experiment to examine
the maximum eigenvalue of Q’TQ”. We randomly choose & meters, where % is set to
0.01 x m, 0.05 x m, and 0.1 x m in our experiment. For each state variable, we generate
the corresponding Q"TQ” using the method discussed in Section 4.4.1, and calculate
the maximum eigenvalue of Q"TQ”. We repeat this process 1,000 times and record the
average of the results.

Figures 16 and 17 show the empirical CDF curves of eigenvalues of Q’TQ" for the
IEEE 118-bus and 300-bus systems when 7, = 0.17, respectively. We can observe
the same tendency as shown in Figures 16 and 17. For the IEEE 118-bus system,
the maximum eigenvalue of Q’TQ" is quite small (e.g., no state variable results in
an eigenvalue that is larger than 0.01). However, for the IEEE 300-bus system, a few
state variables can achieve large eigenvalues that are near 1.
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Fig. 16. Eigenvalue of Q'TQ” for IEEE 118-bus system.
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6. CONCLUSION AND FUTURE WORK

In this article we identified a previously unknown vulnerability in the current tech-
niques aimed at detecting and identifying bad measurements for state estimation in
electric power grids. We investigated the implications of this vulnerability through
presenting and analyzing a new class of attacks, called false data injection attacks,
against state estimation in electric power systems. Under the assumption that the
attacker can access the current power system configuration information and manip-
ulate the measurements of meters at physically protected locations, such attacks can
introduce arbitrary errors into certain state variables without being detected by ex-
isting techniques. We considered two attack scenarios, where the attacker is either
constrained to some specific meters, or limited in the resources required to compromise
meters. We showed that the attacker can systematically and efficiently construct attack
vectors in both scenarios, which can not only change the results of state estimation,
but also modify the results in a predicted way. We also extended false data injection
attacks to generalized false data injection attacks, and used both theoretical analysis
and simulation to show that an attacker can gain more impact than false data injection
attacks by launching generalized false data injection attacks. Despite the theoretical
capability of these attacks, we also pointed out that such attacks are strictly limited by
real-world constraints, and do not pose immediate threats to our power grids.

In our future work, we would like to extend our results to state estimation using
AC power flow models. Moreover, we would also like to investigate the possibility of
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adapting network anomaly detection techniques to defend against false data injection
attacks.

Appendix. Generating an Attack Vector via Elementary Operations in Random False Data
Injection Attacks in Scenario |

In this Appendix, we show how the attacker can construct an attack vector using
elementary column operations when 2 > m — n. Let Imete, ={jll<j<mj gé Trpeter)s
and H = (hy, ..., h,), where h; = (hy;, ..., hy,;) for1 <i <n. Fora random J € Tnoter
(i.e., the meter not under the attacker’s control) the attacker first scans H to look for
a column vector whose jth element is not zero. If the attacker can find such a vector,
the attacker swaps it with h;. Then, the attacker can construct an m x (n — 1) matrix

H! = (h'y, ..., h!,_;) by performing column transformations on H (to zero out the jth
element in all column vectors):
h ifh; # O l<i<n-—1
hl l+11 Ji+1 I 16
' { hl+1» if hj,l+1 0,1<i<n-1 (16)

If the jth element is zero for all the column vectors of H, then h!; =h, for1 <i <n—1.
As a result, the jth row of H! are all zeros. The attacker repeats this process to the
reduced matrix H!, and the reduced matrices thereafter, using a different element in
ZLmeter until all elements in 7., are exhausted. Finally, the attacker can get a matrix
having at least one column vector, since m — k£ < n — 1. The column vectors of the final
matrix are linear combinations of the column vectors of H, and the m — & rows with
index j € Zeter of this matrix consist of all 0s. Any column vector can be used as an
attack vector.

Note that the preceding approach looks similar to traditional Gaussian elimina-
tion [Meyer 2001], since they both use elementary matrix operations to eliminate
nonzero elements of a matrix. The difference between them is that Gaussian elimina-
tion reduces a given matrix to either triangular or echelon form, whereas our approach
does not convert the original matrix into triangular or echelon form. We generate a
reduced matrix after each iteration instead, attempting to find a linear combination of
column vectors of the original matrix.

Solving a’ for Random Generalized Attacks in Scenario |

The attacker needs to solve a’ from B’a’ = Bt to get the attack vector a. As discussed
earlier, if the rank of B’ is not the same as that of the augmented matrix (B'|Bt), then
B’a’ = Bt is not consistent and thus has no solution for a’.

To ensure equal ranks, the attacker can manipulate t such that Bt is a linear
combination of columns of the matrix B’, and thus the rank of B’ is the same
as that of the augmented matrix (B'|Bt). A simple way is to let t = (0,...,0,¢,,
0,...,0,%,,0,...,0,%,0,...,07, where (¢, ...,%,)" can be any vector whose 2-Norm
is less than 7,. By choosing a proper t, the attacker can solve a’ from the equation
and a' = B~ (Bt) + (I —- B~B’)d, where B~ is the Matrix 1-inverse of B’ and d is any
nonzero vector of length k. The attacker can construct an attack vector a from any
a’ # 0. Note that if B’ is a full rank matrix, B~B =1 and a’ = B~ (Bt).

Solving a’ for Targeted Generalized Attacks in Scenario |

The attacker needs to solve a’ from equation B.a’ = Bst + Bsb to get the attack vector
a. The equation B_a’ = B¢(t + b) has no solution if the rank of B is not the same as
that of the augmented matrix (B|Bs(t + b)). This means that the attacker needs to
make B and (B|Bs(t + b)) have the same rank in order to find an attack vector.
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Note that b is a fixed vector. If the rank of B; is equal to that of the augment matrix
(B;|Bgb), the attacker cansett =(0,...,0,%,,0,...,0,¢,,0,...,0,¢%,,0, ..., 0)7, where
(t,, ..., t;)T canbe any vector whose 2-Norm is less than 7,. Consequently, Bt is a linear
combination of columns of the matrix B, and rank((B|Bst + Bsb)) = rank((B;|Bsb)) =
rank (B)). Thus, the attack vector a can be obtained by computing a’ from equation
B.a’ = Bs(t +b).

If the rank of B is not the same as that of (B|Bsb), the attack vector does not
necessarily exist. The attacker can treat t + b as a whole to determine the existence
of an attack vector. Specifically, let t+b = w = (w1, ..., wy,) and b = (b1,...,5,)7.
The attacker first sets w = (0,...,0, w;,0,...,0,w,;,,0,...,0, wik,O,...,O)T, where
wi,, ..., w; can be any nonzero value. As a result, Biw is a linear combination of
columns of the matrix B, and the rank of B, equals that of (B,|Bsw). Then the attacker
determines whether the attack vector exists or not by checking the 2-Norm of t. Note

thatt=W—b=(—b1,...,wi1 —bil,...,wiz _biZ""’wik —bik,...,—bm)T.ThuS,
=/ > 2+ Y wi-b2= [ > b2 17)
111,y i i=i1,..., i 101,y i

,,,,,

to make ||t|| less than or equal to 7, (e.g., set w;, = by, ..., w;, = b;,). Hence, the attack
vector can be constructed by solving a’ from equation B a' = Bs(t + b). However, if

J 2 Liria bl-2 > 14, ||t|| is always larger than 1, and the attacker cannot generate the
attack vector.

ACKNOWLEDGMENTS

We would like to thank Dr. Carl Gunter and Dr. Ernst Scholtz for their insightful discussions and comments.
We would also like to thank Associate Editor Dr. Marianne Winslett for her extended efforts to facilitate the
communication with the anonymous reviewers and the revision of this paper. We are very grateful to the
anonymous reviewers from both the power systems and the security communities; their insightful comments
have only made this article better.

REFERENCES
ABUR, A. anD ExpOsiTo, A. G. 2004. Power System State Estimation: Theory and Implementation. Marcel
Dekker.

Awmarpr, E. anp KaNN, V. 1998. On the approximability of minimizing nonzero variables or unsatisfied relations
in linear systems. Theor. Comput. Sci. 209, 1-2, 237-260.

Asapa, E. N., Garcia, A. V., aND RoMERO, R. 2005. Identifying multiple interacting bad data in power system
state estimation. In Proceedings of the IEEE Power Engineering Society General Meeting. IEEE, Los
Alamitos, CA, 571-577.

BrumensatH, T. anp Davies, M. 2008. Gradient pursuits. [EEE Trans. Signal Process. 56, 6, 2370—2382.

Bosea, R. B., RocEirs, K. M., Wang, Q., aND KHURANA, H. 2010. Detecting false data injection attacks on DC
state estimation. In Proceedings of the First Workshop on Secure Control Systems (SCS’10).

BrockwELL, P. J. AND Davis, R. A. 1991. Time Series: Theory and Methods 2nd Ed. Springer, Berlin.

CHEN, J. AND ABUR, A. 2005. Improved bad data processing via strategic placement of PMUs. In Proceedings
of the IEEE Power Engineering Society General Meeting. IEEE, Los Alamitos, CA, 509-513.

CHEN, J. AND ABUR, A. 2006. Placement of PMUs to enable bad data detection in state estimation. IEEE Trans.
Power Syst. 21, 4, 1608-1615.

CHEN, S. S. 1995. Basis pursuit. Ph.D. dissertation, Department of Statistics, Stanford University.
CHRISTIE, R. D. 1999. Power systems test case archive. http:/www.ee.washington.edu/research/pstca/.

DAN, G. AND SANDBERG, H. 2010. Stealth attacks and protection schemes for state estimators in power systems.
In IEEE 2010 SmartGridComm. To appear.

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



13:32 Y. Liu et al.

GaRcia, A., MonTICELLL, A., AND ABREU, P. 1979. Fast decoupled state estimation and bad data processing.
IEEE Trans. Power Appar. Syst. 98, 5, 1645-1652.

GarEy, M. R. anp Jonnson, D. S. 1979. Computer and Intractability: A Guide to the Theory of NP-Completeness.
W. H. Freeman.

Gasroni, S., GRANELLIL, G. P., AND MonTagNA, M. 2003. Multiple bad data processing by genetic algorithms. In
Proceedings of the IEEE Power Tech Conference. IEEE, Los Alamitos, CA, 1-6.

GEeorciev, P. anD CicHOKI, A. 2004. Sparse component analysis of overcomplete mixtures by improved ba-
sis pursuit method. In Proceedings of the IEEE International Symposium on Circuits and Systems
(ISCAS’04). 5:37-40.

GoLuB, G. H. anp Van Loan, C. F. 1989. Matrix Computation (2nd ed.). The John Hopkins University.

HanpscHIN, E., Scaweppg, F. C., KoHLas, J., AND FiEcHTER, A. 1975. Bad data analysis for power system state
estimation. IEEE Trans. Power Appar. Syst. 94, 2, 329-337.

HertEM, D. V., VERBOOMEN, J., PURCHALA, K., BELMANS, R., AnND Kring, W. L. 2006. Usefulness of DC power flow
for active power flow analysis with flow controlling devices. In Proceedings of the 8th IEE International
Conference on AC and DC Power Transmission. IEE, 58—62.

Huccins, P. S. AND ZUCKER, S. W. 2007. Greedy basis pursuit. IEEE Trans. Signal Process. 55, 7, 3760-3772.

Kosur, O., Jia, L., THoMas, R. J., anD Tong, L. 2010a. Limiting false data attacks on power system state
estimation. In Proceedings of Conference on Information Sciences and Systems.

Kosur, O., Jia, L., THoMas, R. J., AND Tong, L. 2010b. Malicious data attacks on smart grid state estimation:
Attack strategies and countermeasures. In IEEE 2010 SmartGridComm. To appear.

Kosur, O., J1a, L., THOMAS, R. J., AND Tong, L. 2010c. On malicious data attacks on power system state esti-
mation. In Proceedings of the 45th International Universities’ Power Engineering Conference (UPEC’10).

L1, M., Zuao, Q., anp Lun, P. B. 2008. DC power flow in systems with dynamic topology. In Proceedings of
the Power and Energy Society General Meeting—Conversion and Delivery of Electrical Energy in the 21st
Century. 1-8.

LN, J. anD Pan, H. 2007. A static state estimation approach including bad data detection and identification
in power systems. In Proceedings of the IEEE Power Engineering Society General Meeting. IEEE, Los
Alamitos, CA, 1-7.

Ly, Y., Ning, P., anp RerTeER, M. 2009. False data injection attacks against state estimation in electric power
grids. In Proceedings of the 16th ACM Conference on Computer and Communications Security (CCS’09).
ACM, New York, 21-32.

Lovisoro, L., DA Siva, E. A. B., Ropricues, M. A. M., anp Diniz, P. S. R. 2005. Efficient coherent adaptive
representations of monitored electric signals in power systems using damped sinusoids. IEEE Trans.
Signal Process. 53, 10, 3831-3846.

MEYER, C. 2001. Matrix Analysis and Applied Linear Algebra. SIAM.

Miui, L., Cutsem, T. V., aND Paverra, M. R. 1985. Bad data identification methods in power system state
estimation, a comparative study. IEEE Trans. Power Appar. Syst. 103, 11, 3037-3049.

Miwi, L., Cutsim, T. V., AND RiBBENS-PaVELLA, M. 1984. Hypothesis testing identification: A new method for bad
data analysis in power system state estimation. IEEE Trans. Power Appar. Syst. 103, 11, 3239-3252.

MonrticeLLl, A. 1999. State Estimation in Electric Power Systems, A Generalized Approach. Kluwer,
Amsterdam.

MonTiceLLI, A. AND GARcCIA, A. 1983. Reliable bad data processing for real-time state estimation. IEEE Trans.
Power Appar. Syst. 102, 5, 1126-1139.

MonriceLLI, A., Wy, F. F., axD MurtipLE, M. Y. 1986. Bad data identification for state estimation by combina-
torial optimization. IEEE Trans. Power Delivery 1, 3, 361-369.

NaTaraJan, B. K. 1995. Sparse approximate solutions to linear system. SIAM J. Computing 24, 2, 227-234.

NATIONAL SECURITY TELECOMMUNICATIONS ADVISORY COMMITTEE (NSTAC) — Information Assurance Task Force
(IATF). Electric power risk assessment.

PaT1, Y. C., REZATIFAR, R., AND KRISHNAPRASAD, P. S. 1993. Orthogonal matching pursuit: Recursive function ap-
proximation with applications to wavelet decomposition. In Proceedings of the 27th Asilomar Conference
on Signals, Systems and Computers.

QUINTANA, V. H., SiMOEs-CosTa, A., AND MIER, M. 1982. Bad data detection and identification techniques using
estimation orthogonal methods. IEEE Trans. Power Appar. Syst. 101, 9, 3356-3364.

SANDBERG, H., TEIXEIRA, A., AND JoHANSSON, K. H. 2010. On security indices for state estimators in power
networks. In Proceedings of the 1st Workshop on Secure Control Systems (SCS’10).

ScaweppE, F. C., WILDES, J., AND RoMm, D. B. 1970. Power system static state estimation. Parts 1, 2, 3. IEEE
Trans. Power Appar. Syst. 89, 1, 120-135.

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.



False Data Injection Attacks against State Estimation in Electric Power Grids 13:33

U.S.-Canapa Power SystEM OUTAGE Task Force. 2004. Final Report on the August 14, 2003 Blackout in the
UnitedStates and Canada. https://reports.energy.gov/B-F-Web-Part1.pdf.

Woob, A. aND WOLLENBERG, B. 1996. Power Generation, Operation, and Control (2nd ed.), Wiley, New York.

W, F. F. anp Liu,W.-H. 1989. Detection of topology errors by state estimation. IEEE Trans. Power Syst. 4, 1,
176-183.

XianG, N. aND Wang, S. 1981. Estimation and identification of multiple bad data in power system state
estimation. In Proceedings of the 7th Power Systems Computation Conference (PSCC). 1061-1065.

Xi1aNG, N., WaNG, S., aND Yy, E. 1982. A new approach for detection and identification of multiple bad data in
power system state estimation. IEEE Trans. Power Appar. Syst. 103, 2, 225-233.

XianG, N., Wang, S., aND YU, E. 1983. An application of estimation-identification approach of multiple bad
data in power system state estimation. IEEE Trans. Power Appar. Syst. 103, 2, 225-233.

Zuao, L. AND ABUR, A. 2005. Multi area state estimation using synchronized phasor measurements. I[EEE
Trans. Power Syst. 20, 2, 611-6117.

Zuu, J. AND ABUR, A. 2007. Bad data identification when using phasor measurements. In Proceedings of the
IEEE Power Tech Conference. IEEE, Los Alamitos, CA, 1676-1681.

ZmMMERMAN, R. D. anD MuriLLo-SancHEz, C. E. 2007. MATPOWER, A MATLAB power system simulation
package. http://www.pserc.cornell.edu/matpower/manual.pdf.

Received March 2010; revised September 2010; accepted January 2011

ACM Transactions on Information and System Security, Vol. 14, No. 1, Article 13, Publication date: May 2011.





